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Abstract


The Quality of Service is very important for any user, related to Voice over IP or
 any other multimedia application. This thesis presents a solution to develop a tool
 able to measure this parameter in order to detect upcoming bottleneck problems for
 a future installation of a VoIP system and to troubleshoot existing VoIP systems.


The tool's name is VIPSim.


VIPSim is meant to be used to provide extensive information about performance,
 capacity and problems in an H.323 network. It is also used for alarms, planning and
 documentation.


The thesis is structured in 7 sections.


Section 1 presents the general problem of QoS in a VoIP system and shows a
 possible solution, which is VIPSim.


Section 2 presents the architecture of VIPSim. It describes the two components of
 VIPSim, which are the Sender and the Reector. It also shows what VIPSim does
 and how it does (referring to measurements). It addresses to users of VIPSim in
 systems troubleshootings.


Section 3 goes deeper into VIPSim's implementation, describing its internal de-
 sign as well as the description of the implementation of some important operations.


It addresses to programmers and developers.


Section 4 describes some aspects regarding optimizations that were used in VIP-
 Sim's implementation. This section also gives the reader ideas about some algo-
 rithms used in VIPSim's implementation.


Section 5 shows tests and results obtained from measurements done with VIP-
 Sim. Some of them are meant to determine VIPSim's limitations and requirements.


Section 6 contains general conclusions.


Section 7 contains a glossary with terms used in this thesis, and some VoIP termi-
 nology.


Keywords VoIP, Packets, Round Trip Delay, H.323, Jitter, Network, Measure-
ments, Calls
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Chapter 1 Introduction


This section gives a description of Quality of Service in Voice over IP, and proposes
 a solution for measuring and monitoring this parameter, which is VIPSim.



1.1 Voice over IP and Quality of Service


As the network technologies advance, new other technologies are developed. This is
 also the case of voice over internet protocol or simply VoIP. It started as a way of
 cheap long distance calls, becoming in short time a multimedia technology that is
 constantly developing.


VoIP is the technology in which the analogue signal from a standard telephone
 is converted into bits, grouped in packets of data, and transmitted over digital lines.


In other words, using VoIP, instead of talking on the telephone, you use the com-
 puter and through the Internet you talk with the other party.


This has some advantages, like low cost of long distance calls, due to low cost
 of internet. Another advantage is that wherever there is an Internet connection
 there is a possibility to transmit voice over the Internet, meaning that there is the
 possibility to talk with someone. Talking with someone like talking on the phone
 is not the only feature of this technology. Transmitting voice over digital lines may
 also be used for listening to music and live radio broadcasts, and even more, this is
 an important step in going further to transmitting video over the Internet.


As this technology develops a new problem arises, the quality of the service pro-
vided by VoIP or simply QoS. Of course in the beginning when this technology just
arrived, the quality was pour but now when we have broadband networks with high
speed data transfer these services get better and better.



(12)Quality of service (QoS) can be dened as the ability of a system, including soft-
 ware, devices and the network, to provide guaranteed and better service regarding
 transmission of data. For VoIP this is based on the human perception of voice that
 is sensitive to delays. From a user's point of view quality means clear, continuous
 and real-time sound. From an application's point of view this is translated into no
 delays, no packets lost on the network and enough bandwidth.


For a VoIP system the parameters that dene the QoS [7] are:


Bandwidth - is the speed of transmitting data measured in bits per second. A low
 bandwidth as well as a network connection that has the data trac close to
 its limit of bandwidth, will aect the quality of voice. A standard voice call
 needs a bandwidth of 64kbit/s. Using dierent coders the requirements for
 bandwidth may vary.


Delay - is the dierence between the receiving time and the sending time of the
 voice data. There are many sources of delay [6].


• Coders delay - time needed by the DSP module to compress a voice signal.


• Packetization delay - time needed to ll in the packet payload with the
 compressed data and to attach the headers.


• Queuing/Buering delay - time needed to queue the packets to be trans-
 mitted on the network.


• De-jittering delay - the time used for the receiver to accumulate packets
 into buers in order to reduce the jitter delay.


• Network delays - delays that appear due to transmission on the physical
 link as well as the interferences of network devices like routers, switches,
 rewalls, e.t.c.


Jitter - is the variation in the delay of received packets [6] or an estimation of
 statistical variance of the packets interarrival time [2]. Packets are sent at a
 constant rate and they are expected to arrive at the same rate, but due to
 network congestions for example this rate may vary.


Link quality - the network needs to provide besides a fast connection also an error-
 free connection. This is measured in bit-error-rate. Some bit errors can be
 corrected at the receiver by using special mechanisms.


Packets out of order - they are the voice packets that do not arrive in the order
 they were sent. These packets are discarded and the voice information is
 missing.


Lost packets - they are packets that are lost on the network and do not arrive at
 the destination.


Due to ITU-T recommendation G.114 the accepted delay is between 0 - 150 ms
for all users. Between 150 - 400 ms is acceptable provided that administrators are
aware of the transmission time and its impact on the transmission quality of user
applications. Above 400 ms the delay is not acceptable.



(13)The delay may cause two problems: echo and talkers overlap. Echo appears when
 the sent voice signal is reected back by the equipment on the other far end and
 played back to the sender. This becomes a serious problem when the round trip
 delay is greater than 50 ms. Talker overlap becomes signicant problem when the
 one-way delay is greater than 250 ms [10].


If the jitter is excessive it may introduce interruptions in the played sound. This ef-
 fect may be minimized using some buers at the receiver. These buers accumulate
 a certain amount of packets before releasing them to be played, and the process is
 called de-jittering. The process of de-jitter also adds some delay.


The discarded packets together with the lost packets introduce noise or make the
 words to sound like being chopped. This can be corrected at the receiver by using a
 mechanism that tries to approximate the missing data, but if the number of missing
 packets is too big, the sound will be aected. An accepted value for lost packets is
 around 5-10 % from the total number of packets.



1.2 VoIP system - H.323 recommendation



1.2.1 H.323 - Packet-based multimedia communication sys- tems


H.323 is a recommendation from International Telecommunication Union (ITU-T)
 that contains protocols and procedures used by terminals and other entities that
 provide multimedia communications services over Packet Based Network (PBN).


H.323 entities may provide video, audio and/or data communications [1]. As an
 example a VoIP application may be implemented based on this recommendation,
 but is not necessary to provide the video functionality. The audio capability is
 mandatory for all H.323 entities.


An H.323 system consists of several components listed below. H.323 recommenda-
 tion describes these components and denes how they communicate. These compo-
 nents are:


• H.323 terminals - establish calls between two or more parties.


• Gatekeepers - provide admission control and address translation services.


• Gateways - translation between dierent formats and communication proce-
 dure


• Multipoint control unit (MCU) - provide support for multipoint conferences.


• Multipoint controller (MC) - also provide support for multipoint conferences.


• Multipoint processor (MP) - also provide support for multipoint conferences.



(14)There are H.323 entities that have the functionality of more than just one compo-
 nent listed above. For example a simple terminal may become a MCU, MC or MP
 controlling in this way a conference between several parties.


H.323 recommendation is a collection of several other recommendations. As may be
 seen in the gure 1.1 these recommendations are:


H.225.0 - Call signalling protocols and media stream packetization for packet based
 multimedia communication systems.


H.245 - Control protocol for multimedia communication.


H.261, H.263 - recommendations regarding video coders.


G.711, G.722, G.723, G.728, G.729 - recommendation regarding audio coders.


The diagram in the gure 1.1 represents a general description of an H.323 terminal.


Figure 1.1: A general H.323 terminal.


The components of this terminal are:



(15)Receive Path Delay - includes delay added to the media stream for synchroniza-
 tion.


System Control - provides signalling for call control, capability exchange, com-
 mands, indications, open channels.


H.225.0 Layer - formats the transmitted signals (video, audio, data and control)
 into messages for output to network interface.


Video and Audio codec - encodes/decodes video/audio signal from equipment.


The procedures of the System Control component are dened in the recommenda-
 tions H.225.0 and H.245, and they provide signalling for a proper operation of H.323
 entities. They contain messages for registration and admission to a gatekeeper, mes-
 sages for call control (call establishment and call ending), messages for capability
 exchange, opening channels and other commands and indications [1].


Call control messages dened in recommendation H.225.0 are implemented based
 on the recommendation Q931 [4]. This recommendation denes the format of the
 call control messages. These messages are used for establishing or ending calls and
 some of them are listed in appendix A.1. For a complete list please see the recom-
 mendation H.225.0 [2].


The recommendation H.225.0 denes also RAS (Registration, Admission and Sta-
 tus) messages that are used in communication with the gatekeepers. These messages
 do not use the format dened in Q.931. Some of them are also listed in appendix
 A.1. For a complete list of RAS messages please see the recommendation H.225.0 [2]:


The recommendation H.245 denes messages and procedures for negotiations that
 take place after the call was establish. These messages are used for receiving and
 transmitting of capabilities, preferred modes as well as logical channel signalling
 and other control and indications messages. Some of these messages are listed in
 appendix A.1. For a complete list, please see the recommendation H.245 [3]. Also,
 acknowledge messages are dened in order to ensure reliable communication.


All the messages dened in recommendations H.225.0 and H.245 are encoded using
 the ASN1 syntax.



1.3 Purpose of the application - VIPSim



1.3.1 General description


The purpose of this project is to develop an algorithm and to build an application,
based on this algorithm that is able to measure the QoS that can be oered by
a system. The name of this application is VIPSim and it stands for Voice over



(16)IP Simulations. The measured QoS shows the upcoming performances of a VoIP
 application that is going to be installed on this system. VIPSim may be used by
 consultants in order to inform dierent customers about the capabilities of their sys-
 tems from a VoIP point of view. It may also be used by engineers to troubleshoot
 existing VoIP systems.


In order to measure the QoS the application needs to measure the values of the
 parameters that dene QoS. They are described in the section 1.1 on page 2. Based
 on the results given by VIPSim, and compared with some standard accepted values,
 it is determined whether the system is able to run a VoIP application or not.


VIPSim performs the measurements of the QoS from the end-user (of the system)
 point of view and not strictly related to the network as someone may assume when
 talking about data transmission over the network. Because of this, all the factors
 that inuence the QoS need to be considered into these measurements. Based on
 these factors the components that aect QoS may be identied. Thinking about the
 sources of delays described in the section 1.1 on page 2, the following components
 may be identied:


• The VoIP application - aects QoS through the delays it introduces due to its
 coders operations.


• Operating System (OS) - aects QoS through the delays it introduces due to
 its procedures of packetization and buering.


• The Network - may aect the QoS in several ways.


 through the time it takes for the signal to travel the physical link from
 one side to the other (traveling delay).


 through the delays introduced by the analyze of the packets' content
 performed by the network devices like routers, gatekeepers or rewalls
 for routing or security reasons.


 through the bandwidth that is available for communication.


The system that is measured is composed from all the components described above:


from the VoIP application and operating system (OS) down to the physical link of
 the network together with all the network devices involved. In this way there may
 be seen that all the ISO/OSI layers have an impact on the transmitted data. The
 OS manages most of these layers, so a great impact on the values of the parameters
 that aect QoS and especially on the delay, is due to OS' operations. The most
 important operation of the OS in the performances of the VoIP application, is the
 OS' scheduler in a multitasking system. The results of the measurements will also
 reect this factor.


Almost all the parameters that dene QoS in a voice over IP system are related
to network packets and not directly to the played sound. These parameters show
packets' delay, jitter, lost, out of order, but they do not show anything, explicitly



(17)about the sound quality. Although, the sound quality is reected by these parame-
 ters due to the fact that the packets contain the compressed digitized sound data.


Therefore, measuring the parameters related to network packets gives a measure of
 quality of the voice.


In a voice over IP system the packets contain the compressed voice data. The com-
 pression and decompression of the sound signal are performed by the coders. The
 input to a coder is the audio signal sampled, and the output are blocks containing
 compressed digitized sound given by the coder at a certain rate and with a certain
 size. These blocks are the payload of the packets that are sent on the network.


Measurements of the parameters related to these packets are not inuenced by the
 content of the packets. Therefore, for measurements, these packets do not really
 need to contain a voice data. It is enough in this case to simulate it, meaning that
 it is enough to have the same size and creation rate as those provided by coders. So,
 VIPsim does not contain the implementation of any kind of coders. It will simulate
 the coders behaviour, by creating network packets with a specied size and at a cer-
 tain rate. In this way, the coder delay is not considered in these measurements, and
 the payload of the network packets is not a compressed sound but some dummy data.


VIPSim does not only measure the parameters related to the network packets, but
 also some parameters that characterize an H.323 terminal. Therefore, the applica-
 tion is implemented based on H.323 recommendation. Although it does not contain
 a full implementation of an H.323 terminal. The section 1.3.2 will give more expla-
 nations on this fact.



1.3.2 Why use H.323?


This section explains why VIPSim needs to be implemented based on recommenda-
 tion H.323 and why it needs to comply with parts from this recommendation.


Besides the parameters that are related to the network packets, VIPSim is able
 to give some reports about the H.323 calls. These reports contain information like
 number of calls established correctly, number of calls that failed to establish and
 time needed to establish a call. In order to be able to do this, VIPSim needs to be
 able to use the H.225.0 and H.245 procedures involved in establishing a call between
 two H.323 terminals.


One of the Gatekeeper's functionality is to provide address/alias translation (al-
most like a DNS). In order to use this functionality VIPSim needs to be able to
communicate with the gatekeeper, to discover and register at it. Therefore it needs
to implement the H.225.0 messages that are used for discovery and registration at
the gatekeeper, admission to the packet-based network, location translation, and
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Another feature of a Gatekeeper is the possibility of routing calls through itself,
 meaning that all the messages and voice data between two terminals are not passed
 directly from one to another but through the gatekeeper. This may be the case
 when the H.323 terminals cannot see each other directly on the network. In this
 way VIPSim also measures the impact of the gatekeeper on the voice quality, which
 is the delay that this routing may add.


As may be seen from the previous description VIPSim does not need to have im-
 plemented all the procedures described in H.323 recommendation. For example, as
 described in section 1.3.1 it does not need to have the implementation of audio or
 video coders, because it does not need real voice data in order to perform the mea-
 surements. On the other hand VIPSim does not need to be involved in a multipoint
 conference, so all the functionality of an MCU, MC or MP is not implemented. Yet
 it will be able to perform multiple simultaneous calls to dierent destinations.


The components that are implemented in VIPSim are drawn with bold boxes in
the gure 1.1. They are the Control System and H.225.0 layer.
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Chapter 2



VIPSim Description


This section describes VIPSim's architecture, and shows how and what VIPSim is
 measuring. This is intended for someone who is going to use VIPSim.



2.1 VIPSim Architecture


As described in section 1.3.1 the application is meant to measure the network pack-
 ets activity by measuring parameters such as delays, jitter, e.t.c. In order to do
 this, there is needed one part that produces and sends packets on the network, and
 one part that receives the packets and computes the measured parameters. In other
 words there is needed a sender and a receiver for these packets.


One very important measured parameter is the packets' delay, the dierence be-
 tween receiving and sending timestamp of a packet. In order to compute this, the
 receiver needs the information regarding the time when the packet was sent and
 when the packet was received. The received timestamp is easy to be retrieved from
 the system at the receiver, but the sending time needs to be transported along with
 the packet. Therefore, making the packet to carry along the sending timestamp
 within its data, makes it possible for the receiver to compute the time needed for
 the packet to travel, which is the delay between sending and receiving.


The sending and receiving timestamp are given by reading the internal clock value of
the system on which the sender and respectively the receiver run. They both run on
dierent machines (systems) that have their own internal clocks that most likely are
not synchronized between them. In this way the computation of the delay, which is
the dierence between receiving timestamp and sending timestamp does not give an
accurate result, i.e. does not represent the real value. The solution for this problem
is to implement the sender to be the receiver at the same time and in this way they
both have the same internal clock to read the time from. Because the packets still



(20)need to travel between two points situated somewhere on the network and because
 there is a sender-receiver application at one side, there must be introduced a reec-
 tor that runs on the other side of the link. The reector's functionality is to send
 back to the sender the packets it receives. For simplicity the sender-receiver will be
 called the "Sender" and the reector will be called the "Reector", they both being
 parts of VIPSim. See the diagram 2.1 that illustrates this.


Figure 2.1: Sender - Reector architecture.


As already presented in the section 1.3.2, VIPSim is implemented based on H.323 rec-
 ommendation. This means that both the Sender and the Reector are implemented
 based on this recommendation. Call establishments between them are performed
 accordingly to H.323 procedures.


The call establishment procedures are actually an exchange of messages between
 the two parts. Accordingly to H.323 these messages contain certain information,
 coded using ASN.1 syntax. H.323 messages are divided into two parts detailed in
 two other recommendations, H.225.0 and H.245. The description of H.225.0 and
 H.245 messages is presented in appendix A.1. The gure 2.2 shows the exchange of
 the H.225.0 and H.245 messages between two endpoints EP1 and EP2 in order to
 establish a call. It is considered that EP1 performs a call to EP2.


The messages that are exchanged are divided into two stages. First there is the
 H.225.0 messages stage followed by the H.245 messages stage. When needed, the two
 endpoints exchange messages (H.225.0/RAS messages) with the gatekeeper (GK)
 too, for registration and network access.


In order to end a call, terminals have to perform the following procedure.


- EP1 sends "Close Logical Channels" message to EP2 to stop multimedia commu-
 nication.


- EP1 sends "End Session" message to EP2 to stop the H.245 session.


- EP1 sends "Release Complete" message to EP2 to stop the H.225.0 session.


- EP1 sends DRQ to GK to stop the admission to the network.



(21)Figure 2.2: Exchange of H.225.0 and H.245 messages for a call establishment.


- GK replies with DCF to EP1.


- EP2 sends "Close Logical Channels" message to EP1 to stop multimedia commu-
 nication.


- EP2 sends "End Session" message to EP1 to stop the H.245 session.


- EP2 sends "Release Complete" message to EP1 to stop the H.225.0 session.


- EP2 sends DRQ to GK to stop the admission to the network.



(22)- GK replies with DCF to EP2.


If a call is ended either by closing sockets or by disconnections without any receive
 of the "Release Complete" message in advance, the call is considered as being ab-
 normally terminated (disconnected, aborted, e.t.c.).


Beside the possibility of communication with each other, both the Sender and the
 Reector are able to communicate with other H.323 compatible devices due to the
 fact that they have implemented the H.225.0 and H.245 procedures. These devices
 are not necessaryly other PCs running H.323 applications or IP phones. They can
 also be analogue telephones if certain format translation devices such as Gateways
 are used. A general voice network may look like in the gure 2.3.


Figure 2.3: A general H.323 network.


If a Sender establishes a voice connection with a dierent H.323 terminal than the
Reector, the only information that can be measured is the number of calls that
were established correctly or failed, the number of normal or abnormal call endings
and the time needed to establish the call. The information about packets' delay is
not available because any other H.323 terminal dierent from the Reector is not
able to send back to the Sender, the information contained in the received packet,
which is the information that is used by the sender to compute the delay.
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 a call to the Reector. In this case no measurements are performed, but the caller
 is able to receive back what it sends, so he will hear back his own voice.


One very important feature of VIPSim is that the Sender is able to communicate
 with several Reectors, meaning it can establish calls with several Reectors at the
 same time. It sends packets to each Reector and receives them back from each
 one of them. Each call is a separate call so this conguration may not be compared
 with a conference (multipoint call). On the other hand a Sender is able to establish
 multiple calls at the same time with only one Reector. If there are many Reectors,
 the Sender is able to establish multiple calls with each one of them. In the case of
 multiple calls either between one Sender and one Reector as well as between one
 Sender and dierent Reectors there are performed call establishment procedures
 for each call separately and there are opened two logical data channels per call (for
 both ways of communication). Each call uses its own bandwidth.



2.2 Statistics and Thresholds



2.2.1 Measurements


The measurements performed by VIPSim may be divided into two categories, one
 category that is related to call procedures and a second category that is related to
 voice quality. They shall be called "call procedure" measurements and respectively


"voice quality" measurements.


"Call procedure" measurements


When a company is implementing a VoIP system, they are transporting a vital ser-
 vice for their business across the network, maybe even the Internet. This means
 that when the service fails, their users, customers, and the management will imme-
 diately notice the event. Because of this, the company needs a tool that can predict
 bottleneck problems, so they can upgrade their VoIP installation, before the users
 are aected by potential bottlenecks. Bottlenecks problems are congestions in the
 ow of information. The gatekeeper is such a potential bottleneck due to the fact
 that it is involved in each call providing services to H.323 endpoints.


Measuring call setup time, calls established and calls failed as well as the response
time of the gatekeeper to the endpoints requests, gives an indication of what the user
experiences when dialling a number trying to establish a call. Simulating multiple
calls can be used to stress test the gatekeeper, giving important information about
the overall capacity of the VoIP network from a gatekeeper's perspective. Also when
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 Procedure" measurements performed by VIPSim are used to assure that the gate-
 keeper is working as expected. Measuring the gatekeeper service response time, for
 all requests, may be used to identify upcoming performance issues.


"Call procedure" measurements provide information about the following parame-
 ters:


Call Initiation Counters. The call establishment procedure starts with the "Setup"


message and ends when logical channels for data transmission have been suc-
 cessfully opened (see section 2.1). In this moment the call is considered estab-
 lished successfully. If one of the H.225.0 or H.245 message exchange fails the
 call establishment fails. The Sender keeps a counter that counts the number
 of calls established successfully and a counter that counts the number of calls
 that failed.


Call Termination counters. The termination procedure of a call is initiated by
 sending or receiving a "Release Complete" message. The termination of a
 call without the receiving of such a message in advanced is considered as
 an abnormally call termination. The Sender has a counter that counts the
 number of calls terminated correctly and a counter that counts the number of
 calls terminated abnormally.


Response Time of Gatekeeper. The gatekeeper replies with an answer to each
 request received from an endpoint. The Sender keeps the record of the time it
 took to receive the reply. This time is the response time of the gatekeeper.


Call Establishment Time. The Sender also measures the time needed to estab-
 lish a call, since the "Setup" message was sent, until the last channel was
 opened successfully, i.e. the last H.245 message (Open Channel Acknowledge)
 was received.


"Voice Quality" measurements


As mentioned in the section 1.3.1 in order to measure the sound quality, VIPSim
 measures the parameters that denes QoS, and these parameters give an indirect
 information about the sound quality.


The measured parameters related to sound quality are listed below. They are dened
 in section 1.1 on page 2.


Delay (Latency) - the time dierence between the receiving and sending of a packet.


Its a round trip delay (from the Sender to Reector and back).


Jitter - the variance of the interarrival time.


Interarrival time - the delay between received packets.


Packets Lost - packets sent that do not arrive back.
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The information contained within their payload is discarded.


An excessive delay will cause two problems: echo and talker overlap if they exceed
 certain values (see section 1.1). Measuring the delay during a certain period of time
 may give information of when these problems may appear, how often and how se-
 vere, and in this way the user is able to upgrade its VoIP system in order to prevent
 this and to provide better quality to his customers.


The client playing the voice sample needs to be able to play it at a xed rate.


An excessive jitter may cause interruptions of the played sound because it is not
 able to play it at that certain xed rate. In order to compensate for jitter, the client
 has to implement a receiving buer that accumulates several voice data packets be-
 fore releasing them to the player. Measuring jitter, gives an important information
 about how big receiving buers the client should have.


The interarrival time is not one of the parameters listed in section 1.1 where the QoS
 is dened but it is strongly related to the jitter (see the denition in the mentioned
 section). While the jitter is a number showing the spread of the delay of packets,
 the interarrival time shows the rate the packets arrive with. It is helpful in order to
 decide about the sending rate and packets size, or, in other words, about the coder
 to use at the source. On the other hand it may help to detect bottleneck problems
 and to localize them in time in order to correlate them with some other events.


Finally this might help to localize the source of the problem.


Measuring lost packets and packets out of order, is important. Each packet holds
 voice data for a period of time depending on the coder. Losing or discarding a voice
 data packet, means the client has to guess how the signal would look like. In the
 human ear words would be chopped, and if packet loss exceeds 5-10% it is dicult
 for the human brain to recognize the words of the conversation.


The gatekeeper has a big inuence over these results when the trac is routed
 through it, meaning that the gatekeeper routes the audio/video data exchanged be-
 tween two endpoints through itself. Transferring trac through the gatekeeper is
 probably the most important test, also when comparing the result with a direct call.


The delay introduced by the gatekeeper can be measured in this way and together
 with the results obtained from the "Call Procedure" measurements may establish
 the gatekeeper's performances.


Both "Call Procedures" and "Voice Quality" measurements are performed for cer-
 tain time intervals dened by the user. These time intervals are called sessions of
 measurements, and the gathered data within one session is saved into a data-base.


A session of measurements may range from a few minutes to a few days.
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2.2.2 Thresholds


One very interesting feature of VIPSim is that it may be converted from a measuring
 tool that only records measured values into a monitoring tool that gives warnings
 and performs actions when certain events occur. These events take place when the
 measured values touch certain xed values dened by the user. On one hand this is
 useful when the user needs to be informed about the current state of the performance
 of the system in order to be able to intervene manually to increase the performances
 if necessary. On the other hand this is useful when the user desires to make the
 application to perform certain actions upon the occurrence of these events, again in
 order to increase the performances of the system.


These xed values that the measured values are compared against are called thresh-
 old values. The user denes them for each measured parameter separately. The user
 also denes the type of action he wants VIPSim to perform. As described above
 these actions are divided into two categories:


• Warnings received by the user in form of visual/audio alarms or written notices
 like emails, SMS or log les.


• Operations performed automatically by VIPSim.


These two types of action are implemented in VIPSim simply by providing an appli-
 cation name that is executed by VIPSim when the events occur and the necessary
 arguments needed to be passed to it. This application will execute further the de-
 sired operation (warning or action).


There may be two threshold values: higher threshold and lower threshold. The
 lower threshold value is lower than the higher threshold value. The range of value
 between these two threshold values is called the normal value range that the param-
 eter may take. It is not necessary to have both threshold values dened, as it is not
 necessary to dene them for all the measured parameters. If one value is not dened
 than the other dened threshold value is the border between the normal value range
 and the abnormal value range. The current measured value is compared against
 the higher and/or lower threshold value to check if it is inside or outside its normal
 range. If it is outside this range a "threshold reached" or "threshold exceeded" event
 occurs that triggers the dened action to be performed.


If a threshold value is reached or exceeded an action is performed as described
above. When the measured value goes back to normal, meaning that is goes below
the higher threshold and above the lower threshold, the mechanism is armed and
is ready to trigger again the action. More complex rearming conditions may be de-
ned. For example a mechanism may rearm only if the current measured value goes
back to normal range after it was above the higher threshold (or below the lower
threshold) several times in a row.
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2.2.3 Presenting the Results


All the results obtained from the measurements performed by VIPSim may be pre-
 sented in tables. Below there are described tables resulted from both "Call Proce-
 dures" and "Voice Quality" measurements. These tables are created per session of
 measurements.


The rst table contains general information about each call that exists in a session
 of measurements. There will be such a table for each call. This general information
 is taken from the user input or determined by the application but it is not the result
 of the measurements. The information may be seen in the table 2.1.


Name MU Type Description Example


CRV - integer Call Reference Value. Identies the call. 32001
 Source IP IP IP Source of call - IP address 192.168.1.1
 Destination IP IP IP Destination of call - IP address 192.168.1.2
 Bandwidth Kbit / s integer Bandwidth used by this call 64


Packet size Bytes integer The size of the packets payload 160
 Packet rate ms ( fps ) integer Packet sending rate 40 ( 25 )


Table 2.1: General information about a call (Input data, not measured).


The Call Reference Value is an integer value between 1 and 65535. The packet size
 is the size of the packets payload, without the header (see section 2.3.1 for details
 about packets header). The packet rate is the rate of creation of packets with data
 that are sent on the network. The rate may be expressed either by giving the time
 interval between packets in milliseconds (ms) or by giving the number of frames
 (packets) that are created per second (fps).


ms= f ps1


The next two tables contain information related to "Call Procedure" measurements.


The table 2.2 contains information about a single call. In one session of measure-
 ments there will be such a table for each existing call. The table 2.3 contains overall
 information about all the calls that exist in a session of measurements.


Name MU Type Description Example


Call established true/false Boolean Call was established correctly or it failed. true
 Call ended OK true/false Boolean Calls ended correctly or abnormally. true
 Call establish time ms integer Time needed to establish the call. 125


Table 2.2: Call related measured data for a single call.
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Total calls - integer Total number of calls. 10


Calls established - integer Calls established correctly. 10
 Calls failed - integer Calls not established due to a failure. 0
 Calls ended OK - integer Calls ended correctly. 10
 Calls disconnected - integer Calls ended abnormally (disconnected). 0


Table 2.3: Call related measured data for all calls.


As mentioned in section 2.2.1 on page 14 during the "Voice Quality" measurements,
 parameters that are related to the packets of data that travel between two terminals
 are measured. These parameters are the packets delay, jitter, interarrival time,
 packets lost and out of order. During a session of measurements there are many
 packets that travel between the source and the destination, so the amount of data
 obtained by recording the specied information about each packet, creates huge data
 that needs to be stored. In order to save space this huge amount of data is reduced
 by using mathematical formulas to a smaller data structure called Statistic. The
 mathematical formulas used, reduce the amount of data and they preserve their
 meaning. The following kinds of computations are made:


• The delay of all packets are used to compute minimum value of the delay,
 mean (average) value of the delay and the maximum value of the delay.


• The interarrival time of all packets are used to compute minimum value of
 the interarrival time, mean (average) value of the interarrival time and the
 maximum value of the interarrival time.


• From the sending rate and the interarrival time one value is computed (see
 section 2.3.2) that is the jitter.


• The number of packets received are counted


• The number of lost packets are counted


• The number of packets that arrive out of order are counted


These computes values are the values form a Statistic. Not the whole data gathered
 in one session of measurements is reduced to one Statistic. The session of measure-
 ments is divided in time intervals and Statistics are computed for each such a time
 interval. The results may then be presented in a table where each column represents
 a parameter from the data structure and each row represents a certain Statistic cre-
 ated for a certain time interval. For example consider a session of measurement of
 24 h with one call and that the time interval is one hour. So the table will have 24
 rows and the time column will show a saving time every hour. This time interval
 is dened by the user before the start of measuring session. The structure of such
 a table may be seen in table 2.4 where the second row contains the description of
 each column instead of measured data.


Based on the data from the table 2.4 graphical representations may be created show-
ing how values of the delay, the interarrival time, packets lost or out of order changes
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minimum inter-
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. . . .


Table 2.4: Packets related measured data.


over the time. Then these graphics may be compared to observe dierences between
 sessions with one call and sessions with multiple calls to nd the limitation of the
 system, or to nd out the moments when bottleneck problems occur to make it
 easier to detect their sources.


If some measured parameters take values that are not in a normal or acceptable
 range, it is interesting to know how many packets generated these abnormal values,
 in order to see if it was an isolated problem or a continuous one. For example, if
 the maximum delay shows a value greater than the acceptable value of 150 ms it is
 interesting to know if there are many packets with this delay or just one that deter-
 mined such a maximum value. The answer to this question may be given by creating
 histograms. Histograms are graphical representation of data that is classied into
 groups characterized by a range of values. VIPSim has implemented an algorithm
 that creates a data structure that may be used to draw histograms of delay and
 interarrival time.


In order to create this, all the received packets are distributed into groups that
represent a certain time interval based on their delay or interarrival time. For ex-
ample group 1 may represent all time intervals with values between 0 - 49 ms, group
2 may be between 50 - 99 ms, and so on. There should be a nite number of groups,
so the last group is considered to represent all the time intervals greater than a cer-
tain value. There will be one histogram for delays and a dierent one for interarrival
time. For each received packet of data the delay is computed and the packet is then
placed into the group the delay belongs to. As example, if the delay is 2.4 ms the
packet belongs to group 1 (0 - 49 ms). During a session of measurements with each
packet received back, the number of packets in dierent groups increases, some of
them more than others.
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On the horizontal axes the groups representing the time intervals are shown, and on
 the vertical axes either the number of packets (in groups) or the percentage (number
 of packets in a group relative to the total number of packets). Such a histogram
 may look like in the gure 2.4.


Figure 2.4: Packets delay histogram.


These histograms are computed for the whole session of measurements and not only
 for one time interval like Statistics. The precision of the histograms, which is the
 range of values of each group, is dened by the user before the start of the session
 of measurements. The same goes for the limit of the histogram, which is the value
 that denes the last group. All the packets that have the delay greater than this
 value go into this last group. In the gure 2.4 this value is 100 ms.



2.3 Measurements mechanism



2.3.1 Packet description


A VoIP application uses network packets containing voice data in order to transmit
 audio signal between two terminals. In the same way VIPSim uses these packets
 in order to measure the quality of the voice. As mentioned in section 1.3.1 these
 packets do not contain the real voice data like a normal VoIP application but some
 dummy data. The general format of the packets is the same like in an ordinary VoIP
 application, in order to enable VIPSim to communicate with other H.323 terminals
 as mentioned in section 2.1.


Like in all multimedia transmissions that take place on Internet these packets have
to comply with certain protocols and formats. Each packet format imposed by pro-
tocols adds a header of information to the packet's data like a layer. Due to the



(31)IP header - 20 bytes
 UDP header - 8 bytes
 RTP header - 12 bytes
 RTP payload data


Figure 2.5: RTP packet format.


fact that these packets belong to a multimedia transmission, they have the format
 imposed by the Real-Time Protocol (RTP). These packets are sent on non-reliable
 connections over the Internet, so the packets have further UDP and than IP layers.


Therefore besides from the payload (the actually voice data) each network packet
 has some extra information regarding each of these layers (RTP, UDP, IP), attached
 to it as three headers.


The exact format of the header of UDP and IP is not interesting for the purpose
 of the description made in this chapter, but the header format of RTP protocol is
 important and it will be described later. An important thing to know is that the
 total size of these three headers together is 40 bytes, so actually the total size of a
 packet sent on the network is the size of the payload data plus these 40 bytes. The
 packet format looks like in the gure 2.5.


In order to compute the time needed for a packet to travel from source to the des-
 tination (packet delay), as well as the jitter and interarrival time, the destination
 needs the timestamp when the packet was sent and when the packet is received.


The timestamp of sending time needs to travel along with the packet, so it should
 be present in the packet content. Otherwise it is impossible to know the packet's
 sending time upon receiving it. On the other hand in order to nd out if a packet
 does not arrive (it is lost) or if a packet arrives in the wrong order they need to have
 a sequence number. Therefore this information needs to travel with the packet too.


So the packets must contain within their data a sequence number and the sending
 timestamp.


There may be seen that the sending timestamp and the sequence number are present
 in the RTP header. The RTP header looks like in the gure 2.6.


The sequence number of a packet is a 16 bits value (0 - 65535) and the timestamp
 is a 32 bits value.


Because in these measurements a very good precision is required, the system's func-
 tions that retrieve the time with the highest resolution is used as described in section
 4.1. The "Performance counter" gives the time value with the highest resolution.


This counter's value increases several millions of time per second, meaning that it
has a resolution less than 1 microsecond. The value of this counter is a 64 bits value,
and thus it does not t into the RTP header. In order to solve this a new header
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is created that contains the 64 bits timestamp value. Unlike the other headers this
 new header is not attached to the payload data not to change its size, but is created
 from the rst bytes of the payload data. The rest of the payload contains undened
 data, in order to ll in up to the necessary size of the packet. The format of the
 new packet, reered as VIPSim packet looks like in the gure 2.7.


IP header
 UDP header
 RTP header
 new header
 undened data


Figure 2.7: VIPSim packet format.


Before the packet content is delivered to the OS in order to be sent on the network,
 both the RTP header and the new header are lled with necessary information
 (sequence number, timestamps, e.t.c.). The timestamp is obtained by querying the
 performance counter value just before putting it into the packet content. Upon
 receiving the packet the performance counter value is queried again to obtain the
 received timestamp, and next the computation algorithm is performed on this data
 to obtain the results.



2.3.2 The Algorithm Used to Compute the Results


The results recorded by VIPSim are not always directly obtained from the mea-
 surements. Some computations are required on the measured values to obtain the
 desired parameters.


For the "Call Procedure" measurements there is no need for a special algorithm
to compute the parameters. Number of calls with certain characteristics are just
counted. The time interval in which a call is established is again easy to compute
by making the dierence between absolute time at the end of call establishment
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 expressed in milliseconds. The same goes for the response time of the gatekeeper.


For the "Voice Quality" measurements, due to the fact that the huge amount of
 data obtained is reduced to a few values, as mentioned in section 2.2.3, a special
 algorithm has to be developed. This algorithm also contains the creation of the data
 structure (updating the groups) used for the histograms.


The data gathered during a session of measurements is divided into groups, each
 group covering a certain time interval, and such a group of data is reduced to a
 single data structure that is a Statistic. So, a session of measurements contains
 as many Statistics as time intervals the user divided it into. A Statistic contains
 the measured data as mentioned in section 2.2.3 plus the time when the Statistic is
 saved and the CRV (call reference value) identifying the call as may be seen in the
 next list:


• saving time


• CRV


• packets delay (Latency)


• packets interarrival time


• jitter


• number of packets received


• number of packets lost


• number of packets out of order


In order to compute this, a Statistic needs to keep some other auxiliary variables,
 like total delays or total interarrival time, rst and last received packet number, that
 will be described later. Therefore the Statistic data structure is dened as below:


typedef struct {


int number_packets;


double total_delay, total_jitter;


double maximum_delay, minimum_delay, mean_delay;


double maximum_interarrival, minimum_interarrival, mean_interarrival;


double jitter;


int out_order_packets;


int lost_packets;


int last_received_packet_sequence_nr;


int rst_received_packet_sequence_nr;


hyper previous_Packet_Receive_Time; //hyper = 64 bits
 hyper previous_Packet_Sending_Time;


int CRV;


} statistic_t, *pstatistic_t;
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 interarrival time of all received packets, and it is used to compute the mean values.


The rst and last received packet sequence number keep the sequence number of
 the rst and the last packet that was involved in computation of the respective
 Statistic. They are used in obtaining the lost and out of order packets. The pre-
 vious_Packet_Receive_Time and previous_Packet_Sending_Time variables keep
 the sending and receiving time of the previous packet, used in computation of current
 interarrival time and current intersending time that are used further in computation
 of the jitter.


With each packet that is received the Statistics parameters are updated as follows:


• Upon receiving a packet the dierence between the received timestamp and
 the sent timestamp is computed and the result is kept in a variable called
 current_delay.


• The dierence between the received timestamp of the latest packet and the
 received timestamp of the previous packet is also computed and kept in a
 variable called current_interarrival.


• The dierence between the sent timestamp of the latest packet and the sent
 timestamp of the previous packet is also computed and kept in a variable called
 current_intersending.


• The total_delay and total_interarrival variables keep, as dened, the total
 delay and respectively the total interarrival time until the current moment.


• The variable number_packets keeps the total number of packets received until
 the current moment.


Then for each received packet the Statistics parameters are updated using the fol-
 lowing algorithm:


number_packets = number_packets + 1
 total_delay = total_delay + current_delay


total_interarrival = total_interarrival + current_interarrival
 mean_delay = total_delay


number_packets


mean_interarrival = total_interarrivalnumber_packets


minimum_delay = Minimum(minimum_delay, current_delay)
maximum_delay = Maximum(maximum_delay, current_delay)
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 maximum_interarrival = Maximum(maximum_interarrival, current_interarrival)
 D = current_interarrival - current_intersending


jitter=jitter+|D|−jitter
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The jitter is calculated accordingly to the formula dened in recommendation H.225.0
 [2], see appendix A.5. This formula is an estimation of the statistical variance of the
 packets interarrival time. The Minimum and Maximum are standard mathematical
 functions that compute the minimum and maximum value between two input values.


As mentioned in the beginning of this section the session of measurements is divided
 into time intervals for which a Statistic is computed. This means that a Statistic is
 updated with a certain number of packets that are received within that time interval.


So, there may be considered that a Statistic contains information about packets that
 have the sequence number within a certain range. This information is saved in the
 Statistic data structure in two variables called rst_received_packet_sequence_nr
 and respectively last_received_packet_sequence_nr. When one time interval elapses
 the Statistic should be closed and saved and a new one should be started. This may
 introduce some errors in the results because of the following scenario:


After a Statistic is closed a very late packet may arrive that normally would be-
 long to the closed Statistic instead to the newly created one due to the fact that its
 sequence number is less then the last_received_packet_sequence_nr of the closed
 Statistic and so, it should contribute to the number of packets out of order from the
 closed Statistic not from the newly created one.


In order to solve this the following solution is used:


When a time interval elapses the current Statistic is not closed but just put into a
 waiting state, in which it waits for late packets. The newly created Statistic will
 then be updated only with received packets that have the sequence number greater
 than last_received_packet_sequence_nr of the previous Statistic that is waiting.


Only when the newly Statistic is about to end due to the elapsing of the last time
 interval, the one that was waiting is closed and is put into a third state, that is


"ready to save". A statistic in the third state waits to be saved by the application
 into the database. In this moment the current Statistic goes into the waiting state
 and a new one is created. So there are dened three states of Statistics:


- active Statistic (or current Statistic)
- waiting Statistic (or previous Statistic)
- ready to save Statistic
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 the formulas described in this section is described below. The action ow of this
 algorithm may be seen in the appendix A.3.


• When a packet arrives the current_delay is computed as the dierence be-
 tween received and sent timestamp as well as the current_interarrival as the
 dierence between this packet received time and the previous packet received
 time. Also the current_intersending parameter is computed as the dier-
 ence between sending time of the last packet and the sending time of the
 previous packet. The total number of received packets is increased by 1 (num-
 ber_packets = number_packets + 1).


• There is checked if the packet belongs to the current Statistic or to the previous
 one, by comparing its sequence number with the sequence number of the last
 packet from the previous Statistic.


• If it belongs to the previous Statistic there is checked if it is not too old, by
 comparing its sequence number with the sequence number of the rst packet
 from the previous Statistic. If it is, then the packet is discard, being consid-
 ered lost (lost_packets increases by 1), otherwise it is considered out of order
 (out_order_packets increases by 1).


• If it belongs to the current Statistic there is checked if it is in the right order
 using its sequence number. If it is not in the right order, it is considered out
 of order in the current Statistic (out_order_packets increases by 1).


• If it is in the right order the following steps are performed:


- Check for lost packets. If the newly received packet does not have the
 sequence number equal to the previous received packet sequence number
 plus 1 then all packets having the sequence numbers between these two
 values are considered lost until they arrive (becoming out of order).


- The minimum, mean and maximum delay are computed using the formu-
 las described above. The delay histogram is updated by increasing the
 number of packets in the right group based on the packet delay.


- The minimum, mean and maximum interarrival time are computed using
 the formulas described above. The interarrival time histogram is updated
 by increasing the number of packets in the right group based on the packet
 interarrival time.


- The jitter is computed using the formula described above.
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Chapter 3



VIPSim Design


This section shows the internal design of VIPSim describing the classes, the threads
 and their functions. In this section the reader may also nd how the voice packets
 transmission mechanism works. This section is intended for someone who whant to
 understand VIPSim's implementation better and maybe to continue its developing.



3.1 Classes and Objects


As it is presented in section 2.1 VIPSim consists of two components, a Sender and a
 Reector. Both the Sender and the Reector are the same application, which is VIP-
 Sim. VIPSim may run in one of these two modes, either as a Sender or as a Reector.


The implementation of VIPSim is based on an Object-Oriented design. Its whole
 functionality may be seen as a sum of smaller tasks. The application is in this way
 divided into modules that perform each of these tasks. A module is one or a group of
 several objects, each one described by a class. These classes dene the functionality
 of the modules and its characteristics. The main modules that the application may
 be divided into may be seen in the next list:


- endpoint behaviour and characteristics. See table 3.1.


- communication with the gatekeeper (including support for RAS messages).


See table 3.2.


- support for H.225.0 - call control messages. See table 3.3.


- support for H.245 - control messages. See table 3.4.


- RTP transmission and statistic computation. See table 3.5.


- packets sending module. See table 3.6.


- statistic saving module (to database). See table 3.7.


The class diagram may be seen in the appendix A.4. This diagram is not a complete
class diagram. It does not show all the methods and member variables of the classes.



(38)The classes that describe threads objects are shown by displaying their function
 rather than the class name with its methods and variables. For a detailed description
 of all the threads see section 3.2.


Class name Description Uses thread


H323BaseEndpoint Base class that denes the common methods and
 characteristics of a general endpoint like end-
 point type, endpoint capabilities, endpoint alias
 addresses (phone number, user name, email).


-


H323LocalEndpoint Class derived from H323BaseEndpoint dening
 characteristics and methods for a local endpoint. -
 H323RemoteEndpoint Class derived from H323BaseEndpoint dening


characteristics and methods to handle a remote
 endpoint.


End Call
 Incoming Call
 EndpointType Denes the endpoint type (country code, manu-


facturer code). -


MyCapabilitySet Denes the audio/video or data transmission ca-


pabilities of the endpoint. -


Q932Display Denes the display name, information that goes


into Q931 packets. -


Q931BearerCap Dening the request for a bearer that needs to
 be provided by the network [2]. -
 LogicalChannel Denes the communications channels for both


directions. It keeps information about the type
 of data that is going to be transmitted on these
 channels as well as the channels addresses (IP
 and port numbers).


-


End Call thread Thread used in performing the call termination


procedure. -


Incoming Call thread Thread used in performing the call establish-
 ment procedure for a called endpoint. -
 Table 3.1: H.323 Endpoint module classes description.


In a call there is always a source and a destination. Both of them are represented
 by an instance of VIPSim running on two dierent machines involved in the call.


On the machine that is the source of the call, VIPSim runs in the Sender mode,
and on the machine that is the destination of the call, VIPSim runs in the Reector
mode. Both instances of VIPSim keep information about the source endpoint and
about the destination endpoint. This information is kept in H323LocalEndpoint and
H323RemoteEndpoint objects. Depending on the mode VIPSim runs in, these ob-
jects represent the source or the destination of the call. For example if the instance
runs as a Sender then, the local endpoint is the source of the call and the remote
endpoint is the destination of the call, and vice-versa.



(39)One instance of VIPSim always contains one instance of the object H323LocalEndpoint


representing the local endpoint but it may contain more than one object H323RemoteEndpoint
 depending on how many remote endpoints it is in a call with.


The H323LocalEndpoint also denes the interface with the user, providing him with
 functions for accessing the gatekeeper and managing the calls.


Class name Description Uses thread


Gatekeeper Provides functions for performing requests to the
 gatekeeper like: discovery, registration, admis-
 sion on the network, location translation, band-
 width change, unregistration and disengage.


-


RASControl Provides encoding and decoding as well as man-


aging of content of RAS messages. Receive RAS
 Receive RAS thread This thread receives RAS messages from the


gatekeeper. -


Table 3.2: Gatekeeper communication module classes description.


Class name Description Uses thread


H225CallControl Provides encoding and decoding as well as man-


aging of content of Q931/H.225.0 messages. Receive H2250
 H225Listener Listens on a server socket for H.225.0 connec-


tions from clients that are calling endpoints. Listener H2250
 Receive H2250 thread Receives the Q.931/H.225.0 messages. -


Listener H2250 thread Listens and accepts client connections. -
 Table 3.3: H.225.0 support module classes description.


Class name Description Uses thread


H245Control Provides encoding and decoding as well as man-
 aging of content of H.245 messages. It also pro-
 vides listener functionality on a server socket for
 H.245 connections.


Receive H245
 Listener H245


MSDSE Denes handling methods for Master Slave De-
 termination procedure (See appendix A.2). -
 Receive H245 thread Receives the H.245 messages. -
 Listener H245 thread Listens and accepts client connections. -


Table 3.4: H.245 support module classes description.


The InfoPacket object was introduced in order to pass information regarding the
packets (sequence number, sending, receiving time) between receiving and comput-
ing functions.



(40)Class name Description Uses thread
 RTPUDPSession Denes a RTP session, which is a single call with


2 channels. Handles opening of RTP channels
 and manages the content,transmission and re-
 ception of data packets (RTP payload).


Receive RTP
 Receive RTCP


InfoPacket Denes the content of data packets (timestamps,


sequence number). -


Statistics Denes Statistic and histograms data structures
 and handles the computation of measured pa-
 rameters and of the Statistic.


Compute Statistic
 Place Data
 StatisticPointer Denes a pointer to a Statistics object.


Receive RTP thread Receives RTP packets and place their informa-
 tion in a queue for computations. -


Receive RTCP thread Receives RTCP packets. -


Place Data thread This thread place the "ready to save" Statistic


in the saving queue. -


Table 3.5: RTP transmissions and Statistic computation module classes description.


Class name Description Uses thread


SendManager Manges the sending of RTP packets at a certain


xed rate. Sending


Sending thread Sends the packets on the network. -
 Table 3.6: Packets Sending module classes description.


The "Sending" thread contains a loop that continuously reads the time in order to
 determine the moment it has to send the packets on the network (see section 3.3 for
 details). It sends packets from each RTP session, which means for each established
 call, at a certain xed rate dened by the user.


Class name Description Uses thread


DBHandler Manages the database connection and saving of
 the "ready to save" Statistics placed in the sav-
 ing queue.


Saving


Saving thread Saves actually the data into data-base. -
 PCBuer Denes a Producer/Consumer buer (queue) for


the "ready to save" Statistics. -
 Table 3.7: Data-base Saving module classes description.


When a Statistics object has a Statistic that is "ready to save" it puts itself in a
queue through the "Place Data" thread. The DBHandler object reads the Statistics
objects from this queue and saves the Statistic data structures contained within
them into the data-base through the "Saving" thread. This queue is dened by the
PCBuer object. Statistics written italic refers to the object and Statistic refers to
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