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Abstract


The purpose of this thesis has been to analyze the security in VoIP systems as more compa-
 nies migrate to converged networks consisting of both voice and data.


The security risks and Quality-of-Service issues related to VoIP systems that arise when im-
 plementing VoIP have been analyzed in depth. This includes detailed descriptions of attack
 methods and possible mitigation actions to reduce the risks of the attacks. The mitigation
 actions provide the motivation and goal of the project - to provide security best practices and
 general recommendations for securing a VoIP system. Additionally, existing VoIP solutions,
 offered by vendors today, are examined from a security and functional point of view. The
 thesis also gives an introduction of a new concept by Voiceline for VoIP systems intended
 for use in closed networks. To give the thesis a more practical perspective, Elsam A/S, a
 company considering migrating to a VoIP system, have listed their requirements for such a
 system. The thesis ends by evaluating whether these requirements can be met by implement-
 ing a VoIP system.


Keywords: VoIP, security, risks, QoS, MPLS, SIP, H.323
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Preface


VoIP is a becoming a very popular technology. Already millions of people have downloaded
 and daily use the Internet telephony program Skype. Many papers have also been writ-
 ten and published about the advantages as well as disadvantages of using the Internet for
 telephony. The papers discuss every aspect of the world of telecommunications including
 protocols, transport, media and security. However, finding an analytical presentation of the
 topic with a focus on security as well as including a customer case with specific customer
 requirements is a difficult challenge. This perspective is exactly where this thesis has its
 starting point.


This Master Thesis Project has been accomplished in order to obtain the Master of Sci-
 ence degree in Informatics. The project has taken place at the department of Informatics
 and Mathematical Modelling – Computer Science and Engineering at the Technical Uni-
 versity of Denmark with the supervision of Reader Dr. Robin Sharp. The project has been
 made during the period March 14th to August 29th2005, and corresponds to 30 ECTS-points.


The project involves a range of interdisciplinary courses which were followed during the Mas-
 ter studies especially Data Security, Network Security, Broadband Networks and Cryptology.


The project is based on a real VoIP security case with Elsam A/S as the cooperating in-
 volved party.


This is an edited version of the thesis, released for
 public use. The version presented here retains the
 page numbering from the original, but Chapters 10
 and 11, and Appendices D, E and F, all of which con-
 tained confidential information, have been removed.
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Reading Instructions


This thesis encompasses the results of research completed on VoIP security issues. It provides
 useful information for students with a special interest in VoIP and security as well as network
 managers, IT administrators, telephony managers and security managers, all with some basic
 knowledge of IP networks and who might be considering a VoIP solution for their company.


This thesis will help illuminate some of the security struggles, threats and difficulties in a
 VoIP system that can be very cumbersome to overcome. Other readers with interest in VoIP,
 security, QoS, MPLS, SIP, H.323 and IP networks in general may benefit from reading this
 thesis too.


The thesis is divided in chapters with associated sections. Overall the thesis contains two
 main parts: The first part, that includes chapters 2-9, takes a general approach to VoIP
 systems with a focus on security. The second part, that includes chapters 10-13, relates to an
 actual case concerning Elsam A/S along with concluding remarks.


Chapter 1 gives an introduction to the project including the formal project description,
 scope of the project and a description of the project approach and work process.


Chapter 2describes VoIP related Quality-of-Service issues. The chapter explains why the
 voice transportation is dependent of certain QoS parameters.


Chapter 3examines the difference between the two technologies used for transporting voice,
 namely circuit switching and packet switching. The chapter explains why the tendency for
 voice transportation is going towards packet switching and particularly over IP networks.


Chapter 4specifies the fundamental components that are used in a VoIP system. The chap-
 ter is meant to give a basic understanding of the VoIP specific components.


Chapter 5 gives explanations of the security aspects and requirements, the so-called CIA-
 requirements in relation to VoIP.


Chapter 6 provides a technical description of the processes that take place for voice trans-
 mission. The signaling protocols are described as well as encoding/decoding and voice trans-
 mission mechanisms.


Chapter 7describes some of the security risks and problems that VoIP systems are exposed
 to. Moreover, it is described how these vulnerabilities are exploited in actual attacks. The
 chapter is also meant as motivation for taking the security problems in connection with VoIP
 systems seriously.


Chapter 8presents widely used technologies that can be used to guarantee QoS and security
 in VoIP systems. These technologies will later be used to prepare a security best practices
 and recommendation chapter that complies with Elsam’s requirements.


Chapter 9 examines existing VoIP solutions that vendors offer for companies wanting to
 implement a VoIP system. An analysis is made for each VoIP solution to see the security and
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(10)functionality extent of the respective solutions.


Chapter 10 specifies the requirements provided by Elsam A/S for a VoIP solution. These
 include technical, functional, security, economical and user requirements.


Chapter 11provides best practices when implementing VoIP and possible mitigation actions
 for reducing VoIP risks. Additionally, Elsam’s requirements are evaluated.


Chapter 12describes the project prospects and further development on how to continue the
 project both for Elsam A/S and Voiceline.


Chapter 13points out the main results made in the thesis and provides concluding remarks.


In the thesis, superscript numbers (x) indicate references shown at the bottom of the current
 page whereas text in squared brackets [xxxyy] are references to the bibliography.


Many technical terms and abbreviations are used throughout the report. Descriptions of tech-
nical terms can be found in the Glossary, provided as Appendix. Furthermore the Appendix
includes material from Elsam A/S including their requirement specification and IT security
policy. Voiceline’s concept description is also included. Notice that the material from Elsam
A/S and Voiceline is in its original form (Danish language).
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Diagram Legend


All figures in this thesis are made in Microsoft Office Visio Professional 2003, if not mentioned
 otherwise. A few figures are either inspired from or found on the Internet and are provided
 with the necessary references.


Figure 1 shows the diagram legend for the Visio figures that are included in this thesis.


Figure 1: Diagram Legend.
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Chapter 1



Introduction


Voice over Internet Protocol (VoIP) or simply IP telephony is the new hot technology for
 transmitting speech across data networks like Local Area Networks (LANs). Over the years
 closed networks, such as LANs, have experienced an almost constant increase of clients and
 network traffic which sets higher requirements of the existing network infrastructure. New
 applications and services such as VoIP have emerged. The main three reasons for why VoIP
 has gained popularity can be listed as following:


• Telecommunications is a business with high revenues and a large customer segment.


• There are fiscal savings related to VoIP such as savings for long distance calls.


• The data network with its flexibility, constant development and openness will generate
 many new services.


According to IDC1, 10-15 percent of the Danish companies have already replaced the old
 telephone system with a VoIP system [ALL05]. Examples of such companies include Novo
 Nordisk A/S [NNI05] and Danmarks Radio [NET04] who are implementing a VoIP solution
 hoping the solution will give fiscal savings, more flexibility and easier IT management. Many
 more companies are considering the same initiative but find themselves in the dilemma of
 either keeping their existing and well-functional traditional telephone system or implementing
 a new VoIP solution. This dilemma is in most of the cases well-founded. Although VoIP might
 be a cheaper and a somewhat clearer alternative to the traditional Public Switched Telephone
 Network (PSTN) it leads to a plethora of security issues and complications. Since VoIP travels
 in packets just like other data it has the same threats and attacks that plague data networks.


Security incidents and report of incidents occur more often than ever before and the number
 is still increasing.2 Therefore security is an essential topic for VoIP systems. To complicate
 matters even more VoIP is a real-time application so other aspects such as Quality-of-Service
 (QoS) must also be considered.


Today many organizations in the telecommunications industry are taking the initiative not
 only to look at the security threats inherent in VoIP but also discuss, exchange experiences


1IDC is a subsidiary of the International Data Group (IDG). For more information seewww.idc.com


2Statement from Preben Andersen (UNI-C), see Appendix G.
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(26)and come up with new ideas and proposals to prevent exploitation of the security holes in
 VoIP systems. Examples of these organizations are:


• VoIP Security Alliance (VOIPSA)3


• Voice over Packet (VoP) Security Forum4


• Defence Information Systems Agency5


• Internet Engineering Task Force (IETF)6


The authors of this thesis share the same goal as the above mentioned organizations; to
 enhance the security of VoIP systems.



1.1 Project Description


A new survey [BID05] shows that many companies have a concern about security in VoIP sys-
 tems where eavesdropping on conversations, interference with audio streams, disconnecting,
 re-routing or even answering other people’s phone calls are the horror scenarios. The security
 concerns regarding VoIP can be so overwhelming that some enterprise companies discard a
 VoIP solution despite the possible cost benefits. On the other hand, other companies rush to
 a hasty VoIP implementation without having completed the necessary security precautions.


In this context it is important to emphasize the fact that it isn’t necessary to take a strict
 decision of either having a VoIP solution or a traditional telephony solution. Instead, the
 decision should be based on choosing the best of the two worlds.


The main purpose of this thesis is to analyze the security of VoIP systems in closed
 networks. A closed network is meant as the company’s corporate network. Scenarios are
 derived from Elsam A/S, one of the leading power companies in the Danish power industry,
 who have a need for secure data and voice transmission.


The formal project description is given as follows:


“A commercial VoIP system based on MPLS technology and intended for use in
 closed networks is to be analyzed from the point of view of security. The security
 requirements are primarily to be derived from scenarios of use within a large com-
 pany with a need for secure data and voice transmission. If possible, the analysis
 should illuminate not only the extent to which the large company’s specific require-
 ments can be met, but also discuss general aspects of security in VoIP systems of
 this type.”


3VOIPSA’s mission is to promote the current state of VoIP security research, VoIP security education and
 awareness, and free VoIP testing methodologies and tools. VOIPSA is an interesting initiative involving highly
 recognized research organizations such as the National Institute of Standards and Technology (NIST) and The
 SysAdmin, Audit, Network, Security Institute (SANS). More information can be found atwww.voipsa.com.


4The VoP Security Forum was formed in 2004 and aims to develop capabilities (e.g. tools, publications, lab
 facilities) and provide an information exchange forum to address issues related to network convergence (e.g.


SS7, VoIP, Voice over Wireless LAN) and security. Further information provided atwww.vopsecurity.org.


5Seewww.disa.milfor more information.


6More information can be found atwww.ietf.org.



(27)1.2. SCOPE OF THE PROJECT 3
 Elsam A/S had MPLS implemented in their IP-Backbone network in May 2001 to expand
 the data communication including voice transmission. MPLS introduces traffic engineering
 which can make use of the bandwidth more efficiently and thereby increase the value of the
 network. The introduction of traffic engineering also means that different levels of QoS can
 be offered.


It is meaningful to analyze a VoIP system seen from a security perspective with real case
 scenarios. Will a VoIP system comply with Elsam’s requirements concerning functionality,
 infrastructure and most interestingly security? What are the general vulnerabilities today of
 a VoIP system? Which security countermeasures can be taken to avoid these vulnerabilities?


These are only a few of the questions that we will try to give answers to in the thesis.



1.2 Scope of the Project


This thesis is a theoretical study. No testing, actual design or implementation has been
 carried out. In recognition of VoIP security being a broad topic with many different aspects,
 the starting point has been to limit the scope of the topic to give a useful report that at the
 same time is comprehensive and keeps its focus. The focus has been kept on VoIP security
 for closed networks since open networks introduce many more complexed aspects. Security in
 the traditional telephone network (PSTN) has only been covered shortly. Even though VoIP
 systems include voice over wireless, this too, has only been treated to some limited extent.


Wireless security for voice media brings many new vulnerabilities to cope with, that fall out
 of the scope in this project.


When looking at existing VoIP solutions from vendors we have limited ourselves to analyze
 solutions only from Cisco Systems, Avaya, Nortel Networks and Alcatel. In this way we have
 reached a number of the leading VoIP providers who offer solutions with varying levels of
 security.


Lastly, by malicious attacks, we mean attemps launched by a person or people with a
 motivation for disrupting the voice services. Since VoIP is an application running over the
 data network, we note, that it may be a victim of any successful attack against a company’s
 data network infrastructure.



1.3 Project Approach


The first phase of the project included studying literature of the VoIP topic obtained from
 different databases containing technical articles and documentations. The Technical Knowl-
 edge Center of Denmark was a frequently used data source. Additionally different security
 forums and news articles contributed in gaining more knowledge as new topics within VoIP
 were covered. The literature study was combined with empiric research such as attending
 The Annual Axcess Conference at Hotel Scandic in Lyngby and having meetings with subject
 matter experts in the VoIP community. The complete project plan can be found in Appendix
 H.


The different parties involved in the project includes, besides the department of Informatics
and Mathematical Modelling at the Technical University of Denmark, Voiceline which is



(28)an entrepreneur company with focus on innovation within VoIP security, NetConcept and
 Flextronics who are vendors of Avaya and Alcatel equipment respectively, Nortel Networks
 and finally DK-CERT who have contributed with information regarding attacks on data
 networks. Contact information of the representatives can be found in Appendix G. Some of
 the information provided by the vendors may not be reliable due to their commercial interests.


In some cases it was time consuming reaching the right people who had the sufficient technical
 knowledge.


Voiceline played a particular role throughout the project. Voiceline procured contact with
 Elsam A/S, as well as contributing vendor contacts. It was because of Voiceline this thesis was
 initialized, first with the intention of designing a secure VoIP solution after physical line-up
 testing. However, this was not possible due to the time limit given for this project. Instead
 only a theoretical study was performed.


Elsam’s requirement specification was conducted after a meeting with the IT Manager
 among others held at Elsam’s head office in Fredericia. The communication with Elsam has
 been positive and rewarding in many aspects.


Figure 1.1 gives a visualization of the approach method.
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Figure 1.1: Approach.
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VoIP Quality of Service Issues


Quality–of–Service (QoS) is an important aspect when implementing VoIP systems. Having
 high security, such as encryption and filtering, can have a negative influence of the QoS. This
 chapter describes the necessity of QoS and illuminates different QoS issues associated with
 VoIP. QoS can be defined as a measure of performance for a transmission system, involving
 specification of packet delay, jitter, packet loss and availability. It also includes the practice
 of allocating and prioritizing specific necessary network resources in the form of guaranteed
 bandwidth.



2.1 VoIP Quality


A VoIP system should provide at least the same quality of the call setup and voice as in
 the traditional PSTN network. When measuring the quality of voice the Mean Opinion
 Score (MOS) is applied. MOS is a measurement of the subjective quality of human speech,
 represented as a rating index ranging from 5.0 as the highest quality and uncompressed speech
 to 1.0 indicating the lowest rating.1 MOS is derived by taking the average of numerical scores
 given by juries to rate quality and using it as a quantitative indicator of system performance.


Of course, the perception varies from individual to individual, but usually a large sample of
 individuals carry out the experiment to obtain a reasonable cross-section of results [STE96].


Table 2.1 gives an overview of the MOS ratings where a MOS value of 4.0 is considered “toll-
 quality”, meaning good quality. The key factor for voice quality in an IP-based network
 is the broadcasting quality of the underlying IP-infrastructure in relation to certain clearly
 defined criteria. This is especially significant, when telephony is integrated into the data
 network, that is, when voice and data traffic with their different demands and characteristics
 are to be transported over the same IP-network. Furthermore, implementation of security
 measures can degrade QoS, minimizing the level of performance. This can lead to blocking
 of call setups by firewalls to encryption-produced latency implying that measures to improve
 security in traditional data networks are not applicable to VoIP in their current form.


The demands upon voice and data traffic transmission are fundamentally different. While
 the bandwidth of voice traffic is rather constant, the packets must be transported with the


1For more information seewww.voip-info.org.
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(32)Table 2.1: MOS ratings ranging from score 1.0 - 5.0
 Rating Definition Description


5.0 Excellent A perfect speech signal.


4.0 Good Intelligent and natural, like tele-
 phone quality (PSTN).


3.0 Fair Communication quality, but re-
 quires some hearing effort.


2.0 Poor Low quality and hard to understand
 the speech.


1.0 bad Unclear speech, breakdown.


least delay possible and with extreme regularity. In contrast data applications like e-mail are
 carried by unsteady bandwidth demands and are unaffected by normal network delays. To
 ensure that this unsteadiness has no negative influence on the voice quality, some fundamental
 rules are wise to follow, when designing such a network. The quality of transporting real-
 time applications in IP networks is basically defined by packet delay (latency), jitter (delay
 variations) and packet loss. Therefore, the efforts when designing IP-networks should be
 concentrated on the improving these three parameters.



2.2 Packet Delay


Packet delay or latency is the overall time for a voice transmission to go from its source to
 its destination. The greater the latency the more time it will take for the voice transmission
 to reach its destination. Therefore it would be ideal to have latency as low as possible
 but every junction in the network, that being a router, a switch or a security checkpoint is
 a bottleneck and gives rise to more delay. Today, the PSTN network has a one-way upper
 latency boundary of 150 milli seconds (ms) which was deemed tolerable for domestic calls and
 400 ms for international calls [KWF05]. VoIP calls must achieve at least the same boundary
 leaving very little margin for error in packet delivery. Also VoIP tends to work best with
 small packets on a logical network keeping latency at a minimum and avoiding bandwidth
 congestion.



2.3 Jitter


Jitter is variation or a non-uniform packet delay and can cause disorder in processing and
arrival of packets. Jitter also causes packets to arrive in clumps analogous to road traffic
arriving at a red stop light. When the traffic light turns green (bandwidth opens up) the
traffic races through in clumps. One way of avoiding jitter is by traffic engineering. It is
the process of dynamically controlling traffic flows, optimizing the availability of resources by
moving traffic flows towards less congested paths by choosing routes taking traffic loads and
the network state into account.
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2.4 Packet Loss


VoIP is not tolerant to packet loss. Lost packets in a VoIP network will appear as noise or
 gap in the conversation and may require the speaker to repeat the last word or sentence,
 which is clearly undesirable. Further investigation on packet loss shows that losses of more
 than 3 percent of the voice packets will give an intolerable quality resulting in dissatisfied
 users [CHU00]. Since VoIP packets are very small in size a few lost packets will not affect the
 voice quality noticeably. However, if one packet is lost, the probability that another packet
 will be lost too is high since packets are usually not lost singly but in parts. When comparing
 VoIP to e-mail services it is noticeable that it can have great affect if a single bit is lost in
 the e-mail resulting in a word or number changing meaning considerably. If a few packets are
 lost in the voice conversation the human brain percepts the missing packets (words).



2.5 Summary


This chapter has focused on QoS issues in VoIP systems. QoS has been clearly defined and the
 three QoS parameters, packet delay, jitter and packet loss, have been discussed too. Note that
 not all possible QoS issues have been discussed in the chapter but only the most important
 parameters that are influenced by security measures. Increasing security in VoIP systems
 does have a negative affect on QoS. The aim, when implementing a VoIP system, should be
 to take the best of the two worlds, which is illustrated in Figure 2.1.


Figure 2.1: Security versus QoS.
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Voice Using Packet Switching


This chapter states the differences between circuit switching and packet switching with the
 latter having advantages to transmit voice. Additionally, it gives an overview of the supporting
 protocols for transmitting voice, and discusses various packet switching technologies that can
 be used to transmit real-time voice.



3.1 Circuit Switching versus Packet Switching


Circuit switching and packet switching are two fundamental approaches for implementing
 a network. In a circuit-switched network a dedicated connection is created to provide the
 communication between the end systems, and the data is sent in one continuous stream. A
 circuit link is implemented with either frequency-division multiplexing (FDM) or time-division
 multiplexing (TDM). In contrast, the packet-switched network only occupies resources in the
 form of buffers and bandwidth when needed; data is divided into packets that are transmitted
 individually and can follow different routes to reach their destination. Once all the packets
 carrying the data arrive at the destination, they are reassembled to the original data.


Circuit-switched networks are ideal when data must be transmitted quickly and arrive in
 the same order in which they where sent, which is the case for most real-time data, such as
 voice and video. Traditional telephone networks are based on circuit-switching, where con-
 nections have to be established before data can be transmitted; in modern telephone networks
 the circuit is implemented by TDM, earlier FDM was used. Packet-switched networks on the
 other hand are efficient for data that is not sensitive for short delays in transmission, such as
 e-mail messages and web pages [KUR01].



3.2 Advantages with Voice over Packet-Switched Networks


This section illuminates why more and more companies choose packet-switched networks to
 carry voice traffic instead of the traditional circuit-switched TDM network. This is because of
 the fiscal savings that lies from exploiting the existing data network and the increase of voice
 volume that can be transmitted over available bandwidth. These benefits are not available
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(36)with circuit-switched TDM networks. Beside the economical benefits, the driving force for
 the companies to implement a VoIP solution is to have a converged network with IP and voice
 services [DUR03].


Other benefits include voice compression, silence suppression and statistical gains. The
 voice conversations in packet-switched networks can be compressed to create additional band-
 width as needed. While removing any silence in the conversation, the packet-switched net-
 works can currently compress up to 1/12 [DUR03] of the required bandwidth used in TDM
 networks. Since high compression can degrade the quality of the call, considerations of the
 level of compression have to be made to achieve the desired level of QoS.


Furthermore, packet-switched networks only transmit packets when necessary, also called
 statistical gains. This is achieved by using a technique called Voice Activity Detection (VAD)
 which minimizes the use of bandwidth during the silence in a voice conversation. A packet-
 switched network can for this reason handle a higher number of calls than the circuit-switched
 TDM network by using the same transmission infrastructure; TDM networks dedicate a
 specific amount of bandwidth for each conversation during the entire call, including any
 silence. However, the downside by using VAD is that it contributes to jitter which effects the
 QoS.



3.3 Underlying Protocols for Voice Services


As with many communication services, the protocols involved in transmitting voice over
 packet-switched networks use a layered hierarchy which can be compared to the International
 Standard Organization’s (ISO’s) Open System Interconnect (OSI) model, also called the OSI
 seven layer model [RAN05]. Breaking the system into layers can make the system more
 manageable and flexible. Each layer is considered as a function that takes the input from
 the overlying layer’s output, performs a task and then sends its output to the underlying
 layer. This means that each layer is independent from the overlying or underlying layer’s
 functionality.


Packet-switched networks use a well-known model called the Internet Protocol Stack. It
 consists of five layers; physical, data link, network, transport and application layer. Figure 3.1
 illustrates the arrangement of these layers including important protocols that run on each
 layer. As illustrated on the figure, the voice service can run on several underlying protocols.


The protocols (TCP, UDP, ATM etc.) in the figure are described more thoroughly in Chapter
 6. The question to be answered next is which protocol is the best on each layer and which
 combination that is actually used to realize voice services.


3.3.1 The Reason for Using VoIP


There has never been the challenge from other network protocols that could threaten the
 position of IP as the dominant bearer service. In fact, IP has already entered the telecom-
 munications industry for voice services [WRI02]. The purpose of IP is to enable communica-
 tion between users connected to the network by providing a connectionless service from the
 network layer to the transport layer. This service can be said to be “a-best-effort-service”


meaning that IP tries its best effort to forward packets to the intended destination but that
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Figure 3.1: Layers in the IP stack.


no guarantees can be made. In other words, IP in itself does not support QoS which is vital
 for voice services. Instead it relies on underlying protocols, such as Asynchronous Transfer
 Mode (ATM) to guarantee QoS. Since the IP service is connectionless the transport layer can
 transmit data without a connection being set up between the end systems, thus decreasing
 delay in the setup. IP transfers voice packets across the network. The details of the voice
 packet is discussed in Chapter 6. The use of IP for transporting voice, according to today’s
 principles, causes a lot of overhead as many protocol layers are involved (RTP, UDP and IP)
 as will be explained in Chapter 6. Therefore, one could be tempted to think that the use of IP
 for transporting voice is inefficient. This is true in some ways, since large overheads can give
 rise to increased delays. But so far, the use of IP has proven to be consistent and functional
 at a satisfactory level [FJE02]. The underlying protocols of the network layer merits some in-
 vestigation. By which transport arrangement should IP be conveyed by? Should it be Frame
 Relay (FR), Asynchronous Transfer Mode (ATM) or Point to Point Protocol (PPP)?1 Since
 there are different alternatives it all boils down to a few key categories, namely bandwidth
 utilization, implementation issues and the region of the network (access/backbone) in which
 the implementation takes place. Surprisingly security is less prominent and does not really
 impact the transport protocol choice since our study so far does not imply that the security
 level is dependent of underlying protocols to IP.


3.3.2 Multi Protocol Label Switching


With the introduction of Multi Protocol Label Switching (MPLS) as an efficient transport
 technology even more new perspectives, opportunities and alternatives arise. MPLS was
 introduced to overcome the existing problems associated with IP networks especially the
 destination-based forwarding that IP routers use. As the protocol name indicates MPLS
 exploits label switching forwarding which is considered more desirable than destination-based
 forwarding because of its low-cost hardware implementation, scalability to very high speeds
 and flexibility in the management of traffic flows. The packet forwarding takes place at layer
 2 (switching/data link) level rather than at layer 3 (routing/network) making traffic move


1The pros and cons of the different packet transport technologies will not be discussed here, since it is
beyond the scope of this project. Instead [WRI01] gives an excellent comparison on the efficiency of the
different packet voice alternatives.



(38)faster. It is important to stress out that MPLS is more of a concept rather than an actual
 protocol and works with different protocols such as IP, ATM and FR, thus the name “Multi
 Protocol”. MPLS assists a number of essential capabilities to IP’s best effort networks which
 include:


• Traffic Engineering


• Providing IP based Virtual Private Network (VPN)


• Providing traffic with varying QoS


MPLS is the new trend technology that will be used by many future core networks, in-
 cluding converged data and voice networks. MPLS does not replace the IP routing, but is an
 adjunct technique that provides high-speed data forwarding between Label-Switched Routers
 (LSRs) together with reservation of bandwidth for traffic flows with different QoS require-
 ments. The voice service would, of course, have a higher QoS requirement than ordinary data
 due to its real-time sensitivity. Chapter 8 describes MPLS in more detail.


In the project VoIP refers to Voice over IP over MPLS conveyed by a transport arrangement
 such as FR, ATM, PPP or Ethernet. Voice can, in fact, also be conveyed directly over MPLS
 without first encapsulating the voice data in IP. In this case the protocol stack would consist of
 voice data encapsulated in the MPLS protocol on top of a MPLS transport arrangement. The
 first arrangement, VoIPoMPLS (VoIP) is largely supported by existing Internet Engineering
 Task Force (IETF) standards and is currently the most deployed solution while voice directly
 over MPLS is a relatively new method for efficient transportation. For a thorough evaluation
 of VoIP compared to VoMPLS the reader is requested to see [FJE02].



3.4 Summary


In this chapter the differences between circuit switching and packet switching have been dis-
cussed. Beside the fiscal savings, packet-switched networks provide new business opportunities
by integrating data services with voice services. Furthermore, there are benefits in relation
to voice compression, silence suppression and statistical gains. A hierarchal overview of the
main protocols/technologies in voice over a packet-switched network is also provided. The
chapter ends with providing the reasons for the use of IP and lastly introduces the benefits
of using MPLS.
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Fundamental Components in VoIP Systems


A VoIP system consists of different type of components and many of these are the same as
 those in traditional data systems. The chapter introduces the necessary components that are
 needed to implement a VoIP system. Moreover the communication between the components
 is described and visualized. The chapter is primarily based on [BRA04, KWF05, TIP04].



4.1 Terminal


A terminal is an endpoint that allows a user to communicate with a computer. It can be
 a simple Input/Output device such as a keyboard and a monitor or more complex devices
 where biometric techniques are used to communicate with a computer [PFL03]. In a VoIP
 system a terminal is mainly used to translate voice to a format suitable for transportation
 over the network, that is, conversion of human speech to digital voice. This functionality can
 be fulfilled by either a soft phone, a PC consisting of a headset and associated software, or
 an IP phone. Each VoIP terminal that is connected to the LAN is located on at least one IP
 address so other terminals can dial to it.



4.2 Server


The IP address and the port number of the terminal must be used to make a call. To
 demand the user to remember the IP address is obviously not user–friendly, because these
 are difficult to remember. The use of dynamic IP addressing makes this requirement even
 more problematic. This problem is solved by registering the terminals’ IP addresses with a
 server, called registrar server. The server stores these IP addresses along with their associated
 telephone addresses in a database, whereby the server can map a telephone address to a
 specific host.


There are basically two kinds of servers: Stateless and stateful servers. The difference
 between these servers is that stateless servers do not store information regarding packets
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(40)that have passed while the stateful servers do. This makes the stateful servers capable of
 retransmitting data in case of timeout and keeping track of earlier connections. The drawback
 by using stateful servers is that they tend to give delays since additional time has to be used
 to log the packet information traversing the server.



4.3 IP Private Branch Exchange


The Internet Protocol Private Branch eXchange (IP PBX) is a server that has the same func-
 tionalities as the TDM PBX used in the traditional telephone network, such as call control,
 call signaling, authenticating registrations and authorizing callers. It is a telephone switch-
 ing component that resides in the private company or organization instead of the telephone
 company. An IP PBX is an essential component in VoIP systems and is also responsible for
 delivering services such as dial-tone and telephone conferencing. As shown in Figure 4.1, two
 terminals have to establish the connection through the IP PBX before they can communicate.


Figure 4.1: Two terminals establishing a connection through an IP PBX.



4.4 Switch


A switch is a network component that channels incoming data from any multiple input ports
to the specific output port that will take the data toward its intended destination. The
switching takes places at the data link layer of the OSI model where the data is forwarded
using Medium Access Control (MAC) addresses.
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4.5 Router


A router is a network layer component considered as a special packet switch that connects
 two networks, such as two LANs or a LAN and a public network. However, it can also be used
 within a LAN. Routers are responsible for forwarding packets from one network to another
 that are based on the destination of the packets and the routing decisions in the network
 layer. The main idea of IP voice packet transmission is that IP routers direct the transfer of
 voice packets across a data network using routing tables. If the IP address is not the same
 as the router’s own IP address, then the router determines the next-hop router and forwards
 the voice packet.



4.6 Gateway


A VoIP user and a traditional telephone user cannot communicate directly with each other,
 since VoIP and PSTN use dissimilar protocols for signaling. PSTN uses Signaling System 7
 (SS7) and VoIP can use different protocols such as Session Initiation Protocol (SIP) or H.323.


The VoIP system can be connected with PSTN by using a gateway which acts as a highly
 intelligent switch and works as a translator between two dissimilar protocols.



4.7 Multi–point Control Unit


A Multi–point Control Unit (MCU) is an optional device in a VoIP system that handles voice
 and video conferencing with multiple users at the same time. This can either be a stand–alone
 unit or integrated into a terminal or a gateway. It consists of mainly two parts:


• Multi–point Controller (MC) - Handles control and signaling part.


• Multi–point processor (MP) - Receives data from terminals and forwards them to other
 terminals.



4.8 Addressing


As mentioned earlier, it is not ideal to use terminal IP addresses as the user identifier since
 these are difficult to remember. Current VoIP systems use two kinds of identifiers:


• Universal Resource Identifier (URI) - Uses a registered naming space to describe a
 source’s location on the network. It is used in a wide range of protocols such as in
 HTTP, SMTP and VoIP.


• Numbers - The E.164 number system also used in PSTN.


A more adequate description of the identifiers is given in [LEE98, SPR03].
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4.9 Firewall


A firewall is a combination of hardware and software that secures the network from intruders.


It is considered to be the first point of defence in a network and is usually placed between a
 company’s corporate network and the public network. All traffic traversing from the corporate
 network to the public (insecure) network, and vice versa, has to pass through the firewall.


The firewall is configured with certain security rules to decide whether the traffic should be
 allowed to pass through or not. The firewall is typically setup as following:


• Allowing traffic from the corporate network to pass through.


• Allowing traffic from the public network that is associated with an inside connection to
 pass through.


• Blocking traffic that is initiated from the public network.


These firewall rules give problems with VoIP systems since a caller from the public network
 will not be allowed to initiate calls to the VoIP system. Problems along with solutions related
 to firewalls are discussed in more detail in Section 8.4.



4.10 A VoIP System


The components mentioned in the chapter are not all strictly necessary to implement a VoIP
 system. The VoIP system can be simply two terminals connected directly together or can
 be an advanced system such as those in large enterprises where the PSTN is replaced by a
 VoIP system. Figure 4.2 shows a set-up of the components where each LAN is connected to
 the PSTN through a gateway, and to the public IP network through a firewall. While imple-
 menting a VoIP system, one has to analyze which components will satisfy the requirements
 for the telephone system.



4.11 Summary


This chapter described the components that are necessary to implement a VoIP system. These
include terminals, servers, IP PBXs, switches, routers, gateways, MCUs and firewalls. Finally
an overview of a VoIP system was illustrated and the addressing mechanisms presented.
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Figure 4.2: A set-up of the components in a simple VoIP system.
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Security Aspects


When using IT systems for storing and exchanging information the need for security arises to
 protect the data-related assets. The data-related assets can be in many forms, for instance
 the company’s strategy plan, business agreements, confidential telephone conversations, etc.


The definition of security is broadly defined and used in different relations, depending on
 the situation. However, following definition of security is used throughout the thesis:


• Security is protecting the systems so they work when they are needed.


• Security is preventing unauthorized users to misuse the systems.


• Security is preventing unauthorized users to damage the systems.


The purpose with this chapter is to determine different aspects within computer secu-
 rity with focus on confidentiality, integrity and availability, also called the CIA-requirements
 [PFL03]. The CIA-requirements are discussed in relation to VoIP systems, Figure 5.1. The
 security aspects for general data communication are in most cases the same as for VoIP
 systems.



5.1 Confidentiality


Confidentiality ensures that assets are protected from unauthorized users, illustrated in Fig-
 ure 5.21. This means that only those who should have access to the assets will actually get
 access. The classification of confidentiality sounds very straightforward and simple to im-
 plement. However, there are some considerations about confidentiality that are immediately
 difficult to determine in computer related assets. For example, what does ”unauthorized
 users should not have access to assets” mean? Does is mean that they should not have access
 to eavesdrop parts of the conversation, eavesdrop even a single bit or just not be able to
 understand the conversation?


A VoIP conversation can contain important assets of information that are being exchanged,
 such as the company’s strategy and economical agreements. If unauthorized users, such as


1The figure is inspired from [PFL03].
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(46)Figure 5.1: Security aspects.


Figure 5.2: Confidentiality, integrity and availability.


competing companies, get access to the voice assets it can have severe consequences and can
 cause economical damage to the company. It is therefore important that only authorized
 users get access to the voice data and that strong techniques are used to assure it.


Beside company voice-related assets, VoIP conversations can also be private conversations
 such as a conversation between an employee and his bank. Classification of personal data has
 to follow the legislations, for example in Denmark the ”Act on Processing of Personal Data”


[DAT00] must be followed.
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5.2 Integrity


Integrity assures that assets can only be modified by authorized users and processes, illus-
 trated in Figure 5.2. To retain the assets’ credibility it is important that the integrity of the
 assets is preserved.


As mentioned earlier, the VoIP conversations in companies can contain valuable assets of
 information. It is therefore important that this information reaches its destination without
 any modification. In most cases the caller knows the callee’s voice and can therefore discover
 if all or some of the voice packets in the conversations are modified by an unauthorized
 user. However, it is difficult to discover an attack where only few packets are removed by an
 unauthorized user since the caller and the callee cannot distinguish between the attack and
 situations where usual packet losses happen.



5.3 Availability


Availability means that assets or services are accessible when requested by authorized users,
 illustrated in Figure 5.2.


The availability requirement sounds very easy to satisfy, but in relation to IP networks
 and especially VoIP systems there are some factors which have to be considered:


• Quality-of-Service


• Dependability


• Compatibility


5.3.1 Quality-of-Service (QoS)


The QoS issues were discussed in Chapter 2. Generally the quantitative data flow in a network
 has to be prioritized such that the speed of different information can be differentiated. This
 can be compared to the fast lane and the slow lane on the freeway. High priority traffic, such
 as ambulances, can take the fast lane and thereby reach their destination faster than if they
 took the slow lane.


Similar situations occur in the data transport, for instance with data that have to be
synchronized and VoIP data since these data are highly delay sensitive. This means that
some of the traffic gets low priority, such as e-mail, Internet surfing or similar data flows,
where short delays will not have an impact on the quality. The data priority is important
because the networks do not always have enough capacity to simultaneously transmit all
the data. Suitable bandwidth is also a necessary factor to maintain the quality of the data
transport.
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The dependability of a network adds importance to the physical factors. This means that the
 components should be secured with regards to their physical location, power supply etc. The
 goal must be to secure a network so its services are always available. The dependability can
 be implemented by using emergency backup power to power-intensive units and redundancy
 in the systems, so single failures will not impact the entire network.


5.3.3 Compatibility


For securing the availability in a network it is a condition that there is full compatibility
 between the network and all the units which are connected to it. Typical use of computer
 does not give any rise to problems, but special components, such as those used in VoIP
 systems, can use widely different network configurations. To have a fully functional system
 that can communicate over the network, it is important that all the components and protocols
 can communicate with each other.



5.4 Summary


Different security aspects were discussed and should be considered when analyzing a com-
 pany’s data network. Generally it’s a description of the processing of information that is
 known in the usual human working procedures in companies. The system should be effective
 (available) with minimal risk (integrity) while respecting the company privacy (confidential-
 ity). In other words the assets should be accessed by the right people, at the right time, in
 the right form and at the right secure place.


As illustrated in Figure 5.3 there are some contrasts between the discussed aspects, but
 the better technology and design the system is implemented with, the less the contrast will be
 between various aspects. The succeeding chapters use the security aspects to analyze VoIP
 security protocols and risks.


Figure 5.3: Relationship between the security aspects.
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VoIP Protocols


The caller’s voice has to traverse a number of processes before it can reach the callee. A
 process can for instance be to establish a call between the participating parties or translating
 the human speech to a format suitable for real-time transport over an IP network. Generally
 the processes can be split into 3 categories:


• Signaling and gateway control


• Encoding and decoding


• Voice transport


The following sections describe these categories together with the protocols that are used
 to execute tasks defined in the categories. The purpose with this chapter is to give a technical
 description on how the protocols used in VoIP systems work and which security mechanisms
 are used to secure the confidentiality and integrity in the VoIP conversations.



6.1 Signaling and Gateway Control Protocols


The purpose of a signaling protocol is to create and manage real-time connections between the
 terminals, as well as the calls themselves. The signaling protocols also cover how terminals
 attached to the data network communicate with telephones attached to PSTN. Currently a
 standard signaling protocol for VoIP systems does not exist. However, the protocols H.323
 and Session Initiation Protocol (SIP) are competing strongly to be the new deployed standard
 for the future.


This section gives an overall description of H.323 and SIP together with two gateway
 control protocols, Media Gateway Control Protocol (MGCP) and MEdia GAteway COntrol
 / H.248 (MEGACO/H.248). The security mechanisms in these protocols are also described.


The section is based on [BRA04, KWF05, STI02, TIP04].
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(50)6.1.1 H.323


H.323 is a set of recommendations approved by the International Telecommunication Union-
 Telecommunication (ITU-T) in 1996 for transmission of real-time voice, video and data com-
 munication over packet-switched networks. The initial version of H.323 has been improved
 several times leading to version 5, which has new improvements in form of reliability, scal-
 ability and flexibility. However, it does not support QoS. It is a binary protocol where the
 messages are encoded using the Abstract Syntax Notation One (ASN.1) scheme.


H.323 Architecture


A H.323 network consists of terminals, gateways, and optionally gatekeepers, a MCU, and a
 Back End Service (BES). Descriptions of terminal, gateway and MCU were provided in Chap-
 ter 4. Gatekeepers are a wide deployed component in VoIP systems and are responsible for
 access control, address resolution, bandwidth control and call forwarding. A H.323 network is
 subdivided into zones where each zone is controlled by one primary gatekeeper and optionally
 a backup gatekeeper. If a gatekeeper is used, a BES can be placed behind the gatekeeper to
 store data about the terminals.


H.323 consists of several protocols that each has a specific task to execute, such as call
 setup, call termination, registration or authentication. The protocol stack used in H.323 is
 shown in Figure 6.1. Only the call signaling and control of H.323 will be described here
 while the audio processing and media transport of H.323 are described later in this chapter.


Description of the data and video conferencing of H.323 is omitted in this thesis.


Figure 6.1: The H.323 protocol stack.


Three control protocols are used for call signaling and control in H.323:


• H.225.0 Registration, Admission, and Status (RAS) - The RAS channel is used for
 registration, admission, address resolution and status messages between the terminals
 and their gatekeeper (if a gatekeeper is present).


• H.225.0 Call signaling - The call signaling is responsible for negotiating call setup,
controlling and terminating H.323 calls. Its messages are based on Q.931 which is the
standard used for call signaling in Integrated Services Digital Network (ISDN). The
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 channel is used end-to-end between the caller and the callee and may run through
 several gatekeepers.


• H.245 Conference control - The conference control channel is the control protocol for
 multimedia conferencing within H.323. While the H.225.0 simply negotiates the es-
 tablishment of a connection, H.245 establish the channel that will be used for media
 transfer. Furthermore, H.245 negotiates a common voice compression and the logical
 channels that will be used by all the participating terminals in a session.


As seen in the H.323 protocol stack, H.323 uses both reliable and unreliable communication.


H.225.0 RAS requires unreliable transport (UDP) while H.225.0 call signaling and H.245
 conference control use reliable transport (TCP).


H.323 Signaling


The H.225.0 and H.245 messages have to be exchanged between the caller and the callee to
 setup a call. This can either be done by an end-to-end communication between the caller and
 the callee or through a gatekeeper. Depending on the role of the gatekeeper in H.225.0 and
 H.245, H323 has three types of signaling procedures:


• Direct signaling - Only H.225.0 RAS messages are routed through the gatekeeper while
 the other messages are directly exchanged between the terminals.


• Gatekeeper routed call signaling - H.225.0 RAS and H.225.0 messages are routed through
 the gatekeeper while H.245 messages are directly exchanged between the terminals.


• Gatekeeper routed H.245 control - All signaling and control messages are routed through
 the gatekeeper while the media stream is directly exchanged between the terminals.


A large number of simultaneous calls can be processed in the direct signaling model since
 the gatekeepers only participate in the call admission process and have limited knowledge
 about the connected calls. In the gatekeeper routed call signaling model the gatekeepers are
 more loaded since they have to handle the Q.931 signaling messages as well. The advantages
 by using the gatekeeper routed H.245 control model is that the gatekeepers can perform
 management functions, such as connection and media usage statistics, since only the media
 stream is sent directly between the endpoints.


An example to illustrate the H.323 signaling is given by the direct signaling procedure in
 Figure 6.2. The communication here begins with the H.225.0 RAS procedure, the caller sends
 an Admission Request message to the gatekeeper to request access to the H.323 network.


The caller can either be a terminal or a gatekeeper since it is possible for a call to route
through several gatekeepers. The access will either be granted by the gatekeeper with an
Admission Confirmmessage or denied with anAdmission ReJectmessage. The call termi-
nates if anAdmission ReJectmessage is sent. The caller will receive the destination address
within theAdmission Confirmmessage and use it in the H.225.0 call signaling procedure to
transmit the Set-upmessages directly to the callee. Next the callee carries out its H.225.0
RAS procedure with the gatekeeper and sends a Connect message to the caller to indicate
the acceptance of the call. After receiving the Connect message, the caller starts the H.245
conference control procedure which establishes the channel used for media transfer.



(52)Figure 6.2: The H.323 architecture and direct signaling procedure.


H.235 - Security profiles


Besides the voice media, the call signaling and control process in H.323 also has to be se-
 cured to ensure the confidentiality and the integrity of the calls. The H.235 version 2 was
 approved by ITU-T in November 2000 and defines different security profiles for H.323. It
 provides enhancements such as support for elliptic curve cryptography and Advanced En-
 cryption Standard (AES) which leads to stronger security mechanisms.1 The security profiles
 offer different level of security and are defined in several Annexes to H.235 version 2:


• Annex D: Baseline security profile - This profile relies on symmetric encryption tech-
 niques where shared secrets are used to provide authentication and message integrity.


Hashed Message Authentication Code (HMAC) Secure Hash Algorithm One (SHA-1) is
 here used as the cryptographic function. This profile is supported for terminal to gate-
 keeper, gatekeeper to gatekeeper and terminal to terminal. The profile is not highly
 scalable since the shared secret has to be predefined.


• Annex E: Signature security profile - This profile relies on asymmetric encryption tech-
 niques where certificates and digital signatures are used to provide authentication and
 message integrity. It uses SHA-1 and/or Message-Digest algorithm 5 (MD5) as the cryp-
 tographic function and it is highly scalable since it relies on Public Key Infrastructure
 (PKI). However, this profile can have a critical impact on the overall performance since
 digital signature and verification on every message is time consuming.


1[STI02] contains further reading about cryptographic algorithms.
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