

  
    
            
        
      
      
        
          
        

        
          
            
          
        
        
          
            
              
                
              
            

            
              
                
                  Senest søgte
                

              

                
                  
                      
                      
                        
                      
                  

                
              
                Ingen resultater fundet
              

            

          

          
            
              

                
              
            

            
              
                Tags
              

              
                
                  
                      
                  
                
              

              
                

              

              
                Ingen resultater fundet
              

            

          

          
            
              
                
              
            

            
              
                Dokument
              

              
                
                  
                      
                  
                
              

              
                

              

              
                Ingen resultater fundet
              

            

          

        

      

    

    
      
        
          
        
      
              

                        
  
  

                
            
            
        
        Dansk
                        
          
            
            
              
                Hjem
                
                  
                
              
              
                Skoler
                
                  
                
              
              
                Emner
                
                  
                
              
            

          

        


        
          Log på
        
        
        
        
        
          

  





  
    
      
      	
            
              
              
            
            Slet
          
	
            
              
              
            
          
	
            
              
                
              
              
            
          
	
          

        
	Ingen resultater fundet


      
        
          
        
      
    

  







  
      
  
    
    	
                                    
              Hjem
            
            




	
                          
                
              
                        
              Andet
            
            


      
                  Human RIgHTs
      

      
        
          
            
              
                
              
            
            
            
              
                Del "Human RIgHTs"

                
                  
                    
                  
                  
                    
                  
                  
                    
                  
                  
                    
                  
                

                
                  

                  
                    COPY
                  
                

              

            

          

          
            
              

                
              
            
          

        

      

    

    
      
        
          
            
              
            
                          
                N/A
              
                      


          
            
              
            
                          
                N/A
              
                      

        

        
                      
              
                
              
                               Protected
                          

                    
            
              
            
            
              Akademisk år: 
                2022
              
            

          

        

        
          
            
            
                
                    
                
                Info
                
                

            
            

            

                        
  

                
        Hent
          
              

          
            
              
                
                Protected

              

              
                
                
                  Academic year: 2022
                

              

            

            
              
                
                  
                
                
                
                  
                    Del "Human RIgHTs"

                    
                      
                        
                      
                      
                        
                      
                      
                        
                      
                      
                        
                      
                    

                    
                      

                      
                        
                      
                    

                    Copied!

                  

                

              

              
                
                  
                
              

            

            
              
                
                110
              

              
                
                0
              

              
                
                0
              

            

          

        

      

      
        
                              
            
            110
          

          
            
            0
          

          
            
            0
          

        

      

    

  



  
        
                    
  
    
    
      
        Indlæser....
        (se fuldtekst nu)
      

      
        
      

      
      

    

  




  
      

                    Vis mere (   Sider )
        
  


  
      

                    Hent nu ( 110 Sider )
      



      
            
  
    Hele teksten

    
      (1)IgHTs



ICT and  



Human RIgHTs


RIkke FRank JøRgensen
 anJa mølleR PedeRsen
 WolFgang Benedek
 ReInmaR nIndleR
 challenges to fulfil its declared commitment 


to promote and protect human rights. 


These challenges are the focus of FRame, 
 an interdisciplinary research project on 
 Fostering Human Rights among european 
 (external and Internal) Policies. FRame 
 is a large-scale, collaborative research 
 project funded under the eu’s seventh 
 Framework Programme (FP7), coordinated 
 by the leuven Centre for global governance 
 studies and involving 19 research institutes 
 from around the world. our research focuses 
 on the contribution of the eu’s internal and 
 external policies to the promotion of human 
 rights worldwide.


as part of the FRame project, researchers 
 and other experts at the danish Institute 
 for Human Rights, in collaboration with 
 researchers from other universities, have 
 been working on key historical, cultural, 
 legal, economic, political, ethnic, religious 
 and technological factors that may impact 
 human rights at the eu, international and 
 national levels.


In this series, we present some of the results 
 of our work. 


The research is relevant to human rights 
academics, practitioners, civil society, and 
policy-makers at the national, regional, 
international and eu levels.



(2)and Reinmar nindler


Funding:


FRame Fostering Human Rights among european (external and Internal) Policies.


large-scale FP7 Collaborative Project 
 ga no. 320000 


1 may 2013-30 april 2017
 IsBn: 978-87-93241-99-2
 doi.org/20.500.11825/108
 Coverdesign: heddabank.dk
 Print: Toptryk grafisk


© 2017 The danish Institute for Human Rights
 denmark’s national Human Rights Institution
 Wilders Plads 8k


dk-1403 Copenhagen k
 Phone +45 3269 8888
 www.humanrights.dk


Provided such reproduction is for non-commercial use, this publication, or parts of it,  
may be reproduced if author and source are quoted.



(3)
Large-Scale FP7 Collaborative Project  GA No. 320000  1 May 2013-30 April 2017 



Case Study on ICT and Human Rights  (Policies of EU) 


Work Package No. 2 – Deliverable No. 3 


Due date  30 November 2015 


Submission date  30 November 2015 


Dissemination level  PU 


Lead Beneficiary  Danish Institute for Human Rights 


Authors  Rikke Frank Jørgensen, Anja Møller Pedersen, Wolfgang Benedek and 
 Reinmar Nindler 



http://www.fp7-frame.eu



(4)
Preface 


The EU today stands at a crossroads with regard to human rights: although human rights are high on its 
 agenda the EU is facing multiple challenges of carrying the torch of human rights, within EU Member States 
 and in relation to the wider world.  


These challenges are the focus of FRAME, an interdisciplinary research project on Fostering Human Rights 
 Among European (External and Internal) Policies. FRAME is a large-scale, collaborative research project 
 funded under the EU’s Seventh Framework Programme (FP7), coordinated by the Leuven Centre for Global 
 Governance Studies and involving 19 research institutes from around the world. Our research focuses on 
 the contribution of the EU’s internal and external policies to the promotion of human rights worldwide. 


In this series of publications, we have collected some of the work carried out by researchers and other 
 experts at the Danish Institute for Human Rights, in collaboration with researchers from other universities, 
 as part of the FRAME project. The four publications have been written with contributions from scholars and 
 experts from The Ludwig Boltzmann Institute of Human Rights, Vienna; European Training and Research 
 Centre for Human Rights and Democracy, Graz; University of Seville; Leuven Centre for Global Governance 
 Studies, KU Leuven,  and the Danish Institute for Human Rights.  


In our work we have aimed at illuminating contemporary human rights challenges by way of analysing the 
 historical, political, legal, economic, social, cultural, religious, ethnical and technological factors that both 
 facilitate and hamper the efforts of the EU in its efforts to promote and protect human rights, within the EU 
 and in the world at large. 


It is hoped the insights gained from this research may contribute to informing the debate – among human 
 rights academics, practitioners, civil society, and policy-makers - about the EU’s future direction in the 
 important field of human rights.  


April 2017  


Eva Maria Lassen 
 Senior researcher 


The Danish Institute for Human Rights 
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Executive Summary 


This case-study undertaken by the Danish Institute of Human Rights in Copenhagen and the European 
 Training and Research Centre for Human Rights and Democracy in Graz is part of the FP7 project 
 Fostering Human Rights among European Policies (FRAME), and a follow-up to the report (D 2.1) on 


‘factors which enable or hinder the protection of human rights’. The first report assesses a wide range of 
 factors – historical, political, legal, economic, social, cultural, religious, ethnic and technological – and 
 their impact on the protection of human rights in EU internal and external policies. The purpose of this 
 case-study is to zoom in on the technological factors and to examine some of the challenges that were 
 identified in the first report.  


The first part of the study focuses on the EU’s internal policies in the field of online content regulation. 


Drawing on case-studies of three EU directives –  Directive 2000/31/EC on e-commerce, Directive 
 2011/93/EU on combating the sexual abuse and sexual exploitation of children and child pornography 
 and Directive 2004/48/EC on intellectual property rights enforcement – the study seeks to illustrate how 
 dealing with alleged illegal content through blocking, filtering and take-down of content within co- and 
 self-regulatory frameworks shaped around ‘Internet intermediaries’ challenge freedom of expression 
 and information. The directives presuppose, accept or encourage self-regulation and, combined with 
 schemes of limited liability, subject the intermediaries to an increasing pressure to implement public 
 policy in the online domain. However, these practices and their limitations to freedom of expression are 
 rarely framed as human rights issues, nor do they have the required safeguards. Based on analysis of the 
 EU directives, the study explores the weaknesses –  seen from a human rights perspective –  of the 
 European approach towards tackling illegal content on the Internet.  


The study provides a number of suggestions to ensure that the EU addresses the human rights 
 implications of co-  and self-regulation, including the strengthening of safeguards and guidance for 
 Member States and intermediaries to implement the said EU policy. Also, the study calls for a 
 comprehensive EU freedom of expression and information framework, covering both its internal and 
 external policy. In line with this, the EU should consider the freedom of expression and information 
 implications of current and new policies when reviewing them according to the Digital Single Market 
 Strategy. 


The second part addresses the external policies of the EU with a focus on the protection and support of 
Human Rights Defenders using digital means (‘Digital Defenders’). For this purpose, EU policies and 
instruments of relevance for Digital Defenders are analysed, including the implementation of the 
Internet Freedom Strategy and the No Disconnect Strategy. The programmes under the European 
Instrument for Democracy and Human Rights are reviewed with respect to their relevance for human 
rights activities online, taking into account the recent EU Guidelines on Freedom of Expression Online 
and Offline. This part of the study also explores the related issues of the safety of journalists (which are 
often citizen journalists), export control of surveillance technology by the EU Member States and the 
cooperation with other international organisations active in the field of online rights. Proposals are 
offered on how to improve the general environment for Digital Defenders and their right to freedom of 



(6)expression and information, and how to improve the coherence of EU action in this field. The newly 
created Human Rights Defenders Mechanism can play a pivotal role in this regard, as could updated EU 
Guidelines on human rights defenders.   



(7)expression and information, and how to improve the coherence of EU action in this field. The newly 
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 Guidelines on human rights defenders.   
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I. Introduction and Methodology 


Human rights and fundamental freedoms are applicable both to offline and online environments. 


At the global level, the awareness of the human rights implications of the Internet and other types of 
 information and communication technology has risen steadily over the past years, and has resulted in a 
 number of Internet-related resolutions adopted by the UN General Assembly and the UN Human Rights 
 Council (United Nations Human Rights Council, 5 July 2012, United Nations Human Rights Council, 14 
 July 2014, United Nations General Assembly, 21 January 2015, United Nations General Assembly, 18 
 December 2013, United Nations General Assembly, 18 December 2014). Internet related potentials and 
 challenges have also increasingly been addressed by UN special procedures such as the UN special 
 rapporteur on the promotion and protection of the right to freedom of opinion and expression (Kaye, 
 2015, La Rue, 2013, La Rue, 2011).  


At the EU level, a large amount of directives, policies and guidelines relate to technological factors (e.g. 


data protection, e-commerce, intellectual property rights, combating child sexual abuse and child 
 pornography, cyber security, Internet governance, code of online rights, universal service, etc.) but not 
 necessarily in ways that address the issues from a human rights perspective and ensure a coherent and 
 forward looking approach to the protection of human rights online. 


A strategic approach to the way technological developments may positively or negatively impact on 
 human rights may guide the EU through areas where different interests conflict, and be used to ensure 
 that the EU has robust and coherent strategies and positions to promote and advance human rights in 
 its internal as well as external policies.  


The authors hope that the current case-study will serve as a useful means in that direction. 


With regard to its methodology, this case-study is a follow up to the Report on factors which enable or 
 hinder the protection of human rights, specifically chapter IX on Technological Factors (Lassen, 2014). 


The chapter identified a number of challenges, whereof the authors have chosen to focus on two 
 specific cases: ‘Freedom of expression and self-regulation’ (EU internal policy); as well as ‘Protecting 
 Internet freedoms’ (EU External policy).  


Besides desk research and literature review, the study has been informed by interviews as well as a 
 number of conversations as mentioned specifically in relation to each case.  


In terms of terminology, technological factors are understood as issues related to the use of information 
and communication technology (ICT) that have an impact on the way individuals are able to enjoy their 
human rights. Information and communication technology is a broad and not clearly defined term that 
refers  to any communication device or application, encompassing: radio, television, cellular phones, 
computer and network hardware and software, satellite systems and so on, as well as the various 
services and applications associated with them (SearchCIO, 2011).  In the following, emphasis is on 



(14)human rights issues related to the use of the Internet,1 reflecting the attention, which the Internet has 
 received in the policy debate pertaining to human rights and ICT, globally as well as within Europe.  


The case-study is structured as follows: Study (1) Self-regulation and freedom of expression (EU internal 
 policy) and Study (2) Review of EU-Policies on Digital Defenders with a focus on freedom of expression  
 (EU external policy), and (3) Common Recommendations. 


       


* The authors of this chapter are Rikke Frank Jørgensen, Senior Researcher, the Danish Institute for Human Rights 
 and Anja Møller Pedersen, Legal Advisor, the Danish Institute for Human Rights. 


1 The term Internet refers to a global information and communication system that is linked together via the TCP/IP 
protocol FEDERAL NETWORKING COUNCIL (FNC) RESOLUTION. 24 October 1995. Definition of "Internet" 10/24/95 
[Online]. Available: http://www.nitrd.gov/fnc/Internet_res.html [Accessed 10 July 2011]. 
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II. Self-regulation and Freedom of Expression and Information – Case  study  on  potential  human  rights  implications  of  the  EU’s  internal  policies* 



A.  Introduction 


In recent years, the EU has placed strong emphasis on privacy and data protection in the development 
 of ICT related policy and legislation, whereas measures that constitute interferences with freedom of 
 expression have not received similar attention and have often not even been framed as human rights 
 issues. In seeking to remedy this gap, the authors have chosen to focus on the right to freedom of 
 expression and the challenges that arise in relation to this right vis-à-vis co- and self-regulation. While 
 excluding the related discussion on privacy and data protection, the authors wish to emphasise the close 
 and  mutual relationship that exists between freedom of expression and the right to privacy and 
 protection of personal data, as illustrated by, for example, La Rue (La Rue, 2013). 


The issues discussed are influenced by several factors related to the global infrastructure of the Internet, 
 the role played by private actors, and the nature of human rights law vis-à-vis regional (EU) and/or 
 national regulation. These factors are largely interrelated, and the analysis will seek to identify their 
 mutual relationship and the specific policy challenges each of them raises.  


Regarding the infrastructure, the Internet, unlike any other medium, enables individuals to seek, receive 
 and impart information and ideas of all kind instantaneously and inexpensively across national borders 
 (La Rue, 2011, para. 19). The global, decentral and inexpensive nature of the Internet infrastructure 
 provides individuals with new means of realising freedom of expression, and at the same time confronts 
 states with obstacles when they seek to sanction illegal expressions online. For example, speakers are 
 numerous and often abroad and new technical means of circumventing censorship continue to evolve. 


Also, in contrast to the usual free expression scenario (speakers and listeners), the Internet is not dyadic 
 (Kreimer, 2006, p. 1) but triadic with third parties (companies) in control of the communication.  


Regarding actors, the online sphere is largely ruled by private companies who control the infrastructure 
 and services available to the Internet users. In order to access the Internet, to communicate, debate, 
 find and share information, tweet, associate etc. individuals engage with ‘Internet intermediaries’2 such 
 as Internet service providers (ISPs),3  search engines and social network platforms that mediate 
        


2 This study uses the legally neutral term ‘Internet intermediary’ to describe all services that constitute and operate 
 on the Internet, such as Internet service providers, website operators, portals, platforms and search engines, 
 OLSTER, J. 2013. Liability of Internet Intermediaries for Defamatory Speech – An Inquiry into the Concepts of 


‘Publication’ and ‘Innocent Dissemination. The Society of Legal Scholars Edinburgh Conference 2013, ibid. See also 
 MACKINNON, R., UNITED NATIONAL EDUCATIONAL, SCIENTIFIC, AND CULTURAL, ORGANIZATION. 2014. Fostering 
 Freedom Online: The Role of Internet Intermediaries. (Paris: UNESCO 2014), Available from 


http://unesdoc.unesco.org/images/0023/002311/231162e.pdf.> accessed 10 November 2015. P. 21. 


3 Within the EU, the term ‘Internet service provider’ is defined broadly as: (1) any public or private entity that 
 provides to users of this service the ability to communicate by means of a computer system; and (2) any other 
 entity that processes or stores computer data on behalf of such communication service EUROPEAN COMMISSION. 


2011. Draft Recommendations for Public Private Cooperation to Counter the Dissemination of Illegal Content 
within the European Union [Online]. Brussels: EC. Available: https://edri.org/files/Draft_Recommendations.pdf 



(16)communication and various forms of online expressions. Internet users rely on these companies in order 
 to participate online, thus depending on privately owned technologies, where the owners decide on the 
 terms of use and on what information is allowed/not allowed. In this sense, the Internet intermediaries 
 have become ‘gatekeepers’ of the online sphere (Laidlaw, 2012, p. 28, Zittrain, 2006).4  In consequence, 
 states increasingly enlist Internet intermediaries in frameworks of self-regulation and co-regulation5 to 
 prevent illegal online content such as alleged copyright infringements, child sexual abuse content and 
 hate-speech.6  


Regarding the legal framework, most, if not all, Internet intermediaries  are private actors (private 
 companies) with no direct obligations under international human rights law, yet they are expected to 
 subscribe to soft law standards such as the UN Guiding Principles on Business and Human Rights. These 
 companies often operate across a variety of jurisdictions and are expected to comply with national 
 legislation that may conflict with international human rights norms, such as notice and take-down 
 procedures or regulation mandating blocking and filtering of specific categories of  content. In some 
 cases, governments are shaping schemes of liability for third-party content around the intermediaries, 
 thereby providing them with strong incentives to remove content upon notification to avoid liability. 



B. Methodology and Structure  


As mentioned, the study focuses on the right to freedom of expression and the challenges that arise in 
 relation to this right vis-à-vis co- and self-regulation.  


In terms of literature, the study draws on scholarly literature and recent studies related to Internet 
 regulation, private actors, and freedom of expression (Jørgensen, 2013, Benedek and Kettemann, 2014, 
 Hoboken, 2012, Brown and Korff, 2012, Balkin, 2014, Brousseau et al., 2012, Brown, 2010, EDRI, 2013, 
 Kuczerawy, 2015, Korff, 2014, Tambini et al., 2008). It also includes standard-setting documents in this 
 field from the UN, Council of Europe, and the EU. The literature review has been supplemented with 
        
 [Accessed September 11 2015. Both in Europe and the US, the term ‘ISP’ is used more frequently than the legally 
 specific terms for access, content and service providers. In Europe, a provider of Internet access is an Electronic 
 Communications Network Provider (ECNP), whereas a provider of content and services is termed an Information 
 Society Service Provider (ISSP) under the E-commerce directive. In the US, an access provider is an Internet Access 
 Provider (IAP), whereas a service provider is an Online Service Provider (OSP), SAVIN, A. & TRZASKOWSKI, J. 2014. 


Research handbook on EU Internet law. In the context of this study, the term ISP will be used in a non-legal sense, 
 while the term ‘Internet intermediaries’ will be used covering both ECNPs and ISSPs (Savin and Trzakowski, 2014, 
 p. 37). 


4 As of July 2015, Laidlaw’s PhD thesis has been published under the title Regulating Speech in Cyberspace, by 
 Cambridge University Press. 


5 Co-regulation refers to a legal model for public authorities based on voluntary delegation of all or some part of 
 implementation and enforcement of norms to private actors. Co-regulation can also be referred to as ‘privatised 
 law enforcement’. Self-regulation, in contrast, refers to practices whereby private actors define, implement and 
 enforce norms without public intervention FRYDMAN, B., HENNEBEL, L. & LEWKOWICZ, G. 2008. Public Strategies 
 for Internet Co-Regulation in the United States, Europe and China. Working Papers du Centre Perelman de 
 philosophie de droit, No. 2007/6. p. 133-134. 


6 The study focuses on content regulation as a means to combat alleged ‘illegal content’. The notions of ´harmful´ 


and ´illegal´ are sometimes used together, yet the authors wish to emphasize the crucial distinction between 
content that is indeed illegal, and content that may be harmful or undesirable to certain audiences, yet legal under 
national law. 



(17)communication and various forms of online expressions. Internet users rely on these companies in order 
 to participate online, thus depending on privately owned technologies, where the owners decide on the 
 terms of use and on what information is allowed/not allowed. In this sense, the Internet intermediaries 
 have become ‘gatekeepers’ of the online sphere (Laidlaw, 2012, p. 28, Zittrain, 2006).4  In consequence, 
 states increasingly enlist Internet intermediaries in frameworks of self-regulation and co-regulation5 to 
 prevent illegal online content such as alleged copyright infringements, child sexual abuse content and 
 hate-speech.6  


Regarding the legal framework, most, if not all, Internet intermediaries  are private actors (private 
 companies) with no direct obligations under international human rights law, yet they are expected to 
 subscribe to soft law standards such as the UN Guiding Principles on Business and Human Rights. These 
 companies often operate across a variety of jurisdictions and are expected to comply with national 
 legislation that may conflict with international human rights norms, such as notice and take-down 
 procedures or regulation mandating blocking and filtering of specific categories of  content. In some 
 cases, governments are shaping schemes of liability for third-party content around the intermediaries, 
 thereby providing them with strong incentives to remove content upon notification to avoid liability. 
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As mentioned, the study focuses on the right to freedom of expression and the challenges that arise in 
 relation to this right vis-à-vis co- and self-regulation.  


In terms of literature, the study draws on scholarly literature and recent studies related to Internet 
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 Hoboken, 2012, Brown and Korff, 2012, Balkin, 2014, Brousseau et al., 2012, Brown, 2010, EDRI, 2013, 
 Kuczerawy, 2015, Korff, 2014, Tambini et al., 2008). It also includes standard-setting documents in this 
 field from the UN, Council of Europe, and the EU. The literature review has been supplemented with 
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 specific terms for access, content and service providers. In Europe, a provider of Internet access is an Electronic 
 Communications Network Provider (ECNP), whereas a provider of content and services is termed an Information 
 Society Service Provider (ISSP) under the E-commerce directive. In the US, an access provider is an Internet Access 
 Provider (IAP), whereas a service provider is an Online Service Provider (OSP), SAVIN, A. & TRZASKOWSKI, J. 2014. 


Research handbook on EU Internet law. In the context of this study, the term ISP will be used in a non-legal sense, 
 while the term ‘Internet intermediaries’ will be used covering both ECNPs and ISSPs (Savin and Trzakowski, 2014, 
 p. 37). 


4 As of July 2015, Laidlaw’s PhD thesis has been published under the title Regulating Speech in Cyberspace, by 
 Cambridge University Press. 


5 Co-regulation refers to a legal model for public authorities based on voluntary delegation of all or some part of 
 implementation and enforcement of norms to private actors. Co-regulation can also be referred to as ‘privatised 
 law enforcement’. Self-regulation, in contrast, refers to practices whereby private actors define, implement and 
 enforce norms without public intervention FRYDMAN, B., HENNEBEL, L. & LEWKOWICZ, G. 2008. Public Strategies 
 for Internet Co-Regulation in the United States, Europe and China. Working Papers du Centre Perelman de 
 philosophie de droit, No. 2007/6. p. 133-134. 


6 The study focuses on content regulation as a means to combat alleged ‘illegal content’. The notions of ´harmful´ 


and ´illegal´ are sometimes used together, yet the authors wish to emphasize the crucial distinction between 
 content that is indeed illegal, and content that may be harmful or undesirable to certain audiences, yet legal under 
 national law. 


interviews and a number of conversations with representatives from civil society, the technology sector, 
 and European policy makers, notably at the regional Internet Governance Forum in Lisbon in June 2013 
 as well as the global Internet Governance Forum held in Istanbul in 2014. Finally, a FRAME Milestone 
 workshop was held in Brussels in June 2015, with invited speakers from European Digital Rights and the 
 European Parliament. The workshop gave valuable input to the case study, as well as examples of 
 Internet-related EU internal policy that is seen as problematic from a human rights perspective.  


First, in section C, the study looks into the right to freedom of expression and information in an online 
 context. In particular, it examines the extent to which restrictions of the freedom are permitted under 
 international human rights law. Drawing on case law of the European Court of Human Rights (ECtHR) 
 and the Court of Justice of the European Union (CJEU), it furthermore illustrates how content regulatory 
 measures such as filtering and blocking may constitute violations of freedom of expression and 
 information. 


Second, in section D, the E-commerce directive, the directive on combating the sexual abuse and sexual 
 exploitation of children and child pornography and the IPR enforcement directive, are briefly presented, 
 including the human rights and rule of law challenges each of them pose.  


Third, section E analyses online limitations of freedom of expression and information by private actors, 
 exemplified by the EU directives. The analysis will include both the vertical human rights conflicts (co-
 regulation) and the horizontal human rights conflict (self-regulation) involved: liability schemes; the UN 
 Guiding Principles on Business and Human Rights; and recent ‘gatekeeper’ theory, according to which 
 the human rights responsibility of Internet intermediaries increases with their capacity to impact 
 democratic participation. The study will argue that the measures of co- and self-regulation mandated in 
 the EU directives de facto lead to a situation where EU Member States circumvent the obligations they 
 have under international human rights law. As such, the mentioned EU directives constitute examples of 
 limitations of freedom of expression and information without the required human rights safeguards. 


Finally,  section F  summarises the conclusions made through the study and outlines further 
 recommendations to relevant policy makers. 



C.  The Human Rights Standards at Stake 


‘A growing amount of self-regulation, particularly in the European Union, is implemented as an 
 alternative to traditional regulatory action. Some governments actively encourage or even place 
 pressure on private business to self-regulate as an alternative to formal legislation or regulation which is 
 inherently less flexible and usually more blunt than private arrangements’ (MacKinnon et al., 2014, p. 


56). 


In the online sphere, individuals engage with intermediaries in order to exercise their right to freedom 
of expression and information. This has given these private companies unprecedented control over 
online content, and at the same time weakened states´ possibilities of direct interference with online 
speakers and listeners. In response to this challenge, the EU has for the past two decades enlisted 
Internet companies in frameworks of self-  and co-regulation to assist Member States in preventing 
online illegal content. While these policies clearly have an impact on end-users’ freedom of expression 



(18)and information, they have largely been formulated and implemented without an explicit recognition of 
 the fundamental rights issues they raise. In contrast to privacy and data protection, there is no common 
 EU regulation related to online freedom of expression, besides the overall reference in Article 6 of the 
 Treaty of the European Union (TEU) that refers to the Charter of Fundamental Rights of the European 
 Union (CFREU) and the European Convention on Human Rights (ECHR) as general principles of EU-law. In 
 other words, whereas privacy and data protection is protected under article 7 and 8 of the CFREU, in 
 Article 16 of the Treaty of the Functioning of the European Union (TFEU) and in secondary EU-law, such 
 as e.g. the Data Protection Directive (Directive 95/46/EF) (European Parliament and Council of the 
 European Union, 1995) and the E-privacy Directive (2002/58/EC) (European Parliament and Council of 
 the European Union, 2002),  freedom of expression is only protected in Article 11 of the CFREU. 


The EU has acknowledged the importance of freedom of expression in the recent EU Human Rights 
 Guidelines on Freedom of Expression Online and Offline (see also Section III.D.1.c.), according to which 
 the EU is committed to respecting, protecting and promoting freedom of opinion and expression within 
 its borders. It should be noted, however, that the guidelines focus primarily on the external policy of the 
 EU (Council of the European Union, 2014, para. 7).  


In order to understand the human rights challenges that arise from this line of policy, the section offers 
 an introduction to the right to freedom of expression and information generally as well as online, 
 including standards for legitimate restrictions to the right. Moreover, it explains the implications of 
 measures such as blocking and filtering on freedom of expression and information. 


1.  Freedom of Expression and Information Online 


The right to freedom of expression and information is protected both at the international level in the 
 Universal Declaration of Human Rights (Article 19) and International Covenant on Civil and Political 
 Rights (ICCPR) (Article 19) and at the regional European level in the European Convention on Human 
 Rights and Fundamental Freedoms (ECHR) (Article 10) and the Charter of Fundamental Rights of the 
 European Union (CFREU) (Article 11).  


As the study has its outset in a European context, the authors primarily refer to European standards and 
 case-law. However, a number of UN documents are also included since online freedom of expression 
 and information has been addressed extensively by the UN Human Rights Council (HRC) and UN Special 
 Rapporteurs. 


According to Article 10 of the ECHR, everyone has the right to freedom of expression, including freedom 
 to hold opinions and to receive and impart information and ideas without state interference. The right 
 entails two sets of freedoms: (1) to hold opinions and impart information (freedom of expression); and 
 (2) to receive information that others wish to impart (freedom of information). In the following, 


‘freedom of expression and information´ will be used to cover both aspects of the right.   


Article 11(2) of the CFREU also specifically protects the ‘freedom and pluralism of the media’.  


The ECtHR has established that freedom of expression ‘constitutes one of the essential foundations of a 
democratic society, one of the basic conditions for its progress and for the development of every man’ 



(19)and information, they have largely been formulated and implemented without an explicit recognition of 
 the fundamental rights issues they raise. In contrast to privacy and data protection, there is no common 
 EU regulation related to online freedom of expression, besides the overall reference in Article 6 of the 
 Treaty of the European Union (TEU) that refers to the Charter of Fundamental Rights of the European 
 Union (CFREU) and the European Convention on Human Rights (ECHR) as general principles of EU-law. In 
 other words, whereas privacy and data protection is protected under article 7 and 8 of the CFREU, in 
 Article 16 of the Treaty of the Functioning of the European Union (TFEU) and in secondary EU-law, such 
 as e.g. the Data Protection Directive (Directive 95/46/EF) (European Parliament and Council of the 
 European Union, 1995) and the E-privacy Directive (2002/58/EC) (European Parliament and Council of 
 the European Union, 2002),  freedom of expression is only protected in Article 11 of the CFREU. 


The EU has acknowledged the importance of freedom of expression in the recent EU Human Rights 
 Guidelines on Freedom of Expression Online and Offline (see also Section III.D.1.c.), according to which 
 the EU is committed to respecting, protecting and promoting freedom of opinion and expression within 
 its borders. It should be noted, however, that the guidelines focus primarily on the external policy of the 
 EU (Council of the European Union, 2014, para. 7).  


In order to understand the human rights challenges that arise from this line of policy, the section offers 
 an introduction to the right to freedom of expression and information generally as well as online, 
 including standards for legitimate restrictions to the right. Moreover, it explains the implications of 
 measures such as blocking and filtering on freedom of expression and information. 


1.  Freedom of Expression and Information Online 


The right to freedom of expression and information is protected both at the international level in the 
 Universal Declaration of Human Rights (Article 19) and International Covenant on Civil and Political 
 Rights (ICCPR) (Article 19) and at the regional European level in the European Convention on Human 
 Rights and Fundamental Freedoms (ECHR) (Article 10) and the Charter of Fundamental Rights of the 
 European Union (CFREU) (Article 11).  


As the study has its outset in a European context, the authors primarily refer to European standards and 
 case-law. However, a number of UN documents are also included since online freedom of expression 
 and information has been addressed extensively by the UN Human Rights Council (HRC) and UN Special 
 Rapporteurs. 


According to Article 10 of the ECHR, everyone has the right to freedom of expression, including freedom 
 to hold opinions and to receive and impart information and ideas without state interference. The right 
 entails two sets of freedoms: (1) to hold opinions and impart information (freedom of expression); and 
 (2) to receive information that others wish to impart (freedom of information). In the following, 


‘freedom of expression and information´ will be used to cover both aspects of the right.   


Article 11(2) of the CFREU also specifically protects the ‘freedom and pluralism of the media’.  


The ECtHR has established that freedom of expression ‘constitutes one of the essential foundations of a 
 democratic society, one of the basic conditions for its progress and for the development of every man’ 


(Handyside v. The United Kingdom, 1976, para. 48). Freedom of expression is essential for the fulfilment 
 and enjoyment of a wide range of other human rights, including freedom of association and assembly, 
 freedom of thought, religion or belief, the right to education, the right to take part in cultural life, the 
 right to participate in public affairs, etc. In other words, democracy cannot exist without freedom of 
 expression (Council of the European Union, 2014, para. I.A.2.). 


Freedom of expression includes all forms of expression, without any distinction to content and through 
 any medium (White et. al, 2010, p. 426). The European Court of Human Rights (ECtHR) has established 
 that Article 10 applies fully to the Internet (Perrin v. the United Kingdom, 2005). Likewise, in the first UN 
 HRC resolution on human rights on the Internet from 2012, the HRC has confirmed that human rights 
 apply online as offline (United Nations Human Rights Council, 2012). 


Arguably, the Internet expands the ways in which individuals may enjoy their right to freedom of opinion 
 and expression by allowing individuals to seek, receive and impart information instantaneously and 
 inexpensively across borders. It serves as an enabler of other human rights and its use and incorporation 
 into virtually every aspect of modern human life is unprecedented. The Internet has thus become one of 
 the most powerful instruments of the 21st century for increasing transparency in access to information 
 and for facilitating active citizen participation in building democratic societies (La Rue, 2011, para. 2). 


The Internet has a ‘profound value for freedom of opinion and expression, as it magnifies the voice and 
 multiplies the information within the reach of everyone who has access to it. Within a brief period, it has 
 become the central global public forum’ (Kaye, 2015, para. 11). By increasing the information that is 
 available to us through new tools to receive information and circulate, comment or even modify that 
 information, the Internet contributes to democratic culture (Laidlaw, 2012, p. 30). At many occasions, 
 this has also been recognised by the ECtHR (Ahmet Yıldırım v. Turkey, 2012, para. 48).7   


In recognition of this potential, the all states should prioritise to facilitate access to the Internet for all 
 individuals, with as little restriction to online content as possible. Access to the Internet has two 
 dimensions: (1) Availability of the necessary infrastructure and ICT and (2) access to online content 
 without any other restrictions than those permitted under international human rights law (La Rue, 2011, 
 para. 2-3). In the current study, focus is primarily on the latter, access to online content.  


With a view to provide the Internet users with a tool to learn about their online human rights, including 
 access to remedies, the Council of Europe (CoE) has produced a ‘Guide to human rights for Internet 
 users’ (Council of Europe, 2014c) accompanied by an explanatory memorandum (Council of Europe, 
 2014d). The guide builds on existing rights in the ECHR and other CoE conventions and does not 
 establish any new rights (Council of Europe, 2014c, Introduction, para. 1-3).  


As mentioned, the right to freedom of expression and information involves all types of information, 
 including information that offends, shocks or disturbs (Handyside v. The United Kingdom, 1976, para. 


       


7  For an overview of freedom of expression in an online and European context, including recent case-law, see 
 BENEDEK, W. & KETTEMANN, M. 2014. Freedom of Expression and the Internet, Strasbourg, Council of Europe. 


COUNCIL OF EUROPE June 2015. Factsheet – New technologies. Strasbourg: Council of Europe. 



(20)49). However, by virtue of Article 17 of the ECHR (prohibition of abuse of rights), the ECtHR has 
 announced, that expressions constituting hate speech or negate the fundamental values of the ECHR fall 
 outside the scope of protection of Article 10 (Delfi AS v. Estonia, 2015, para. 136). The ECtHR has also 
 reiterated that such defamatory and other types of clearly unlawful speech, including hate speech, can 
 be disseminated like never before, be globally accessible in a few seconds,  and sometimes remain 
 persistently online (Delfi AS v. Estonia, 2015, para. 110).  


Furthermore, freedom of expression is not an absolute right and can be subject to restrictions. However, 
 any restriction must comply with the criteria laid down in Article 10(2) of the ECHR (or Article 52 of 
 CFREU as regards interferences with Article 11 of the CFREU). 


First, any restriction must be prescribed by law; it must be accessible, clear and sufficiently precise in 
 order for individuals to regulate their behaviour accordingly (and avoid state interference) and it should 
 provide for sufficient safeguards against abusive restrictive measures, including effective control by a 
 court or other independent adjudicatory body.  Second, it must follow one of the legitimate aims 
 exhaustively listed in Article 10(2) of the ECHR; national security, territorial integrity or public safety, the 
 prevention of disorder or crime, the protection of health or morals, the protection of the reputation or 
 rights of others, preventing the disclosure of information received in confidence, or for maintaining the 
 authority and impartiality of the judiciary. Finally, the restriction must be necessary in a democratic 
 society, meaning proportionate. Notably it should be proven that the restriction is a result of a pressing 
 social need and that it is the least restrictive means for achieving the legitimate aim of the measure 
 (Handyside v. the United Kingdom, 1986, para. 48; Observer and Guardian v. the United Kingdom, 1991, 
 para. 59).  


Any restriction must be in accordance with the ‘rule of law’: 


‘The rule of law is a principle of governance by which all persons, institutions and entities, public 
 and private, including the state itself, are accountable to laws that are publicly promulgated, 
 equally enforced, independently adjudicated and consistent with international human rights 
 norms and standards. It entails adherence to the principles of supremacy of law, equality before 
 the law, accountability to the law, fairness in applying the law, separation of powers, 
 participation in decision making, legal certainty, avoidance of arbitrariness and procedural and 
 legal transparency’ (Korff, 2014, p. 10).  


The three-step test in Article 10(2) is also part of other international human rights law pertaining to 
freedom of expression such as Article 19 of the International Covenant on Civil and Political Rights 
(ICCPR).   



(21)49). However, by virtue of Article 17 of the ECHR (prohibition of abuse of rights), the ECtHR has 
 announced, that expressions constituting hate speech or negate the fundamental values of the ECHR fall 
 outside the scope of protection of Article 10 (Delfi AS v. Estonia, 2015, para. 136). The ECtHR has also 
 reiterated that such defamatory and other types of clearly unlawful speech, including hate speech, can 
 be disseminated like never before, be globally accessible in a few seconds,  and sometimes remain 
 persistently online (Delfi AS v. Estonia, 2015, para. 110).  


Furthermore, freedom of expression is not an absolute right and can be subject to restrictions. However, 
 any restriction must comply with the criteria laid down in Article 10(2) of the ECHR (or Article 52 of 
 CFREU as regards interferences with Article 11 of the CFREU). 


First, any restriction must be prescribed by law; it must be accessible, clear and sufficiently precise in 
 order for individuals to regulate their behaviour accordingly (and avoid state interference) and it should 
 provide for sufficient safeguards against abusive restrictive measures, including effective control by a 
 court or other independent adjudicatory body.  Second, it must follow one of the legitimate aims 
 exhaustively listed in Article 10(2) of the ECHR; national security, territorial integrity or public safety, the 
 prevention of disorder or crime, the protection of health or morals, the protection of the reputation or 
 rights of others, preventing the disclosure of information received in confidence, or for maintaining the 
 authority and impartiality of the judiciary. Finally, the restriction must be necessary in a democratic 
 society, meaning proportionate. Notably it should be proven that the restriction is a result of a pressing 
 social need and that it is the least restrictive means for achieving the legitimate aim of the measure 
 (Handyside v. the United Kingdom, 1986, para. 48; Observer and Guardian v. the United Kingdom, 1991, 
 para. 59).  


Any restriction must be in accordance with the ‘rule of law’: 


‘The rule of law is a principle of governance by which all persons, institutions and entities, public 
 and private, including the state itself, are accountable to laws that are publicly promulgated, 
 equally enforced, independently adjudicated and consistent with international human rights 
 norms and standards. It entails adherence to the principles of supremacy of law, equality before 
 the law, accountability to the law, fairness in applying the law, separation of powers, 
 participation in decision making, legal certainty, avoidance of arbitrariness and procedural and 
 legal transparency’ (Korff, 2014, p. 10).  


The three-step test in Article 10(2) is also part of other international human rights law pertaining to 
 freedom of expression such as Article 19 of the International Covenant on Civil and Political Rights 
 (ICCPR).   


As stated explicitly in Article 10 of the ECHR, the protection comprises only interferences by public 
 authorities.8 Any limitation of the right introduced by private actors therefore does not constitute an 


‘interference’, in a strict legal sense, of Article 10.  


It follows that states must abstain from interference with individuals’ freedom of expression and 
 information that does not meet the criteria laid down in Article 10(2) of the ECHR (negative human 
 rights obligations).  


However, Article 10 also places positive human rights obligations  on the state. Thus, the effective 
 exercise of freedom of expression may require positive state measures in order to secure an effective 
 human rights protection between private parties. A such, state responsibility for human rights violations 
 may be invoked in cases where the state has failed to enact appropriate domestic legislation to ensure 
 human rights protection in the realm of private actors (VgT Verein Gegen Tierfabriken v. Switzerland, 
 2001, para. 45). It is here decisive, whether the state has struck a fair balance between concurring rights 
 e.g. between the private actor’s right to conduct a business and the right to freedom of expression and 
 information of the end-user (Delfi AS v. Estonia, 2015, para. 138ff.). The scope of this obligation will 
 inevitably vary, having regard to the diversity of situations in states, the difficulties involved in policing 
 modern societies and the necessary choices in terms of priorities and resources. Moreover, the 
 obligation must not be interpreted in such a way as to impose an impossible or disproportionate burden 
 on authorities (Rees v. the United Kingdom, 1986, paras. 35-37). Regard must also be taken to the kind 
 of expressions at stake; their capability to contribute to public debates, the nature and scope of the 
 restrictions, the ability of alternative venues for expression and the weight of countervailing rights of 
 others or the public (Appleby and Others v. the United Kingdom, 2003, paras. 42-43 and 47-49).9


We will return to the Delfi ruling in section E.2. below, including some of the challenges and 
 contradictions it entails. First, however, an examination of some of the measures and standards related 
 to online limitations of freedom of expression.  


2.  Online Limitations to Freedom of Expression and Information 


Limitations to online content can take various forms, from technical measures that prevent access to 
 certain content, such as blocking and filtering, to inadequate guarantees of the right to privacy and the 
 protection of personal data, which inhibit the dissemination of opinions and information (La Rue, 2011, 
 para. 28). Content regulation is a complex field: 


‘Today the disabling of access to and the removal of illegal content by providers of 
 hosting services can be slow and complicated, while content that is actually legal can 
 be taken down erroneously. 52.7% of stakeholders say that action against illegal 
        


8 This is contrary to Article 19 of the ICCPR, which does not explicitly mention ´public authorities´. For an account of 
 the drafting history of Article 19 and a discussion of whether private actors may (in a soft law sense) ´interfere´ 


with freedom of expression see LAND, M. 2013. Toward an International Law of the Internet. Harvard International 
 Law Journal, 54.  


9 For further elaboration, see also COUNCIL OF EUROPE & EUROPEAN COURT OF HUMAN RIGHTS 2011. Positive 
obligations on member States under Article 10 to protect journalists and prevent impunity. 



(22)content is often ineffective and lacks transparency’ (European Commission, 2015, 
 para. 3.3.2) 


As mentioned, this study focuses on restrictions in individuals’ right to freedom of expression and 
 information caused by measures that either remove the content (take-down), or disable end-users’ 


ability to access it (blocking and filtering). The terms are often used interchangeably and without any 
 precise definition. In the following, ‘blocking’ refers to technical measures taken to prevent users from 
 accessing specific websites, IP addresses, and domain name extensions. ‘Filtering’ refers to technical 
 measures used to exclude pages containing certain keywords or other specific content from appearing 
 when the end-user searches for information. ‘Take-down’ refers to situations where content is removed 
 from webpages at the request of the owner of the content, a victim hereof, or public authorities on 
 behalf of such, such as e.g. the notice-and-take-down procedure described in the Delfi-case (Delfi AS v. 


Estonia, 2015, para. 13).10  


Generally speaking, filters are used to limit end-users’ access to certain material and websites based on 
 the content of the site, while blocking denies access based on the website’s URL. Whereas take-down in 
 principle may be applied to target a specific piece of information, blocking and filtering are generally less 
 targeted due to their automated nature. The study will not deal with the technical specifics of these 
 different measures, but will focus on the limitations to freedom of expression and information that arise 
 from their use.11


While self-regulation is frequently praised as an effective tool to redress illegal or harmful speech on the 
 Internet, for instance, by the four rapporteurs on freedom of expression from the UN, OSCE, 
 Organization of American States (OAS) and the African Commission on Human and Peoples’ Rights 
 (ACHPR)  (United Nations Special Rapporteur on Freedom of Opinion and Expression et al., 2011), it 
 entails a number of human rights and rule of law challenges. 


Scholars have repeatedly warned against the many practical as well as principal problems related to 
 blocking, filtering and take-down of content (Kuczerawy, 2015, Callahan et al., 2009, Tambini et al., 
 2008, McIntyre, 2010). As summarised by Korff, blocking is inherently likely to produce (unintentional) 
 false positives (blocking sites with no prohibited material) and false negatives (when sites with 
        


10Take-down procedures (often referred to as ´Notice-and-take down´ or the broader term ´Notice-and-action´) 
 derives from Article 14 of the E-commerce directive. Despite several attempts, no common EU standards for these 
 procedures exist. In January 2012, the European Commission announced an initiative on ‘notice-and-action’ 


procedures in the Communication on e-commerce and other online services (COM(2011) 942 final). Up till now, 
 the consultation has not led to any tangible results. See KUCZERAWY, A. 2015. Intermediary liability & freedom of 
 expression: Recent developments in the EU notice & action initiative. Computer Law & Security Review: The 
 International Journal of Technology, 31, 46-56.


11 For further elaboration on these technologies see for example ‘Beyond Denial, Introducing Next-Generation 
 Information Access Control' in DEIBERT, R., PALFREY, J., ROHOZINSKI, R., ZITTRAIN, J. & OPENNET, I. 2010. Access 
 controlled: the shaping of power, rights, and rule in cyberspace, Cambridge, Mass., MIT Press, DEIBERT, R. J., 
 PALFREY, J., ROHOZINSKI, R. & ZITTRAIN, J. (eds.) 2008. Access Denied : the practice and policy of global Internet 
 filtering, Cambridge, Mass.: MIT Press, p. 57, TAMBINI, D., LEONARDI, D. & MARSDEN, C. T. 2008. Codifying 
 Cyberspace : communications self-regulation in the age of internet governance, London; New York, Routlegde. P. 


120ff., the OpenNet Initiative (ONI), https://opennet.net/ and Herdict, www.herdict.org/. 
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