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HOW TO USE THIS  GUIDANCE


This Private Security Supplement 
 provides in-depth information on 
 the private security sector for those 
 involved in the process of developing 
 a National Action Plan (NAP) on 
 business and human rights. It serves 
 as a thematic supplement and should 
 be read in conjunction with the 


“National Action Plans on Business 
 and Human Rights Toolkit: 2017 
 Edition” (hereafter: the Toolkit) of the 
 International Corporate Accountability 
 Roundtable (ICAR) and Danish 


Institute for Human Rights (DIHR). 


It is a tool for States and other human 
 rights stakeholders, such as national 
 human rights institutions (NHRIs) 
 and civil society organisations (CSOs) 
 as well as private security providers 
 (PSPs) themselves,1 to evaluate the 
 human rights risks and impacts of 
 ongoing and potential private security 
 operations and services.


Given the elevated risks of human 
 rights impacts related to private 
 security, States should give special 
 consideration to this sector within the 
 framework of their NAP on business 
 and human rights. This Supplement 
 highlights specific human rights risks 
 and impacts related to private security. 


The Supplement also provides insight 
 and guidance on the analysis of 


existing legal frameworks and policy 
 responses, with a view to initiation of 
 new laws, policies, and practices that 
 respond specifically to the human 
 rights risks presented by the private 
 security industry. 


Following an overview on human 
 rights and the private security 


industry, the Supplement’s guidance 
 consists of two main elements:


• The “NAP process” section in 
 3.1. supplements Section 2.1 of 
 the Toolkit. It assists in mapping 
 the specific parts of government 
 that play a role in private security 
 governance and oversight, and 
 which therefore should contribute 
 to the drafting of the NAP. 


Additionally, it provides suggestions 
 for identifying and consulting with 
 external stakeholder groups and 
 communities when addressing 
 private security in NAPs. 


• The “National Baseline 


Assessment” (NBA) template in 
 Section 3.2 supplements the wider 
 National Baseline Assessment 
 Template in Annex A of the Toolkit 
 and should be used together 
 with the full NBA template. A 
 National Baseline Assessment is 
 a tool to determine the status of 
 implementation of the UN Guiding 
 Principles on Business and Human 
 Rights (UNGPs). Concretely, it 
 allows the user to analyse legal 
 and policy gaps in the protection 
 of human rights by the State. In 
 this way, it serves to inform the 
 formulation and prioritisation of 
 actions in a NAP.   


The topics and suggestions in this 
Supplement are not exhaustive. The 
private security governance focus of 
each NAP should be based on the 
respective NBA and the pertinent 
issues identified therein. 
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1. INTRODUCTION


The private security industry has grown 
 significantly over the past several 
 decades. Private security personnel 
 outnumber police personnel in many 
 countries across the globe.2  


According to recent numbers, there 
 are 5 million employees of private 
 security companies registered in Africa3, 
 2.5 million in Latin America and the 
 Caribbean,4 and 2 million in Europe.5
 It is difficult to determine the full size 
 of the private security market due to 
 a large number of providers working 
 within grey and black markets. Due to a 
 real or perceived increase in insecurity, 
 security functions that were traditionally 
 considered a State prerogative are 
 increasingly undertaken by a range of 
 private actors, especially where the 
 demand cannot be met by public forces.  


New security needs, such as maritime 
 security in the face of piracy and 
 electronic surveillance for private 
 business, have additionally driven the 
 industry to offer services that were not 
 previously provided by the State. This 
 has occurred against the backdrop of 
 a general trend towards privatization 
 of public service, which includes 


decreased budget and personnel for 
 armed forces and public security in 
 many States. The factors contributing 
 to the growth of private security vary 
 by region and State. Key drivers are 
 high levels of foreign investment, in 
 particular the presence of extractive 
 industries; situations of recent or 
 current armed conflict; or weak public 
 governance, leading to a lack of trust 
 in public security institutions. Other 
 factors may include: a larger and richer 
 middle class interested in protecting 
 personal and business assets; terrorist 
 threats; and high levels of crime.6  7
 The UN Guiding Principles on 


Business and Human Rights (UNGPs) 
 articulate the obligations of States 
 to protect human rights and the 
 responsibilities of businesses to 
 respect human rights.8 This duty 
 to protect applies with regard to 
 all business entities, including 
 private security providers (PSPs). 


States thus have an obligation to 
 implement regulatory and legislative 
 measures to ensure PSPs respect 
 human rights. However, States face 
 many complications in doing so. The 
 landscape of the industry is varied: for 
 example, domestic private security 
 industries provide guarding services 
 for malls, banks and private property; 


The private security industry is made up of entities of various forms, ranging from 
 multinational companies to individual contractors. In regulating the industry, the State 
 will have to define private security providers and set out what type of entities and services 
 are covered for the purpose of its legislation. This definition will depend on the national 
 context and the services performed within the boundaries of a respective State.7


In this Supplement, the terms “private security industry” will be used when referring 
 to the sector, and “private security providers” (PSPs) when referring to the individual 
 entities. These terms encompass all entities that provide private security services for 
 commercial gain, regardless of their structure, legal status, the exact type of services 
 they provide or the designation they give themselves. These terms also allow for the 
 inclusion of personnel who are contracted directly by client companies, but who work as 
 private security providers (“in-house security”). The definition should be understood to 


Definition
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governments engage private security 
 services to manage detention and 
 migration centres; and international 
 private security companies execute 
 contracts with multinational 


corporations to protect operational 
 sites on a global scale. This means 
 the State is tasked to regulate an 
 industry that is not homogenous. 


Additionally, the type of human rights 
 risks that need to be addressed may 
 differ heavily depending on operating 
 context and services provided.9


State obligations vary based on the 
 exact nature of the PSP’s operations 
 in relation to the State. Broadly, the 
 State may fall into three roles:10
 Home State


If the State is home to the 


headquarters of the private security 
 provider, its laws and regulations 
 should address the registration, 
 authorization and oversight of PSPs.


Territorial State


States on which territory PSPs operate 
 (be they a national or an international 
 company) should dispose of laws 
 and regulations that address the 
 registration, authorization and 
 oversight of PSPs.


Contracting State 


When the State contracts private 
 security services, it should use 
 its economic influence to ensure 
 respect for human rights.11 This 
 may be done through contractual 
 provisions, procurement laws or other 
 mechanisms for exerting leverage 
 over PSPs. 


These different roles may overlap. In 
cases where the State or State-owned 
companies owns or controls PSPs, 
increased diligence is expected.12 
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 The inclusion of the private security 


sector within NAPs on business and 
 human rights is essential, considering 
 the sector’s heightened human rights 
 risks due to its complex structures and 
 high-risk operating environments and 
 activities. While the private security sector 
 in many cases plays a positive role in 
 fulfilling security needs in a professional 
 manner and providing employment, the 
 heightened risks in such operations mean 
 that careful oversight and governance by 
 States is crucial. 


This Supplement was created with 
 these factors in mind, with the goal of 
 providing additional considerations for 
 NAPs in relation to the private security 
 sector. The Supplement first gives an 
 in-depth analysis of private security and 
 the potential human rights challenges 


posed by this sector, emphasising the 
 importance of strong human rights 
 protection and regulation. This section 
 also outlines the initiatives that have 
 been developed so far to clarify and 
 further the protection of human rights. 


The NAP Process section and National 
 Baseline Assessment template give 
 an overview of laws, policies and 
 government measures that must be 
 considered in order to appropriately 
 include the private security industry in 
 a NAP on business and human rights. 


Each role that the State may fulfil vis-
 à-vis the private security industry – i.e., 
 home, territorial, or contracting State 
 – requires different laws and policy 
 initiatives to comply with human rights 
 obligations; correspondingly, these varied 
 roles involve a varying set of government 
 The State obligation to protect against the abuse of human rights by business actors 
 applies to the actions of companies domiciled and operating within its jurisdiction. The 
 UNGPs set forth that while there is no general requirement on States to regulate the 
 extraterritorial activities of businesses domiciled in their territory or jurisdiction, States 
 are not prohibited to do so if there is a recognized jurisdictional basis. There are strong 
 policy reasons for home States to set out clearly the expectation that businesses respect 
 human rights abroad, especially where the State itself is involved in or supports those 
 businesses, which includes ensuring predictability for companies by providing coherent 
 and consistent messages, and preserving the State’s own reputation. In addition, Guiding 
 Principle 7 articulates the need for the State to take further measures including of extra-
 territorial reach in relation to business operations in conflict zones.13  


Furthermore, States may engage their own responsibility with regard to wholly or 


partially State-owned or -controlled entities. On a related note, the Montreux Document 
 stipulates that home States should provide for criminal jurisdiction over serious crimes 
 committed by private military and security companies (PMSC) personnel abroad and 
 that States should cooperate with investigating or regulatory authorities. States should 
 therefore clarify their national legislation when PMSCs are based in one state but 


operating abroad. In this respect, national legal frameworks still carry significant gaps in 
 regulation pertaining to jurisdiction.14


Extraterritoriality
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• Civil society organisations (CSOs): 


CSOs can assist in the NAP process 
 in myriad ways. For instance, CSOs 
 may organise grassroots campaigns 
 around rights issues, represent 
 vulnerable and marginalised groups 
 in the country context, raise issues to 
 the attention of the government and 
 NHRIs and monitor ongoing crises. 


CSOs may contribute input to the 
 NAP development process, as well as 
 participate in ongoing monitoring of 
 NAP implementation. In the context 
 of private security, CSOs representing 
 human rights defenders, women 
 and other marginalised groups may 
 give voice to concerns that otherwise 
 may not be captured in the NAP. This 
 Supplement can provide CSOs with 
 useful information for engaging in this 
 process. 


• Private security providers (PSPs): 


PSPs may take an interest in the 
 NAP development process, since 
 such policies have direct impact on 
 these providers. PSPs have industry 
 insight which can prove useful 
 when developing mitigation and 
 prevention strategies. Additionally, 
 such participation can give PSPs more 
 ownership over the NAP process. 


In conjunction with the Toolkit, this 
 Supplement provides PSPs with an 
 overview of key actors in the NAP 
 development process, issues of 
 particular relevance and information 
 on the National Baseline Assessment. 


PSPs can also find information on 
 relevant industry standards and 


voluntary initiatives for promoting and 
 protecting human rights in the private 
 security sector. 


departments. Since a diverse array of 
 business entities needs to fit under 
 the same legal framework, the laws 
 need to be inclusive enough to cover 
 all potential services that PSPs 
 provide. 


In parallel, specialised tasks may 
 fall under other sorts of laws and 
 regulatory authorities, such as use of 
 certain weapons or data collection and 
 surveillance. In order to capture these 
 particularities in each context, the 
 development of an NBA ahead of the 
 initiation of a NAP is crucial. 


Since NAP development is a largely 
 State-led process, the information in 
 this Supplement is primarily relevant 
 to governmental actors such as: the 
 offices and agencies responsible for 
 private security regulation; the bodies 
 responsible for overseeing the NAP; 


and other ministries or government 
 bodies. However, the information in 
 the Toolbox and this Supplement can 
 also provide valuable information to 
 other actors, including but not limited 
 to: 


• National human rights institutions 
 (NHRIS): NHRIs have unique insight 
 into the overall rights situation in the 
 given country context and can help 
 guide the NAP process. They can 
 also assist with monitoring of NAPs. 


In the context of private security, 
NHRIs often have knowledge about 
the particular human rights issues 
related to security and PSPs. This 
Supplement can provide NHRIs 
with the information necessary 
to coordinate with the relevant 
government bodies in the NAP 
process. 
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2. HUMAN RIGHTS  AND THE PRIVATE  SECURITY 



INDUSTRY


Security is an essential prerequisite 
 for safe and prosperous societies 
 where people can exercise their right 
 to development and fully enjoy the 
 spectrum of human rights. Therefore, 
 security has long been the prerogative 
 of the State and is an essential public 
 service. When privatizing essential 
 public services, the State needs to take 
 specific care that such privatization does 
 not diminish human rights protections. 


Though privatization in and of itself 
 is neither encouraged nor prohibited 
 by international human rights law,15
 privatization of essential services does 
 raise concerns about changes in their 
 accessibility and affordability. 


Thus, privatization of public services 
 needs to be done in a manner that does 
 not preclude access to these services, 
 which could increase inequality or 
 diminish service quality.16 Where public 
 services have been partially or fully 
 privatized, States should monitor 
 and regulate the conduct of private 
 actors to ensure that they do not abuse 
 or prevent the fulfilment of human 
 rights.17 Thus, where PSPs deliver such 
 essential services, States have a clear 
 obligation to ensure they are subject to 
 strict regulations that impose relevant 
 standards for equitable service delivery. 


Additionally, privatization is not a way 
 for the State to discharge its human 
 rights obligations. 


The UNGPs firmly establish the 
 responsibility of business enterprises, 
 including PSPs, to comply with and 
 respect applicable legislation and 
 internationally recognised human rights 
 standards, applying the higher standard 
 where differences between local laws 
 and international standards exist. 


Businesses must address human rights 
 impacts that they cause or contribute to; 


additionally, enterprises should seek to 
 prevent or mitigate adverse impacts that 
 are directly linked to their operations, 
 products or services through business 
 relationships.18 Effective regulation, 
 oversight and accountability 


mechanisms need to account for these 
 different situations. Though in practice 
 the exact type of involvement may be 
 difficult to distinguish, NAPs should 
 consider the myriad ways PSPs may 
 relate to rights abuses and formulate 
 corresponding regulation, oversight and 
 accountability strategies.


The private security industry generates 
 a number of particular risks associated 
 with causing, contributing or being 
 linked to actual and potential adverse 
 human rights impacts. Firstly, the 
 various services provided by PSPs 
 carry inherent risks due to their nature. 


Security and protection services 
 include the potential to use force and 
 in some cases the need to carry arms. 


Security providers may also exercise 
 control over freedom of movement 
 and, by extension, access to livelihoods; 


this may be the case, for example, 
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when securing hospitals and public 
 infrastructure or managing detention 
 centres and checkpoints. When PSPs 
 handle private data, they also carry risks 
 associated with citizens’ right to privacy. 


Secondly, the nature of security 


services may, even more so than other 
 commercial activities, require a level 
 of confidentiality, often for commercial 
 reasons or operational efficiency. This 
 complicates oversight and control. 


Thirdly, the industry frequently operates 
 in complex and volatile environments 
 with high risk levels. In some cases, 
 PSPs work within complex security 
 arrangements (e.g., presence of 
 multiple actors, such as public, private 
 and in-house security forces). The 
 UNGPs recognise that there is an 
 increased risk of being complicit in 
 gross human rights abuses in conflict-
 affected situations and urge business 
 enterprises to address this risk by 
 treating it as a legal compliance issue.19  
 Since due diligence requirements 
 stemming from the UNGPs should 
 be determined by context, States 
 may require companies to conduct 


heightened due diligence in conflict 
 areas.20


Against this backdrop, it is crucial that 
 States ensure strong regulation of the 
 private security industry and address 
 this industry in their legislation and 
 policies, including in NAPs on business 
 and human rights.


Fourthly, the importance of ensuring 
 human rights compliance of private 
 security providers is amplified by their 
 potential involvement in contentious 
 situations involving other business. 


For example, private security providers 
 have been involved in situations where 
 communities clash with an extractive 
 company which has contracted the PSP. 


This has resulted in accusations of 
 private security providers intimidating, 
 threatening and harming human rights 
 defenders engaged in conflict with 
 multinational companies. This shows 
 that through their services, PSPs may 
 not only directly cause negative human 
 rights risks and impacts, but may also 
 contribute to abuses by others. 


- In Peru, human rights defenders who stood up against an extractive company were 
 allegedly subject of surveillance and intimidation by a private security company.21


- In the United States, female staff of a private security provider working at an airport were 
 subjected to structural harassment, bullying and deprivation of basic hygienic facilities 
 such as a toilet.22


- Israeli checkpoints which are manned by contracted private security have caused 
 disruption to enjoyment of rights by impeding access to work, hospitals and markets and 
 generally infringing on freedom of movement.23


- In Papua New Guinea, an Australian offshore detention centre managed by a private 
 security provider has been accused of multiple abuses of detainees’ human rights, 
 including failure to prevent sexual assault between detainees and failure to provide 
 adequate healthcare.24


- A private security guard at a university campus in Durban, South Africa shot and killed a 
 student in an altercation that is suspected to be based on political convictions.25


Examples and case studies of human rights impacts of the private security industry
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2.1. INTERNATIONAL  STANDARDS RELEVANT  TO HUMAN RIGHTS AND  PRIVATE SECURITY


At present, aside from the application 
 of the main international human 
 rights treaties and humanitarian 
 law (where relevant), there is no 
 internationally binding treaty or 
 convention specifically regulating 
 the use of private security or private 
 military and security companies 
 (PMSC) operations.26 However, the 
 obligation of the State to ensure 
 that the private security industry 
 respects human rights has prompted 
 a number of international initiatives. 


Such initiatives aim to set standards 
 to regulate and oversee the private 
 security industry, as well as clarify 
 States’ obligations and companies’ 


responsibilities with respect to human 
 rights. 


The “Montreux Document on 
 pertinent international legal 
 obligations and good practices for 
 States related to operations of private 
 military and security companies 
 during armed conflict” (hereafter: 


the Montreux Document) reaffirms 
 existing legal obligations of States, 
 articulating how international law 
 applies to the activities of private 
 military and security companies 
 (PMSCs) during armed conflict. Part 
 II of the Document sets out good 
 practices for PMSC regulation, which 
 are also applicable outside of armed 
 conflict.27 These good practices aim to 
 assist states with the implementation 
 of human rights law and international 
 humanitarian law related to PMSCs 
 in national laws and regulations, 


including with regard to licensing, 
 registration and monitoring of 
 companies.28  


The International Code of Conduct 
 for Private Security Providers (ICoC) 
 sets out human rights standards 
 for PSPs when they operate in 
 complex environments. The ICoC 
 references the UN Protect, Respect 
 and Remedy framework,29 and, being 
 negotiated at the same time as the 
 development of the UNGPs, aligns 
 with some of its principles. In order 
 to ensure effective governance and 
 oversight of implementation of this 
 voluntary code of conduct, an external 
 independent mechanism was set up 
 in February 2013, in the shape of the 
 multi-stakeholder International Code 
 of Conduct Association (ICoCA). The 
 purpose of ICoCA is “…to promote, 
 govern and oversee implementation 
 of the International Code of Conduct 
 and to promote the responsible 
 provision of security services and 
 respect for human rights and national 
 and international law in accordance 
 with the Code.”30   


In further efforts to facilitate 


integration of human rights standards 
 into industry operations, industry 
 management systems were developed 
 for the private security industry, 


based on the ICoC, the Montreux 
 Document and UNGPs.31 These efforts 
 culminated in a global ISO standard, 
 ISO 18788.32 The development of 
 these standards was industry-driven, 
 with a certain amount of involvement 
 of governments and other 


stakeholders. They are the first third-
party auditable management system 
standards with human rights at their 
core, which makes their development 
and utility of wider interest. 
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Undertaken by auditing bodies 
 accredited by national certification 
 bodies, certification attests that the 
 given PSP has incorporated human 
 rights standards into its systems and 
 processes.


Of further relevance for PSPs are 
 the Voluntary Principles on Security 
 and Human Rights (VPs). This 
 multi-stakeholder initiative sets out 
 principles for the extractive industry, 
 a major client pool of PSPs, to ensure 
 human rights-compliant security 
 arrangements. Established in 2000, 
 the VPs facilitate cooperation of 
 governments, extractive companies 
 and civil society in maintaining the 
 safety and security of extractive 
 operations. These principles 


require an operating framework that 
 ensures respect for human rights 
 and fundamental freedoms.33 As 
 such, they aim to integrate human 
 rights standards into the contracting 
 relationship between the extractive 
 company and the PSP. 


The above-mentioned instruments 
have, to a large extent, translated 
human rights obligations of States 
(within the Montreux Document) 
and human rights responsibilities 
of companies (within the ICoC, ISO 
standard, and VPs) into industry-
specific standards. By adhering to or 
joining these initiatives, States can 
make strides towards human rights 
implementation. In addition, these 
initiatives provide useful guidance to 
help States develop their NAP and 
align their policies and laws with the 
UNGPs, especially with regards to 
PSPs.
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2.2. CHALLENGES TO  APPLYING HUMAN  RIGHTS STANDARDS  TO THE PRIVATE 



SECURITY INDUSTRY 


Regulation and oversight of the 
 private security industry is often 
 insufficient at the national level.34  
 Where national legal frameworks 
 do exist, implementation is often 
 thwarted by several challenges, 
 such as the absence of a dedicated 
 government body with sufficient 
 resources that has responsibility for 
 the monitoring of compliance with 
 the law.35 Different characteristics of 
 the private security industry that are 
 particular to the sector should be 
 considered when addressing human 
 rights compliance.  


Domestic and extraterritorial 
 markets 


Most countries host a sizeable 
 domestic private security industry 
 which delivers security to private 
 property, businesses and persons. 


Services primarily include 


guarding and surveillance, whether 
 electronically or through physical 
 presence. Often, private security 
 personnel are not allowed to carry 
 firearms.36 For example, in Africa, 
 the majority of PSPs are domestic 
 companies without any role in 
 addressing international security 
 issues or providing military services.37
 In Latin American and the Caribbean, 
 the private security industry consists 
 predominantly of companies which 


focus on tasks that are not of a 


military nature.38 Several international 
 PSPs which conduct international 
 operations are headquartered in 


Europe; however, markets in European 
 countries mostly focus on domestic 
 services.39  


Though it is self-evident that the 
 guard in a local shopping mall in a 
 stable State is not the same as the 
 employee of a PSP operating in a 
 conflict zone, the distinction between 
 a domestic and internationally 


operating PSP is not always clear. In 
 legislation, very few States distinguish 
 these actors or address extraterritorial 
 activities of private security providers 
 at all.40


In policy discussions on this topic (and 
 in current NAPs, as will be further 
 addressed in section 2.3), the focus 
 is usually on large multinationals 
 operating abroad in complex 
 environments. Indeed, the UNGPs 
 acknowledge the increased risk of 
 complicity in gross human rights 
 abuses in conflict-affected situations 
 and urge business enterprises to 
 address this risk by treating it as a 
 legal compliance issue. 41


States should be mindful of 
ensuring respect for human rights 
by domestic PSP companies; even in 
the absence of conflict and fragility, 
States must take care to protect the 
rights of individuals, communities, 
PSP personnel and clients. Setting 
standards and requirements for 
the sector should be done in a 
holistic manner to cover the entire 
industry and create a level playing 
field where human rights-compliant 
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PSPs are not undercut by unfair 
 price competition.Additionally, PSPs 
 operate in many contexts which do not 
 experience armed conflict, but which 
 nevertheless merit close attention 
 due to their complexity. PSPs adapt 
 depending on their clients’ needs 
 and the local operating environment. 


Thus, legislation and policy must 
 take into account the human rights 
 risks and impacts associated with 
 different security-related activities 
 and operating contexts. In doing so, 
 laws and policies should be suitable 
 to apply to all PSPs registered or 
 operating in the State, regardless 
 of the nature of their operations 
 or the location of their operations. 


Equally, States should consider the 
 extraterritorial application of laws to 
 PSPs domiciled in their jurisdiction 
 when they are operating abroad, 
 in line with the UNGPs (see Box 2: 


Extraterritoriality, in section 1).42  
 Other barriers to accountability and 
 justice 


The corporate structures of PSPs, the 
 particularities of their activities and 
 their theatres of operation may form 
 barriers to accountability and access 
 to remedy. States should consider 
 specific measures in relation to these 
 characteristics in order to ensure 
 appropriate and effective remedies for 
 abuses of human rights involving private 
 security providers within their territory 
 or jurisdiction.  


To begin, the State of jurisdiction may 
 not be clear due to the transnational 
 nature of PSPs. For instance, a PSP 
 operating outside of its home State 
 may be involved in an incident that 


requires legal action. The territorial 
 State may be unable or unwilling to 
 take the case if, for example, the rule 
 of law is severely diminished or regular 
 court systems are not accessible. In 
 such instances, victims may look to the 
 State where the PSP is domiciled in 
 order to access justice. Allowing victims 
 in other countries to access courts in 
 the domicile State, including through 
 extraterritorial application of laws, is 
 crucial for ensuring accountability and 
 access to remedy. 


Additionally, opaque corporate 
 structures may limit or fully prevent 
 liability. Parent companies, especially 
 multinational corporations, often avoid 
 facing consequences for the actions 
 of subsidiaries or sub-contractors. 


States should ensure that a duty of 
 care between parent and contracting 
 companies exists, as well as enact 
 laws which require transparency of 
 companies with regard to their parent-
 subsidiary and liability structures. 


This would align with mandatory due 
diligence obligations that have started 
to appear in regulations and laws.43
The complexity and plurality of security 
arrangements can also make it difficult 
for victims to establish the identity 
of the person or company that may 
have abused their rights, as well as 
the hierarchical structure which can 
either hold the abuser accountable or 
be held accountable in the abuser’s 
place. Companies may have multi-
layered security arrangements. For 
example, an extractive company may 
have: agreements in place with the 
host State to ensure the presence of 
public security forces (e.g., police) in 
the operating area; direct employment 



(15)15
 of security personnel to guard the 
 operational premises; and contracts 
 with private security contractors 
 for perimeter protection. This is 
 complicated further when PSPs sub-
 contract local or informal security 
 actors. In such complex situations, 
 there may be the perception that public 
 forces are part of company’ security 
 arrangements. 


Additionally, security personnel working 
 directly for the extractive company may, 
 in the eyes of local actors, be confused 
 with private security contractors or vice 
 versa. In the case of an incident, victims 
 may have a difficult time identifying 
 the exact nature of the security forces 
 and who such forces work for (e.g., the 
 company, the State, the PSP). 


In situations with such plurality, the 
person or company responsible, their 
State of origin and the appropriate 
remedial mechanisms may be hard to 
identify. States should remove these 
barriers to justice by stipulating rules 
on uniforms and badges, requiring 
strict reporting that specifies persons 
involved in incidents (including 
incidents with subcontractors) and 
applying a broad concept of liability in 
accepting jurisdiction when a link with 
one of the involved security providers 
can be established.
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2.3. STATE OF PLAY: 



PRIVATE SECURITY  GOVERNANCE IN  EXISTING NAPS


As of October 2019, only 4 States 
 specifically address the private 


security industry in their business and 
 human rights NAPs, namely Norway, 
 Switzerland, the United Kingdom and 
 the United States).44


Two key observations can be made in 
 this respect:


1: The range and diversity of 
 services, operating areas and 


spectrum of human rights risks that 
 may be posed are not reflected 
 in any of the NAPs; rather, the 
 focus is on the operations of PSPs 
 abroad and/or in conflict areas (for 
 more details, see the box below). 


This means the NAPs focus on 
 extraterritorial situations and do not 
 address thriving domestic private 
 security industries. 


Additionally, there are a variety of 
 situations in which PSPs operate 
 which do not amount to armed 
 conflict but nevertheless merit 
 close monitoring due to a high 
 risk of human rights abuses and/


or absence of the rule of law. 


Such environments should not 
 fall outside the scope of the NAP 
 if they do not fall into the States’ 


definition of ‘conflict’ or ‘complex’ 


environment. Thus, in order for 
 NAPs to encompass all actual and 
 potential human rights impacts 
 associated with the private security 
 industry, the scope should be 
 broadened.  


2: States should be especially 
 mindful to propose innovative and 
 practical steps forward.45  None of 
 the 4 NAPs include steps to improve 
 policy measures or accountability 
 by taking actions that are specific, 
 measurable, achievable, relevant 
 and time-bound (SMART), nor do 
 they identify a budget to strengthen 
 private security regulation and 
 oversight.46


The Norwegian NAP states that “there is an increasing demand from the business sector 
 for dialogue and cooperation with the public authorities on security, risk assessment and 
 corruption in conflict areas and demanding markets in these areas… Security personnel 
 hired to protect Norwegian interests, whether private or public, pose a potential 


problem. States that hire private security guards must ensure that these comply with the 
 state’s obligation to protect against human rights violations. The Voluntary Principles on 
 Security and Human Rights and the International Code of Conduct for Private Security 
 Service Providers are useful guidelines for private business enterprises on how best 
 to ensure their security.” Switzerland includes in its NAP the provisions of the Federal 
 Act on Private Security Service Abroad, which requires ICoCA membership for PSPs 
 operating abroad in complex environments. The United States requires conformance 
 with ICoC in its DoD contracts and ICoCA membership in good standing for DoS WWP II 
 contracts. With the ICoC applying in complex environments, this effectively only regards 
 operations abroad. The United Kingdom mentioned certification of PSCs in its 2013 NAP, 
 though it should be noted that certification standards are written to apply in complex 
 environments.


Coverage of private security governance by NAPs
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3. HOW TO 



INCLUDE PRIVATE  SECURITY 



GOVERNANCE IN  NAPS


This section provides guidance for 
 the inclusion of private security 
 governance concerns in NAPs. This 
 relates to the development processes 
 of both a NAP in itself and a National 
 Baseline Assessment (NBA). This 
 section is informed by interviews with 
 practitioners and experts currently 
 or previously involved in NAP 
 development processes.  



3.1. PRIVATE SECURITY  IN NAP: PROCESS


This part of the guidance points out 
 specific stakeholders that can provide 
 information on the private security 
 sector. It also highlights certain topics 
 that relate to particular human rights 
 risks and that should be considered 
 when prioritising the topics in the NAP 
 related to private security. 


3.1.1. MAPPING OF GOVERNMENT 
 BODIES


Government bodies play a critical 
 role in developing, monitoring and 
 improving NAPs. Different government 
 bodies and agencies may interact 
 with the private security industry; 


the various roles and responsibilities 
 that the State may have as the home, 
 territorial and/or contracting State each 
 imply different policy and regulatory 
 obligations. Additionally, the variety 
 of services and types of PSPs may in 
 turn require the expertise of different 
 government bodies and agencies 
 in order to adequately develop an 
 effective strategy for overseeing such 
 services and providers.  Some of these 
 government bodies and agencies may 
 not have been previously engaged 
 in a business and human rights NAP 
 process.


States are advised to set up a 
 coordinating mechanism between 
 different government branches, such as 
 an intra-governmental working group 
 (also: cross-departmental advisory 
 group or coordination committee) 
 which meets periodically throughout 
 the NAP development process. In this 
 way, States can ensure the involvement 
 of all relevant ministries.47 The relevant 
 departments, offices and authorities 
 responsible for private security 


regulation should be key stakeholders 
 in these groups. States usually have a 
 regulatory authority which has primary 
 responsibility for the private security 
 industry; this authority is often situated 
 in the Ministry of Interior, but may 
 also be found within the police, in an 
 autonomous body, within regional 
 governments or elsewhere. 


Other ministries or governmental 
bodies may play an important role by 
contracting PSP services or holding 
responsibility for certain areas that 
relate to private security operations, 
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such as labour rights or detention 
 management. These may be different 
 in each context, depending on the 
 human rights issues identified by the 
 NBA. Thus, careful mapping is critical 
 for ensuring that all relevant bodies of 
 government with a role towards PSPs 
 have been included. 


Key issue areas to consider when 
 mapping government bodies
 In considering relevant government 
 bodies, those involved in developing the 
 NAP should consider certain issue areas 
 where gaps in legislation and regulation 
 of private security providers can pose 
 elevated human rights risks:


• Inadequate procurement criteria 
 that favour the cheapest contract, 
 including extremely low pay and 
 exploitative working hours of PSP 
 personnel,48  have been identified as a 
 crucial factor leading to human rights 
 abuses by PSPs.49 Procurement officers 
 and contract managers, ideally with 
 specific expertise on private security 
 contracting, should be consulted to 
 ensure the UNGPs are fully onboarded 
 in procurement processes and that 
 criteria to incentivise compliance 
 with human rights are included in 
 contracts. Those engaged in creating 
 the NAP should consider which parts 
 of government contract PSPs, such 
 as the Ministry of Defence, local or 
 federal authorities, hospitals, schools, 
 public transportation companies or 
 transportation hubs.  


• Within a highly male-dominated and 
 traditionally masculine industry, the risk 


of gender-related human rights risks 
 and impacts is potentially even higher 
 than within other sectors,50 including 
 cases of sexual- and gender-based 
 violence. For instance, PSP personnel 
 may harass female community 


members near operations or abuse 
 and discriminate against female staff. 


Gender policies issued by the regulatory 
 authority may play an important role 
 in raising awareness and promoting 
 compliance, as was the case with the 
 Colombian regulator in developing 
 policy and proposing training regarding 
 gender equality in the PSP sector.51


• Regulations and measures regarding 
 ownership and licensing of weapons 
 can have a strong influence on the 
 protection of the rights of affected 
 individuals by ensuring that weapons 
 use by PSPs is restricted and 


safeguarded through training, control 
 and reporting requirements. Training on 
 the use of force should include a use 
 of force continuum and clear standard 
 operating procedures (requiring, among 
 other things, information on specific 
 weapons that can prevent escalation 
 and the prohibition of others which 
 cause unnecessary harm). Coordination 
 with public security forces should be 
 required for all operations potentially 
 needing to use force. In several States, 
 a specialised agency or committee is 
 responsible for licensing and control 
 of weapons. Such agencies, as well 
 as branches of police that coordinate 
 with PSPs, should be consulted and 
 included in the NAP process.  


• PSP services that include surveillance 
and data collection may have 
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 implications for the right to privacy, 


and such data can be misused to 
 abuse other human rights. PSPs are 
 increasingly involved in data collection 
 and storage, including biometric data, 
 metadata and sensitive information.52
 Access to or sharing of this data by 
 companies raises concerns about 
 the protection of privacy.53 Although 
 States are increasingly adopting data 
 protection regulations and establishing 
 data protection authorities, few effective 
 legal frameworks exist. Moreover, their 
 application to PSPs is unclear. Where 
 in existence, data protection authorities 
 or their equivalent should be consulted 
 to ensure inclusion of PSPs in their 
 regulatory efforts.  


• In a number of countries, detention 
 and migration centres are increasingly 
 operated by PSPs,54 which has raised 
 a myriad of human rights concerns 
 related to treatment of detainees and 
 of migrants. Issues include access to 
 healthcare and prevention of abuse 
 between detainees or migrants under 
 PSP control.55 Contractors often do 
 not have experience in delivering 
 services to refugees or migrants.56
 Rules on whether or not detention can 
 be outsourced and, if so, under what 
 safeguards and regulations, are highly 
 necessary.57 In addition to laws on 
 detention, operating procedures may 
 be issued by agencies responsible for 
 detention policy or immigration policy, 
 often housed in the Ministry of Interior 
 or equivalent.  


• With regard to PSPs hired by extractive 
 industries, the government body 


responsible for land distributions or 
 mining concessions may have a role 
 to play. These bodies are particularly 


important to involve regarding the 
 forced displacement of communities 
 and evictions imposed as a result 
 of land concessions for company 
 operations, and in relation to the 


protection of human rights defenders.58
 States implementing human rights 
 obligations with respect to the private 
 security industry may need to develop 
 or revise legislation related to the 
 industry and the above mentioned 
 subjects, since in many States such 
 national laws and regulations are not yet 
 in existence or incomplete.59 In some 
 cases, the drafting of proposed law or 
 the drafting of regulation and policy 
 on the topic have been delegated to a 
 private security regulatory authority or 
 specialised parliamentary committees. 


In these instances, the authority or 
 committee should be included in the 
 NAP development process. 


Specialised public bodies 
 Further specialized bodies may, 
 depending on each context, have an 
 important role to play. NHRIs can 
 provide significant support for the NAP 
 process, including on issues related 
 to private security. Though not yet 
 common practice, in some countries 
 NHRIs have started to play an important 
 role in the governance of the private 
 security industry.60 The Latin American 
 Federation of the Ombudsman (FIO) 
 has launched a pilot project in which 
 a number of member NHRIs are 
 assessing how they could strengthen 
 their work with regards to the protection 
 of human rights around PSP operations. 


NHRIs can provide information, build 
expertise and awareness on the topic, or 
even receive complaints against PSPs, 
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strengthening the role of the NHRI. 


There are 48 States which adhere to 
 the OECD Guidelines for Multinational 
 Enterprises and have set up a National 
 Contact Point (NCP). NCPs have an 
 informative as well as a mediatory 
 and reconciliatory role.61 In the past, 
 complaints have been brought to such 
 NCPs regarding abuses by PSPs of the 
 OECD Guidelines human rights chapter. 


Thus, NCPs should also be considered 
 within the framework of the NAP 
 process in countries where they exist. 


3.1.2. MAPPING OF KEY EXTERNAL 
 STAKEHOLDERS TO ENGAGE WITH 
 AND INCLUDE IN THE PROCESS
 A wide range of external stakeholders 
 with knowledge of the private security 
 industry should be involved during the 
 NAP development process and within 
 consultations conducted as part of the 
 NBA. Guidance for such involvement is 
 set out by the Toolkit.62 Consultations 
 can help set priorities in terms of the 
 most serious human rights concerns 
 for inclusion in the NAP. Stakeholders 
 affected by private security operations 
 should also be included in the 


framework for monitoring and reporting 
 on implementation of the NAP. 


Relevant external stakeholders may 
 include the following. 


Communities and civil society 
 representatives


The involvement of stakeholders from 
 communities and civil society has been 
 linked to more legitimate and credible 
 processes and NAP outcomes. This 
 involvement can result in better insight 
 into: how existing policies relating to 


human rights and the private security 
 industry affect local communities; how 
 to address concerns relating to the 
 private security industry; and how to 
 build and strengthen the relationship 
 between State officials and other 
 stakeholders. Such input can facilitate 
 future implementation, buy-in and 
 feedback.63 With operations in complex 
 or conflict areas, where State oversight 
 is limited, the State will need input 
 from a wide variety of actors to be able 
 to adequately map the activities and 
 impacts of the sector.


Due to the variety of services provided 
 by PSPs, the rights-holders that may be 
 affected and the rights impacted can be 
 very diverse. Operations are not always 
 confined to one place. Additionally, 
 States should consider that the industry 
 impacts individuals and groups within its 
 jurisdiction, but also people outside of 
 its borders when operations take place 
 abroad. This makes it hard to identify a 
 clear group of stakeholders that would 
 represent all potentially impacted 
 rights-holders.


Though few CSOs focus exclusively 
on the private security sector, 
organisations working on a range of 
security and human rights topics may 
provide helpful information detailing 
the presence, operations, local 
challenges and human rights risks of 
the private security industry. In order 
to ensure that a useful cross-section 
of stakeholders is involved, the NAP 
process could include NGOs working on 
private security governance, business 
and human rights, women’s rights, 
the extractive industry, human rights 
defenders, land rights, immigrant and 
refugee rights, digital rights and security 
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 sector reform. Additionally, existing 


networks or initiatives that support 
 private security regulation may indicate 
 which organisations have knowledge 
 and interest on the topic. For example, 
 the Private Security Governance 


Observatory is a network of CSOs from 
 all over sub-Saharan Africa which have 
 knowledge on the topic.64 Also, the CSO 
 members of ICoCA are often a good 
 resource.65 In-country working groups 
 on the Voluntary Principles on Security 
 and Human Rights may be a starting 
 point to gather key stakeholders and 
 information related to security and 
 human rights in the extractive sector. 


Additionally, community representatives 
 may provide crucial information on 
 challenges and rights abuses that may 
 occur in different communities around 
 company sites. 


Engagement with CSOs, community 
 representatives and experts should 
 not just take place within the State 
 developing the NAP; corporations 
 domiciled within the State might also 
 operate and have human rights risks 
 and impacts in other countries and 
 those should be covered as well.  In 
 doing so, the NAP process should 
 engage external representatives such 
 as embassies. It may be that a PSP 
 operates in many different countries 
 – in that case, the home State could 
 prioritise contexts with a high level of 
 human rights risks. 


Gathering information on the security 
 context and engagement with key 
 stakeholders will allow the State to 
 understand the landscape of the private 
 security industry and the potential 
 impacts on human rights. Such actors 
 can provide input for the National 
 Baseline Assessment, in particular for 


identifying current gaps in protection. 


Most countries also have academics, 
 think-tanks or research organisations 
 that are experts on the theme of 
 security governance, if not on private 
 security specifically. 


Special care should be taken to include 
 marginalised groups in society whose 
 rights might be affected by PSPs, 
 especially those who due to historical 
 discrimination and exclusion may not 
 be appropriately represented in other 
 organisations or institutions. Such 
 examples include: women’s rights 
 organisations, indigenous people, 
 minorities, disabled people, human 
 rights defenders and representatives 
 of populations in detention and 
 immigration centres.66


PSPs, industry associations, trade 
 unions


Involving the private security industry in 
 the NAP process will foster an inclusive 
 process ensuring that the industry 
 is aware of policy and regulatory 
 developments. Such inclusion also 
 allows the industry the opportunity to 
 provide input on how the UNGPs can 
 be implemented in their sector. This 
 can get industry leaders ‘on board’ 


and help foster a ‘race to the top’, thus 
 increasing the level of implementation 
 by the industry while at the same time 
 addressing potential human rights risks 
 and impacts on PSP personnel. 


Additionally, involving the sector may 
help to capitalise on the positive role of 
PSPs in supporting security delivery in 
a professional manner. In some States, 
this has been formalised into public-
private partnerships where police and 
PSPs cooperate in certain areas.
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From a company perspective, a 
 proactive engagement within the 
 NAP development process will be 
 an opportunity to take ownership of 
 UNGP implementation. Though the 
 NAP is a State policy document, it 
 could contain specific business-led 
 action if businesses voluntarily propose 
 or commit to these. PSPs could 


proactively propose actions, designed 
 in conjunction with the State and 


relevant stakeholders, which contribute 
 to realising compliance with their own 
 responsibilities.


Within existing initiatives to set 


standards for the private security sector, 
 the industry has participated actively 
 through representatives of companies 
 or industry associations. This has been 
 the case in the drafting process of the 
 Montreux Document, the International 
 Code of Conduct and the applicable 
 ISO standards. Companies have also 
 engaged in setting their own internal 
 codes of conduct or human rights 
 policies. 


States can draw on these examples 
 to involve active and representative 
 industry players. In some countries, 
 involvement will be easier due to a high 
 level of organisation within industry 
 associations or trade unions. In others 
 it may be more challenging to find 
 representatives for the industry. In 
 either case, States should reflect on the 
 diversity of the industry by including 
 representatives of multinationals and 
 companies operating domestically; 


SMEs and larger entities; and PSPs with 
 different types of services.


PSP employees and trade unions also 
 have an interest in the NAP process. A 
 number of human rights risks related to 


the private security industry concern the 
 rights of private security personnel. 


Exploitative wages, long shifts, lack of 
training and equipment that endanger 
safety, and cultures of harassment 
(including sexual harassment) have 
been noted in the industry, with 
particular risks in sub-contracted 
businesses. Therefore, the inclusion of 
trade unions in the NAP development 
process is imperative. If unions do not 
exist, States should make an effort to 
identify staff representatives for specific 
companies. 
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 Though some governments and private security actors have been involved in setting 
 standards based on human rights, particularly the UNGPs, a strong awareness of 
 the relevance of the UNGPs within the industry is not widespread. When mapping 
 stakeholders to include in the NAP development process, it can therefore be helpful 
 to consider which actors and organisations can assist with capacity building, awareness 
 raising, training and monitoring.  


CSOs are in a unique position to play a monitoring role and can provide invaluable 
 support to wider dissemination of human rights standards and responsibilities (e.g., 
 through human rights training for companies and communities). CSOs can also advocate 
 for better compliance or put salient risks on the public policy agenda. Although CSOs 
 can play a key role in oversight and accountability of the private security sector, relatively 
 few currently do so. States and other actors may consider CSOs currently engaged in 
 such efforts, as well as those with the capacity and interest in strengthening their role in 
 this regard. 


Actors involved in the NAP development process may also consider how to strengthen 
 or create wider awareness-raising initiatives and guidance on companies’ human 
 rights responsibilities, as well as how to integrate these responsibilities into business 
 operations. In doing so, they should consider which organisations, agencies, institutions, 
 nonprofits and/or other groups would be helpful in such endeavours. Building and 
 identifying networks and partnerships can prove especially helpful. For instance, actors 
 involved in NAP development may consider activities such as: additional training for 
 PSPs on human rights, led by CSOs or PSPs; networks of CSOs with expertise on the 
 topic that can play a role in disseminating information, raising awareness and building 
 capacities; or a central collection of publicly accessible registers with information on the 
 industry and PSPs, set up by State authorities and supported by PSPs and CSOs.


Capacity building, awareness raising and training
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The following “National Baseline Assessment” (NBA) template supplements the 
 wider National Baseline Assessment Template in Annex A of the Toolkit and should be 
 used together with the full NBA template. A National Baseline Assessment is a tool to 
 determine the status of implementation of the UN Guiding Principles on Business and 
 Human Rights (UNGPs). Concretely, it allows the user to analyse legal and policy gaps in 
 the protection of human rights by the State. In this way, it serves to inform the formulation 
 and prioritisation of actions in a NAP. 



3.2. PRIVATE SECURITY IN NAP:  



NATIONAL BASELINE ASSESSMENT


States and key external stakeholders should assess whether legal and policy frameworks 
 that adequately protect against private security industry-related human rights abuses are 
 in place. States should also assess the extent to which these laws and policies contribute 
 to preventing such abuses. 


International Soft 
 Law Instruments
 UNGP 1 


• Has the State declared support for the “Montreux Document 
 on pertinent international legal obligations and good practices 
 for states related to operations of private military and security 
 companies during armed conflict”?


• Does the State participate actively and engage in the Montreux 
 Document Forum?


• Has the State signed, engaged with, or otherwise endorsed:


•  The International Code of Conduct for Private Security 
 Service Providers (ICOC) and its Association  


(ICoCA);


•  The Voluntary Principles on Security and Human Rights 
 Initiative (VPI); 


•  A national-level Voluntary Principles Working Group; and/or


•  ISO standards ISO 18788 and ISO 27008, or corresponding 
 national standards?


1. Legal and Policy Framework


1.1 International, Regional, and Other Standards 


Existence and 
 implementation 
 of recommenda-
 tions by interna-
 tional bodies
 UNGP 1


• Has the State received recommendations from country reports of 
 the UN WG on Mercenaries, concerning the protection of human 
 rights in respect to the activities of the private security sector? 


• If yes, what progress has been made on their implementation? 


• Has the State received recommendations within the UPR process 
 regarding the private security industry? 


• If yes, what progress has been made on their implementation?
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 Implemen-


tation of the 
 UNGPs


UNGP 1 and 2 


• If the State has developed a NAP on BHR, does the NAP 
 include policy commitments on the private security industry? If 
 yes, what are those? 


• Has the State provided information on human rights to the 
 PSPs through its regulatory authority? 


• Has the State encouraged accreditation of certification bodies 
 and certification of private security providers by human rights-
 based industry standards?


• Has the State set out clear statements on the expectation 
 that all private security companies (including those based in 
 or operating in its territory and/or jurisdiction, as well as those 
 contracted by the State) respect human rights? If so, have such 
 statements been fully disseminated to relevant government 
 agencies (including foreign embassies and consulates)?


International 
 legal initiatives
 UNGP 1


• Has the State participated in international efforts to develop a 
 binding instrument on private security regulation through the 
 UN Working Groups?67 If so, how?


National law 
 addressing the 
 private 


security indus-
 try, requiring 
 them to 


respect human 
 rights


UNGP 1, 2, 3, 9


• Is there a law in place addressing the private security industry 
 (PSP law)?


• If yes, does that law require PSPs to respect human rights? 


• Does this law include: 


•  Definition of services that may be provided by security 
 providers, as well as definition of what services are 
 prohibited; 


•  Jurisdictional scope of law, including extraterritorial 
 application; and/or;


•  Mandate for a regulatory entity to oversee 
 implementation of the law? 


• If the law established a regulatory entity, does its mandate 
 include any of the following: 


•  Keeping a registry of PSPs;


•  Granting licenses;


•  Monitor operational compliance; and/or


•  Addressing violations and abuses?


• If the entity has a mandate to grant licenses, does it apply 
 human rights criteria in the license process?


• Does the entity have adequate human and financial resources 
 to fulfil those tasks?


See also: DCAF Legislative Guidance Tool68


1.2 National Laws and Policies
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Due diligence 
 UNGP 2, 3


• Does the State provide any guidance or required methodology 
 for company due diligence processes specific to private security, 
 taking into account their high-risk operating environment, sub-
 contracting practices and (possible) extraterritorial operations? 


Labour
 UNGP 2, 3 


• Does PSP law or other laws and policies address the risk of 
 labour abuses of personnel, in particular regarding minimum 
 wage, respect of legally mandated working hours, the right to 
 unionise and protection of (sub-contracted) third-country na-
 tionals (TCNs)? 


• Are the regulatory authority and labour inspectorate mandated 
 to verify compliance of PSPs with labour standards?  


Vetting and 
 training


• Does the law include vetting requirements for employees, most 
 notably regarding serious human rights abuses, war crimes and 
 dishonourable discharge?


• Does a standardised training curriculum exist with a clear 
 human rights component?


• If yes, does it require the use of certified public and/or private 
 training schools and instructors to provide the training?


National Law and Policy – The following issue areas can in most cases be addressed in national 
 private security law, unless another law is mentioned, such as weapons or labour law. Alternatively, the 
 issues can be addressed in separate regulatory or policy documents.  


Human Rights 
 Policies 


UNGP 2,3 


• Do laws and policies require PSPs to formulate a human rights 
 policy? 


• Do the requirements for PSPs include a human rights risk and/


or impact assessment? 


• Are PSPs encouraged or required by the State to disclose their 
 human rights policies?


Occupational 
 health and 
 safety 
 UNGP 2, 3


• Are PSPs required to have occupational health and safety poli-
 cies in place? 


• Do such laws and policies cover use and provision of protective 
 gear and less lethal weapons?


• Do PSPs offer psychological care, and is such care required by 
 law?


• Do laws or policies prescribe safe and adequate facilities for 
women personnel?
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 Weapons


UNGP 2, 3


• Does national weapons law, in conjunction with PSP law, 
 outline limitations on the ownership, 


stockpiling, use and sale of weapons by PSPs and their 
 personnel? 


• Does weapons law provide rules surrounding the use, storage 
 and management of weapons by PSPs?  


• Does national weapons law explicitly seek to prevent illicit 
 weapons transfers?


Use of force 
 UNGP 2, 3


• Have rules on the use of force by private entities been clearly 
 outlined in law, including specific and clear limitations?


• Does the law outline situations in which use of force is allowed 
 for self-defence and defence of others? 


• Does PSP law or by-laws indicate a use of force continuum 
 for PSPs? Does PSD law or by-laws set corresponding training 
 requirements for PSP personnel? 


Corporate 
 ownership 
 UNGP 2, 3, 4 


• Has the State outlined limitations on how and to what extent 
 public security forces (e.g., military and police) can provide pri-
 vate security services? 


• Has the State clearly set requirements in relation to ownership 
 of private security by public officials?


 Procurement 
 UNGP 5, 6, 9


• Are laws and policies in place to ensure that the State only 
 contracts PSPs which show their compliance with human rights 
 and are fully licensed? 


• Are contracts with PSPs monitored by a responsible authority, 
 such as the procurement office, to ensure compliance with 
 contracting criteria?


• Has the State cancelled contracts with PSPs in cases of non-
 compliance?


• Are companies that have abused human rights provisions 
 banned from obtaining licenses and public contracts in the 
 future?


Corporate 
 disclosure and 
 reporting
 UNGP 2, 3 


• Are laws and policies in place that require PSPs to disclose 
 information on the size of the company, its ownership and the 
 nature and place of its operations? 


• Is such information provided, at minimum, to the regulatory 
 authority, if not to the public?


• Are laws and policies in place that require PSPs to report on 
their human rights impacts?



(28)28


• Does the State require a self-declaration form where PSPs 
 must identify prior human rights-related incidents when bidding 
 for public contracts?


• Does the State require ICoCA membership within its 
 procurement policies?


See also DCAF Contract Guidance Tool as well as DCAF scoping study on 
 procurement and contracting


Delivery of 
 public services 
 UNGP 5 


• Has the State adopted legislative or contractual protections 
 for human rights when using privatised security providers for 
 the delivery of essential public services69, such as policing, 
 managing detention or migration centres, maintaining 
 checkpoints or protecting critical infrastructure? 


• Is there a rigorous screening process for private providers of 
 essential public services, including exclusion from bidding of 
 those who abused human rights? 


• Have any adverse human rights impacts associated with the 
 delivery of public services by private security providers been the 
 subject of public reports? 


Human rights 
 defenders and
 whistle-blow-
 ers


UNGP 1, 25, 
 26


• Are laws and policies in place to protect human rights defend-
 ers and whistle-blowers, in particular from harassment or retalia-
 tion by private security providers?


See Supplement on Human Rights Defenders70


Gender


Human Traf-
 ficking 


• Have policies been developed to address gender-related 
 inequalities and sexual exploitation and abuse within the private 
 security sector? 


• Are gender-related human rights safeguarded in PSP law and 
 other applicable laws? 


• Are laws addressing sex- and labour trafficking in place that 
 apply to PSPs and their subcontractors? 


Privacy and 
 data protec-
 tion


• Are there legal limitations on the data collection practices of 
PSPs? 
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 NHRI  • Does the NHRI have a mandate to oversee actions of PSPs 


and/or a role in verifying if the regulatory authority is fulfilling its 
 mandate? 


Stakeholder 
 consultations 
 and engage-
 ment


UNGP 18


Client respon-
 sibility 


Conflict areas
 UNGP 7


• Are there legal and policy requirements for private security 
 providers to engage with local communities and local 


public security before, during and after the commencement 
 of operations to prevent and monitor impact on local 


communities? 


• Is it prohibited by law to contract private security that is not 
 licensed in accordance with the law? 


• Are special rules for operating in conflict areas outlined in law, 
 such as more 


stringent due diligence and IHL training?


According to Pillar II of the UNGPs, private security providers have the 
 responsibility to respect human rights and conduct adequate due diligence. 


States and key external stakeholders should assess to what extent private security 
 providers are fulfilling this responsibility and implementing human rights in their 
 policies and operations.


Commitment 
 to industry 
 standards or 
 multi-stake-
 holder initia-
 tives


UNGPs 11, 12, 
 13, 14 and 15 


2 Business Responsibilities and Commitments


• Are PSPs becoming certified to industry standards that are 
 based on human rights, such as ISO 18788 and ISO 28007, or 
 corresponding national standards?


• Are PSPs becoming certified by or becoming members of 
 other human rights-based industry initiatives, such as the 
 International Code of Conduct Association (ICoCA)?


• Are PSPs participating in other multi-stakeholder initiatives 
such as Working Groups on the Voluntary Principles on Security 
and Human Rights? 




    
  




      
      
        
      


            
    
        Referencer

        
            	
                        
                    



            
                View            
        

    


      
        
          

                    Hent nu ( PDF - 40 Sider - 4.92 MB )
            

      


              
          
            Outline

            
              
              
              
              
              
                              
    National Laws and Policies
                              
    ADDITIONAL RESOURCES
              
              
            

          

        

      
      
        
  RELATEREDE DOKUMENTER

  
    
      
          
        
            NATIONAL ACTION PLANS ON BUSINESS AND HUMAN RIGHTS TOOLKIT
        
      

        In the recommendation adopted in March 2016, the Committee of Ministers of the CoE recommended  that Member States “share plans on the national implementation of the UN

    
      
          
        
            NATIONAL HUMAN RIGHTS INSTITUTIONS AND ACCESS TO REMEDY IN BUSINESS AND HUMAN RIGHTS
        
      

        o  NHRIs might engage with business and industry actors directly with  the view to facilitating access to remedy for business-related human  rights abuses through, for example:

    
      
          
        
            ENHANCING ACCOUNTABILITY FOR SMALL-SCALE FISHERS
        
      

        3. Promote the Chilean National Action Plan on Business and Human Rights, and  generate public-private partnerships for the implementation of a sustainable  business activities,

    
      
          
        
            LESSONS FROM RESEARCH ON NATIONAL HUMAN RIGHTS INSTITUTIONS
        
      

        … By taking to task not only national  actors, but also international actors, for human rights violations,  the AIHRC is proof that a national institution committed to human 

    
      
          
        
            HUMAN RIGHTS IN DENMARKSTATUS 2014-15
        
      

        To monitor and report  on the human rights situation in Denmark is one  of the Danish Institute for Human Rights’ core  responsibilities as Denmark’s National Human 

    
      
          
        
            NATIONAL HUMAN RIGHTS INSTITUTIONS AS A DRIVING FORCE FOR SUSTAINABLE DEVELOPMENT
        
      

        Due to the synergies between the 2030 Agenda for Sustainable Development and human  rights instruments, NHRIs are contributing to the implementation and monitoring of the  SDGs

    
      
          
        
            SELECTED LIST OF ISSUES  ON THE UN CONVENTION  ON THE ELIMINATION OF  ALL FORMS OF 
        
      

        The Danish  Institute for Human Rights is the national human rights institution for Greenland  and works in close cooperation with the Human Rights Council of Greenland in  order

    
      
          
        
            HUMAN RIGHTS AND ECONOMIC GROWTH
        
      

        Furthermore, the empirical analysis aims at estimating the relationship between  freedom and participation rights and growth at a regional level. In order to capture  possible

      



      

    

    
            
            
      
  RELATEREDE DOKUMENTER

  
          
        
    
        
    
    
        
            20 YEARS OF BUSINESS AND HUMAN RIGHTS
        
        
            
                
                    
                    24
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            UNITED FOR HUMAN BEINGS AND  THEIR RIGHTS
        
        
            
                
                    
                    20
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            TESTIMONY OF TRAUMATIC POLITICAL EXPERIENCES: THERAPY AND DENUNCIATION IN CHILE (1973-1985)
        
        
            
                
                    
                    28
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Human Rights Documentaries as Representational Practice
        
        
            
                
                    
                    12
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Posthuman Rights
        
        
            
                
                    
                    12
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Global Tales | Globale fortællinger • Vol. 2
        
        
            
                
                    
                    318
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Civil Society and Human Rights as Part of the Neoliberal Narrative
        
        
            
                
                    
                    19
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            SOCIAL JUSTICE FOR ALL
        
        
            
                
                    
                    14
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

      


              
          
            
          

        

          

  




  
  
  
    
      
        Company

        	
             Om os
          
	
            Sitemap

          


      

      
        Kontakt  &  Hjælp

        	
             Kontakt os
          
	
             Feedback
          


      

      
        Juridisk

        	
             Vilkår for brug
          
	
             Politik
          


      

      
        Social

        	
            
              
                
              
              Linkedin
            

          
	
            
              
                
              
              Facebook
            

          
	
            
              
                
              
              Twitter
            

          
	
            
              
                
              
              Pinterest
            

          


      

      
        Få vores gratis apps

        	
              
                
              
            


      

    

    
      
        
          Skoler
          
            
          
          Emner
                  

        
          
                        Sprog:
            
              Dansk
              
                
              
            
          

          Copyright 9pdf.org © 2024

        

      

    

  




    



  
        
        
        
          


        
    
  
  
  




     
     

    
        
            
                

            

            
                                 
            

        

    




    
        
            
                
                    
                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                    

                    
                        

                        

                        

                        
                            
                                
                                
                                    
                                

                            

                        
                    

                    
                        
                            
                                
  

                                
                        

                        
                            
                                
  

                                
                        

                    

                

                                    
                        
                    

                            

        

    


