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Abstract



Formål:
 De offentlige sektorer bliver verden over i højere grad digitaliseret med det formål at kunne 
 tilbyde mere effektive, brugervenlige og nemt tilgængelige ydelser. I forlængelse heraf er den danske 
 offentlige sektor meget fokuseret på digital forvaltning med målet om at blive en ledende aktør inden 
 for digitaliserede offentlige ydelser. Det politiske pres for at opnå dette mål kræver dog brugen af 
 private teknologiske kompetencer og ressourcer i form af IT-infrastrukturer (Third-party services). 

Det  offentliges  brug  af  disse  kompetencer  og  ressourcer  kan  medføre  en  negativ  påvirkning  af 
 borgernes privatliv, fordi private organisationers formål er at profitoptimere, hvilket også afspejles i 
 deres  brug  af  tredjeparts  overvågning  (Third-party  tracking).  Tredjeparts  overvågning  kombineret 
 med danske borgere, som er nødsaget til at være online for at modtage disse ydelser, kan i sidste 
 ende påvirke privatlivet negativt. Formålet med vores afhandling er derfor at undersøge niveauet af 
 tredjeparts  overvågning  på  offentlige  danske  hjemmesider  ved  at  kortlægge  det  eksisterende 
 økosystem af de tredjeparter som overvåger. Dette bidrager til en identifikation og forståelse af de 
 underliggende faktorer i økosystemet, samt hvordan tredjeparts overvågning kan påvirke privatlivet 
 negativt. 



Teori:
 Den teoretiske tilgang for vores afhandling er en redegørelse for relevante koncepter inden 
 for arenaen for tredjeparts overvågning i den danske offentlige sektor, hvor vi herved bidrager med 
 en  forståelse  af  de  omkringliggende  koncepter.  Først  redegør  vi  for  udviklingen  inden  for 
 digitaliseringen  generelt,  samt  indflydelsen  af  big  data,  algoritmer  og  nye  forretningsmodeller, 
 dernæst for struktureringen af den danske velfærdsstat, samt hvordan tillid er en afgørende faktor i 
 denne. Tredje del omhandler overvågning generelt, tredjeparts overvågning og forskning inden for 
 overvågning.  Fjerde  og  afsluttende  del  omhandler  de  mulige  implikationer  af  tredjeparts 
 overvågning,  altså  den  negative  påvirkning  af  privatlivet,  den  udfordrede  offentlige  digitale 
 forvaltning, samt ubalancen inden for overvågning.


Metode:
 Vores  primære  metodologiske  tilgang  er  baseret  på  et  casestudie,  da  vi  ønsker  at 
 undersøge det empiriske fænomen om tredjeparts overvågning på danske offentlige hjemmesider. 

Casestudiet  af  økosystemet  bidrager  med  en  dybdegående  forståelse  heraf,  da  den  tillader 
undersøgelsen af adskillige faktorer. Casestudiet udføres ved brug af den induktive metode, da vi 
undersøger  fænomenet  tredjeparts  overvågning  på  offentlige  hjemmesider,  hvortil  vi  kan  finde 
sammenhænge,  korrelationer  og  mulige  forklaringer  inden  for  dette.  Vi  forventer  således  at  sige 
noget generelt om økosystemet for tredjeparts overvågning på offentlige danske hjemmesider. Den 
induktive tilgang har været mulig ved brugen af WebXray-værktøjet, som har været kilden til vores 
primære  dataindsamling,  eftersom  WebXray  er  et Web  Crawling  Tool,  som  kan  identificere  de 
tredjeparter, som indsamler brugerdata og overvåger på hjemmesider. Den metodiske tilgang tager 
udgangspunkt  i  det  videnskabsteoretiske  perspektiv, Sociomateriality,  hvilket  tillader  os  at  forstå 
teknologien  med  dens  basale  egenskaber,  men  også  teknologien  i  forbindelse  med  forskellige 
aktører. Således bliver det muligt at undersøge, hvordan overvågning kan være med til at påvirke 
de forskellige, relevante aktører i økosystemet.
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Resultater
: Resultaterne af vores afhandling peger på, at der på nuværende tidspunkt forekommer 
 omfattende tredjeparts overvågning på danske offentlige hjemmesider, hvorfor det kan konkluderes, 
 at  danske  borgere  er  udsat  for  datalæk  (data  leak).  Vores  resultater  peger  endvidere  på,  at  de 
 kortlagte  økosystemer  er  meget  komplekse,  og  at  der  generelt  er  stor  tilfældighed  i  brugen  af 
 tredjeparts tjenester. I færre tilfælde har vi påvist en højere grad af konsistens i brugen, hvor vi i 
 andre  tilfælde  har  påvist  overdreven  brug.  Vi  fandt  lav  til  ingen  indikation  på  eksisterende 
 retningslinjer for brugen af tredjeparts tjenester, hvilket muligvis forklarer det omfattende niveau af 
 overvågning økosystemet. En mulig forklaring på det eksisterende datalæk kan være et resultat af 
 et  politisk  pres  for  at  digitalisere  den  offentlige  sektor,  som  har  medført  brugen  af  private 
 kompetencer  i  forsøget  på  at  opnå  et  tilfredsstillende  digitaliseringsniveau.  De  danske  borgeres 
 privatliv  kan  som  et  resultat  af  dette  påvirkes  negativt,  når  borgerne  anvender  danske  offentlige 
 hjemmesider,  da  borgeren  overvåges  uden  samtykke.  Vi  fremsætter  derfor  at  revurdere  den 
 offentlige digitale strategi til at inkludere klare retningslinjer for brugen af tredjeparts tjenester. Denne 
 afhandling peger altså på omfattende overvågning inden for den danske offentlige sektor, som kan 
 medføre et pres på privatlivet. Den kan derfor fungere som springbræt for fremtidig forskning samt 
 forskning inden for andre discipliner, såsom datalogi eller jura.

Digitalization, Politics, Public-Private partnerships, E-Government, Third-party services, Third-party 
 services, Tracking Ecosystem, Elements, Cookies, Data Privacy, Privacy, Consent 
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List of Key Definitions 


Word/Concept  Definition 


Web page  Online page that contains information. In the thesis, “web page” and “page” are used 
 interchangeably 


Third-party service 
 (hereafter: TPS) 


Program or service that provides third-party content for web pages. TPSs are also referred to 
 as third-party trackers, in the context of tracking on web pages 


Third-party tracking 
 (hereafter: TPT) 


Tracking of users on web pages by third-party services (third-party trackers) through HTTP 
 requests for content 


Third-party content  Content on a web page that is hosted by a third-party 
 Domain 


A domain is an online address and identification string. Pages have page domains. Elements 
 and cookies also request to domains, which (if operated by a third party) are called third-party 
 domains 


Element  A type of content on web pages that comes from either own servers or TPSs. Elements 
 include, but are not limited to, images, fonts and JavaScript code 


Cookie 


A small piece of data, which is set in the user's browser in order to track the user's browsing 
 activity. On web pages, cookies can be set by the web page itself or by TPSs, which are 
 present on the web page 


Consent  The user's permission to be tracked. If a user provides consent, he/she agrees to voluntarily 
 being subjected to information collection 


E-government  The process of delivering public services to citizens by using digital technologies 


Governance  The process of governing and overseeing a social system through regulations, norms or laws 


Ecosystem  A system of third-party trackers and web pages that contains different power structures and 
 relationships 


Ecosystem Cluster  A grouping of actors within the ecosystem, which have certain aspects in common 
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1. Introduction 


“Rather than look for a single needle in the haystack, his approach was, 


‘Let’s collect the whole haystack” … “Collect it all, tag it, store it. . . . And 
 whatever it is you want, you go searching for it.” 


Keith Alexander – Former NSA Chief (Nakashima & Warwick, 2013) 



(8)The Digital Age is upon us, where an increasingly bigger part of our everyday lives is digitalized, 
 tracked, and stored. The world has in the last decades undergone tremendous digital change, as we 
 are witnessing stronger computers and therefore more data collection and processing. The Internet 
 of  Things  (IoT)  has  on  top  of  this  led  to  a  connectivity,  making  global  devices  capable  of 
 communicating by exchanging data at a pace more rapid than ever before (Plesner & Husted, 2019). 


The rise of the internet, it’s infrastructure and accessibility has progressed this development even 
 further,  as  it  might  lead  to  positive  prospects  such  as  freedom  of  expression,  -assembly,  and  -
 association, which are essential values in a democratic society. Information technology has come to 
 play an essential role in this and is more evident than ever before (Trzaskowski & Sørensen, 2019).


As  a  result  of  the  digital  development  within  business  and  online  trade,  commercialization  of  the 
 internet  quickly  became  a  reality.  New  business  models  based  on  IT-infrastructure  development 
 started to emerge. The most recent and evident model is the “free-to-use” model, where access to 
 the  service  is  not  monetarily  based,  but  rather  paid  by  “presence”  on  the  service  through  being 
 exposed  to  ads  or  through  an  acceptance  of  personal  data  collection.  The  saying  “if  you  are  not 
 paying,  you  are  the  product”,  has  become  more  relevant  than  ever  before  (Whitman,  2018). 


Organizations  like  Google,  Apple,  Facebook,  Microsoft,  etc.,  were  pioneers  within  data  collection 
 and are superior within this business model. They instantaneously developed into what is known as 
 data monopolies, having an extensive presence on a great part of the world wide web as we know 
 it and are hereby capable of collecting extensive amounts of data (Uzialko, 2018). 


Data as a resource through tracking has become a “currency” to be exchanged between entities or 
 leveraged by the collector. The users of free services have become assets (Whitman, 2018). The 
 combination of the internet infrastructure, the IoT and the extensive adoption of smart devices has 
 led to large-scale data collection and processing of personal data. The data of today is worth more 
 than oil, which is why some call it “the oil of the digital era” (Parkins, 2017). Data collection and use 
 have several use-cases such as improving services, for prediction, for targeting, for profiling etc., 
 and  is  therefore  also  a  source  of  revenue.  It  is  here  interesting  to  reflect  on  the  trade-off  of  the 
 individual, as services are being improved and are often free to use, but data is expected as payment 
 in the transaction for the use of these services, which might intrude privacy and result in additional 
 implications for the individual. 


Data  has  become  essential  to  our  society  and  is  therefore  worth  more  than  ever  before,  which 
explains the extensive data collection that we are witnessing today. Increased surveillance of users 



(9)equals  more  data,  which  equals  increased  monetary  value.  Shoshana  Zuboff  has  labeled  this 
 development as surveillance capitalism. She argues that corporations, both public and private, are 
 collecting user data and using this for targeting purposes, which might be discriminating against the 
 basic rights of privacy. Furthermore, these actors, who are responsible for the mass surveillance, 
 can continue to do so, because little to none legal frameworks exist to regulate the activities of these, 
 the world is however becoming more aware of the issue. Surveillance capitalism is based on three 
 key  dimensions,  i.e.  firstly,  exploitation  of  multiple  data  sources  through  pervasive  surveillance, 
 secondly, the extraction occurs in a one-way relationship with little to no knowledge by the subject 
 in question, and lastly complex algorithmic analytics for processing purposes allowing for complex 
 modelling and psychographic profiling through big data analytics (Lyon, 2018; Zuboff, 2015). 


The complex models and psychographic profiles made by organizations through tracking, big data 
 and algorithmic processing can create accurate individual user profiles to be used for targeting, e.g. 


for marketing purposes. Dystopian consequences of these psychographic profiles could be medical 
 insurance being based on the complex modelling of data, resulting in very expensive insurance for 
 individuals who are genetically predisposed to certain diseases or governments or businesses using 
 data to impact or influence populations towards an objective.  


The latter has to some extent been the case. Just recently, the case of Cambridge Analytica (CA) 
surfaced, which was a major political scandal of tracking and stolen data without consent (Davies, 
2018). CA was a data-analysis firm specialized in psychographic profiling known as targeting. CA 
had collected data from 50 million Facebook users without their consent through a third-party app, 
giving CA a monumental amount of data from American Facebook users (Davies, 2018). Several 
political analysts argued that CA used this data to influence the 2016 American presidential election 
in favour of the winning candidate Donald Trump, by targeting specific users who were undecided 
and influencing them through extensive propaganda posts on Facebook (Wong, 2019). Influence of 
entire populations as seen with the CA-case, might therefore already to some extent be a reality and 
is a watershed moment in the importance of consent and the fundamental right to privacy through 
protection of personal data (Wong, 2019). This is however a contested science, as it is contested 
that  you  can  actually  “provide”  someone  with  an  opinion.  Privacy  might  be  challenged  with  the 
amount of data available online, which might result in individuals being subjected to opinions that 
were  initially  not  their  own.  Privacy  is  essential  to  a  democratic  society  and  should  therefore  be 
sustained. 



(10) Tracking and surveillance has for an extended period of time been a central topic, as Tim Libert 
 (2015) refers to former US senators, Alan Westin and Frank Church. In 1975 they expressed concern 
 about  nationwide  surveillance  by  the  National  Security  Agency  (NSA),  claiming  that  this  kind  of 
 surveillance  could  enforce  tyranny  towards  specific  groups  of  the  people  (Libert,  2015).  The 
 prediction of a society where an entity could overlook and survey the actions of its citizens, was also 
 predicted in the book 1984 by George Orwell. The dystopian novel describes a society, in which 
 heavy surveillance of the civilians is to ensure that the government can remain in control and uphold 
 its totalitarian powers. Even though the book belongs in fictional literature and was first published in 
 1949,  one  could  argue  that  it  is  more  relevant  than  ever  before  regarding  the  issues  of  today's 
 surveillance on the internet by both government entities and private organizations. 


While tracking is a central part of today’s internet use, we are however seeing a growing opposition 
 towards tracking of data day by day, as we are witnessing campaigning for the protection of privacy 
 (Wong,  2019).  The  General  Data  Protection  Regulation  (GDPR)  has  been  implemented  in  the 
 European Union (EU), which is a legal framework for regulation of data protection and privacy. The 
 purpose  of  the  GDPR  is  to  protect  privacy  of  the  data  subject,  i.e.  individuals  in  the  EU.  For 
 companies to be able to track you in the EU, you need to consent to the tracking, giving the individual 
 the right to opt-in or opt-out. 


There are several forms of tracking, from freely giving away data hereby gaining access to services, 
 to being tracked online from cookies. The tracking focus in this thesis is tracking performed by third-
 party services (hereafter: TPS) on web pages. When a user visits a web page, content on the web 
 page, such as an image, code or font, is requested from a TPS. In order to get this content, the web 
 page sends a hypertext transfer protocol request to the TPS, which is commonly referred to as a 
 HTTP request. Within this request, the TPS receives information about the visitor, and then sends 
 back the content to the web page in return. This further enforces tracking and gives the owners of 
 the TPSs even more data for profiling and targeting, without the user knowing that this data leakage 
 occurs. 


Tracking from third-party elements are currently not covered by the GDPR, and are nearly invisible, 
as TPSs do not need consent to track and to collect data (Cookiebot, 2020b). In other words, TPSs 
can track user behaviour and movement on the Internet, with less repercussion or governance, as 
they are hiding in plain sight.



(11)A single HTTP request is unlikely to result in user identification, but thousands of such requests 
 may be correlated to a given user. Such techniques happen on the servers of corporations and are 


largely hidden from analysts of client-side code. (Libert, 2015:3)


Third-party tracking (hereafter TPT) in combined other forms of tracking, is problematic, since the 
 information that leaks, allows for mapping user behaviour and actions across the Internet. A suitable 
 analogy for TPT on web pages is a mosaic, where one could  think of the information in a single 
 HTTP request as a small piece of coloured glass. When a lot of small pieces of coloured glass are 
 put together, they create the full mosaic. This is essentially what is happening to individual’s data in 
 TPT. The accumulated information about the same user from perhaps hundreds or thousands of 
 HTTP requests, could potentially become user identifiable information.


As  the  world  is  becoming  more  digitalized,  so  are  public  sectors.  Governments  are  becoming 
 digitalized,  to  more  effectively  accommodate  the  demand  from  society  and  technological 
 development,  i.e.  through  improved  IT-infrastructure,  accessibility  for  users,  etc.  The  use  of 
 digitalized technology to handle operations and deliver public services is known as e-government. 


Denmark  is  an  example  of  a  country  that  relies  on  e-government,  having  a  highly  digitalized  IT-
 infrastructure to accommodate public efficiency. In 2018, 93 out of 100 families in Denmark lived in 
 households with internet access. More and more Danes are using technology with internet access, 
 and it was found that 88% of the responders in a survey from 2018, claimed that they had looked 
 for,  downloaded  and  submitted  information  via  public  administrative  websites  and  online  portals 
 (Jakobsen,  Jensen  &  Tassy,  2018).  Denmark  was  in  2018  accredited  with  having  the  best 
 infrastructure for e-government in the world by the UN (Digitaliseringsstyrelsen, 2018). 


It is an integral part of the Danish public IT-strategy, to be a leading player in operating a digitalized 
public  sector.  The  Danish  government  has  however  acknowledged  that  it  does  not  possess  the 
necessary competences and skills internally to carry out the development and implementation itself, 
which  is  why  the  government  is  collaborating  closely  with  the  Danish  business  community 
(Datatilsynet,  2016).  This  collaboration  combined  with  a  political  pressure  enforced  by  the 
government upon the public sector to become digital and to be leading, might lead to implications in 
the collaboration between the public and private sector. The incentive of the private sector is primarily 
to profit from sales, which might clash with the goal of the public sector in a welfare state, which is 
to serve the users most efficiently (Omobowale, Kuziw, Naylor, Daar & Singer, 2010).  



(12)The increasing dependence on a digitalized public sector, where the public is “forced” to be online 
 to benefit from welfare services, combined with privately supplied IT-infrastructure and solutions with 
 the primary incentive for profit, might therefore cause discrepancies in the transaction, as the level 
 of governance might deviate (Omobowale et al., 2010). 


“It is clearly problematic that public authorities are forcing us to use services where information is 
 collected externally” (President of the IT-political association – Jesper Lund in Boye & Bredsdorff, 


2017) 


TPT has therefore become more relevant than ever before in the context of e-government, as some 
 public web pages contain potentially sensitive personal data. When user data then leaks to TPSs, 
 without the consent of the user, it could be harmful for the protection of privacy.


We therefore find it interesting to investigate the level of TPT on Danish public pages, and to map 
 the current TPT ecosystem on Danish public pages, leading to our research question section.



1.1 Research Question 


The primary purpose of this thesis is to present the existing nature of TPT of web pages that are 
 owned  and  operated  by  entities  in  the  Danish  public  sector,  e.g.  ministries,  regions,  etc.,  and  to 
 present a frame of understanding within the landscape of TPT. We are therefore by identifying the 
 extent  of  TPT  in  a  defined  segment  of  the  TPT  ecosystem,  able  to  explore  the  extent  of  data 
 exploitation with this segment


We furthermore wish to analyze the risks and consequences of large-scale data collection in a less 
 visible area, i.e. TPT on web pages. This allows for an understanding of how TPT creates a gap 
 between the fundamental right to privacy, hereunder the breach of informed consent and how this 
 might undermine democracy and personal freedom. 


This leads to the following research question: 
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1.2 Importance, Relevance & Motivation 


The  following  section  seeks  to  outline  the  importance  and  relevance  of  this  topic  to  the  existing 
 knowledge within the area of surveillance capitalism, and hereunder TPT. 



1.2.1 Public Body with a Private Skeleton; Private-public partnerships 

 As aforementioned, the Danish government is 

categorized  by  having  a  degree  of  e-
 government,  allowing  citizens  to  use  online 
 public  services  for  more  effective  processing 
 and  to  search  for  information  and 
 communicate with public entities in an online 
 setting.  Public  web  pages  operate  on  the 
 exact  same  internet  as  private  web  pages, 
 such as online stores, news portals and social 
 media.  However,  given  the  role  of  the 
 government and the public sector, public web 
 pages arguably carry increased responsibility 
 in  the  context  of  protecting  user  data.  This 


argument is enforced by Helles, Lomborg & Lai (2019), who propose that public web pages should 
 reduce the data collection from TPSs, because the primary purpose of these web pages is to serve 
 the citizens in a society, rather than increasing website traffic and monetizing from this. Figure 1 
 illustrates of how the different sectors and spheres are overlapping. 


The requirements and demands for the Danish public sector to embrace digitalization, including e-
government, is partly due to the fact that the institutions are under pressure from Danish policy and 



(14)decision makers as previously mentioned. The Agency for Digitisation (Digitaliseringsstyrelsen), an 
 agency within the Ministry of Finance, is in charge of the Danish government’s digitalization policies, 
 including  implementing  digital  welfare  technology  in  the  public  sector  (Digitaliseringsstyrelsen, 
 2020). In 2016, the Agency of Digitisation published its digital strategy for the period 2016 to 2020 
 under the name “A Stronger and More Secure Digital Denmark”. This strategy outlines the intentions 
 and  goals  of  the  Agency  for  Digitisation  regarding  the  digitalization  of  the  Danish  public  sector 
 (Digitaliseringsstyrelsen, 2016). 


The Agency for Digitalization emphasizes the wish that digital services of the Danish public sector 
 should meet the standards of accessibility and usability of the private sector: 


Today, we are used to seeing easy and rapid digital services from private businesses make a 
 positive difference in our lives. For example, when we can easily transfer money to each other via 
 our mobile phones, buy birthday presents on the internet, or check in and choose our seats in the 


aeroplane from home before we travel.  


It will be equally easy and quick to be in digital contact and have dealings with the public 
 authorities. This means, for example, that the individual self-service solutions and digital solutions 


(such as NemID and Digital Post) have to be user-friendly, up-to-date and of high quality 
 (Digitaliseringsstyrelsen 2016:21). 


  


This promise of the Agency for Digitisation is therefore a public sector matching the quality of the 
 private sector, which could increase the pressure on the public sector to rapidly enhance its digital 
 solutions and services. In order for the public sector to fulfill this task, the Agency for Digitisation 
 claims that there is a need for even more public-private partnerships (Digitaliseringsstyrelsen, 2016). 


This is an indication that the public sector is reliant on private competences to achieve its goals. This 
 could prove problematic or controversial given that the two parties might have conflicting interests. 


The public party in a public-private partnership must ensure that the outcome will provide benefits 
 for the citizens, such as health, safety, security and efficiency. However, the private party involved 
 is likely to be dominated by monetary interests (Omobowale et al., 2010). 


  


A  current  example  within  the  Danish  public  sector,  is  the  relationship  with  Singularity  University, 
which  is  an  American  think-tank  and  consultancy  firm  in  the  technology  sector.  The  founder  and 
CEO of Singularity University, Ray Kurzweil, who is also the director of engineering at Google, is a 
significant proponent of technological singularity; A hypothetical point in the future, where technology 
becomes so strong that its advancements will be irreversible and transform human life (Cadwalladr, 
2014). In 2016, Singularity University was invited by then Prime Minister of Denmark, Lars Løkke 



(15)Rasmussen, to speak about disruption at an inspirational meeting. This inspirational meeting was a 
 part of the initial processes of establishing the Disruption Council; A council formed by the Danish 
 government,  consisting  of  members  of  parliament,  leaders  of  labour  unions  and  CEOs  of  large, 
 private companies (Statsministeriet, 2017). 


  


Seeking  inspiration  and  guidance  from  a  private  organization,  like  Singularity  University,  could 
 potentially impact future decisions and policies within this area, due to the significant difference in 
 ideological  beliefs.  This  concern  was  exemplified  in  2019,  when  the  chairman  of  The  Business 
 Committee (Erhvervsudvalget) in the Danish Parliament, Lars Christian Lilleholt, directed a question 
 towards the Ministry for Industry, Business and Financial Affairs, as to whether the ministry had used 
 courses and workshops from Singularity University as a source of inspiration for the formulation of 
 digitalized legislation (Finansministeriet, 2019). The Minister of Finance, on behalf of the Agency for 
 Digitisation,  denied  this,  even  though  Singularity  University  was  invited  to  Denmark  by  the 
 government. 


The authorities may do so in a good sense because the purpose is to improve their services. But 
 they pay with the privacy of the citizens (Associate professor at IT University, Thomas Hildebrandt, 


2017) 


It is clear that the public sector wishes to be innovative and effective in the context of digitalization. 


However, for this to happen, private actors must be included in the process. We seek to understand 
 if the fast-paced digitalization of the public sector, with private actors playing a central role, could be 
 compromising for the rights to privacy on the internet. Given the size and scope of the digitalization 
 of the Danish public sector, it is a reasonable interest to ensure compliance with current and future 
 legislation.  


In 2017, the Danish Business Authority (Erhvervsstyrelsen) and the Agency for Digitisation published 
an official guideline explaining the policies for web pages of public authorities. In the document, it is 
stated that the Danish Business Authority in 2016 analyzed the respective web pages of 60 Danish 
municipalities and 12 public self-services. Based on the results, which are not specified, the Danish 
Business  Authority  deemed  that  there  was  a  need  to  create  a  guideline  for  the  use  of  cookies 
(Erhvervsstyrelsen, 2017). The guideline specifies that third-party cookies from social media, such 
as Facebook and Twitter, should only be activated when the user clicks on that element on the web 
page.  Furthermore,  the  guideline  specifies  that  users  should  be  able  to  access  self-services  and 
basic information, without being exposed to cookies from TPSs and that it is the responsibility of the 



(16)individual  public  entity  to  ensure  proper  governance  of  the  third-party  cookies  on  their  web  page 
 (Erhvervsstyrelsen, 2017). While the document is centered around tracking from third-party cookies, 
 there is no mention of the fact that these plugins still receive information about the user’s IP-address 
 and  so  forth,  even  without  the  use  of  cookies.  This  could  be  an  indication  that  more  tracking  is 
 happening than what is known by the Danish Business Authority. This further adds to the relevance 
 of our thesis, as we have already seen some coverage on TPT on Danish public web pages, but we 
 believe that there is more knowledge to be added to this topic. 


  


In a more recent case from February 2020, the Danish Data Protection Agency criticized the Danish 
 Meteorological  Institute  (DMI),  part  of  the  Ministry  of  Climate,  Energy  and  Utilities,  in  a  judicial 
 decision, for not processing user data in compliance with the GDPR. The criticism was rooted in the 
 fact that DMI did not obtain the users’ consent to share their information, i.e. forwarded IP-addresses 
 and  activities  on  the  web  page  to  Google  through  banner  advertisements  on  DMI’s  web  page 
 (Datatilsynet, 2020). The agency found that the information, which consisted of the IP-address, name 
 of website, type of browser and time of visit, could be characterized as personal information, as it 
 could be used to target individual users with personalized advertisements. The agency claimed that 
 this information could be retrieved from cookies. DMI changed the opt-out function and made it easier 
 for the user to reject cookies when entering the website. While rejecting cookies could lead to more 
 privacy, this type of information could also be retrieved through tracking from third-party elements 
 on web pages, which does not require the user’s consent. This is why TPT is problematic, and also 
 leaves the question on whether the current TPT should also be considered as noncompliant with the 
 GDPR. 


Public-private partnerships as stated above might therefore cause incompatibility between the digital 
 agenda  of  the  protection  of  the  individual,  as  private  parties  and  public  parties  have  a  conflict  of 
 interest.  We  therefore  find  the  subject  of  TPT  on  Danish  public  web  pages  both  important  and 
 relevant to study. 



1.3 Scope & Delimitations 


The following section is an account of our focus throughout the thesis. We are here accounting for 
our delimitation choices, as well as offering a description of the different approaches and decisions 
that have been taken. 
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1.3.1 Specific Arena of Tracking 


This thesis will be undertaking a national focus, hereunder a sole focus on the Danish Public web 
 pages. This focus has been chosen, as the Danish government wishes to be seen as a leader in 
 delivering public services through digital channels, also called e-government. In Denmark, the level 
 of welfare is seen as high, compared to the general benchmark of welfare, as the majority of public 
 services are free due to the entirety of the population paying an increased level of taxes (OECD, 
 2019).  


This  allows  for  higher  quality  of  security,  healthcare,  education  and  general  public  services. The 
 increasingly  digitalized  public  sector  allows  for  more  efficiency  within  public  services,  which  as  a 
 result should further improve the welfare of the state. We are therefore going to be focusing on the 
 digital public arena in Denmark, as tracking within this arena could potentially have consequences 
 for the privacy of the individual. This leads to the next section, which is the type of tracking that we 
 focus on.


  



1.3.2 Specific Type of Tracking 


Online  tracking  is  the  practice  of  collecting  data  about  an  individual's  online  behavior.  Several 
 different methods of tracking exist, e.g. freely given data to use a specific service, cookies on web 
 pages, analytics in general, etc. (Cookiebot, 2020a). All these trackers are governed by the GDPR, 
 meaning that consent is necessary for these trackers to collect data. We have chosen to focus on 
 third-party trackers, as these are not governed by the GDPR. Third-party trackers are services that 
 track users through requests from web pages for elements, such as images, fonts and code.  


This form of tracking does however not rely on consent and is therefore capable of collecting data 
 without  permission  of  the  individual. We  find  TPT  interesting  in  relation  to  the  increase  in  the 
 digitalization  of  the  public  sector  in  Denmark  and  hereunder  the  e-government,  as  the  public  is 


“forced” to use these online services and are therefore subjected to tracking beyond their consent. 


Some  public  web  pages  might  contain  sensitive  information,  such  as  medical  information,  which 
 could furthermore harm the fundamental right to privacy of the individual. 


We have therefore limited our thesis scope to TPT on the web pages of the Danish public sector. 


The scope of our thesis is therefore to map a fraction of the entire ecosystem of third-party trackers, 
hereby being able to say something general about the ecosystem of third-party trackers on Danish 
public web pages.
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1.4  Thesis Structure 



(19)Part 1 is the introduction to the subject of TPT on Danish public web pages and a clarification of 
 why this an important and relevant field of study. After having introduced a relevant field of study.  


Part 2 is the conceptual framework we are using throughout the thesis and is an elaboration of our 
 introduction. We are here going to explain and discuss the relevance of different concepts being 
 important to the understanding of the study, as well as explain the application of the different 
 concepts. Part 2 will offer an understanding of different subjects such as privacy, consent, tracking, 
 TPT, digitalization, the digitalized state, data-based business models, challenged governance, etc.


Part 3 is the methodology of our thesis. We are here accounting for our research methods, such as 
 data collection, data transformation, data analysis, data visualization, data understanding, limitations 
 of the data, etc. We are therefore in part 3 going to explain in detail how we have conducted our 
 study, to ensure validity and reliability of the thesis. 


  


Part 4 is where we account for our results, as this section is the “findings & analysis”-section. We 
 are here going to present our raw findings, and afterwards analyze these findings, to identify possible 
 patterns, relations, and other interesting points. The combination of part 3 and 4 is therefore going 
 to cover the empirical study of the thesis. 


  


This leads to Part 5, which is a discussion of our findings. The purpose of our discussion is not to 
 include new findings distant to our current analysis, but to account and connect all our findings to 
 construct a bigger picture of TPT on Danish public web pages. We are here going to further elaborate 
 the consequences and implications of our findings. 


  


Part 6 is the conclusion of our thesis and is the answer to our stated research question. The answer 
will  be  based  on  the  analysis  in  part  4  condensed  to  the  most  important  findings  in  part  5,  the 
discussion. Part 6 also contains 6.1, which is a broader perspective of our thesis in the midst of the 
Corona-crisis.  We  are  here  discussing  technology  in  this  context.  Lastly,  part  6.2  is  about  the 
limitations and possible future research of our study. 
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2. Conceptual Framework 


“Surveillance capitalism claims human experience as raw material for translation 
 into behavioral data. That data is partially used to improve the digital products or 
 services; but most importantly it is declared "proprietary behavioral surplus’" fed 
 into "machine intelligence" manufacturing processes producing ‘predictions 
 products’". These "behavioral prediction products" are sold in a new type of 
 market: the "behavioral futures market" 


Shoshana Zuboff (Zuboff, 2019:8) 



(21)This  section  is  a  description  of  theoretical  concepts  within  the  arena  of  tracking  to  offer  a  better 
 understanding  of  the  field  and  to  describe  the  relationship  between  the  different  concepts.  It  is 
 furthermore  a  description  and  rationalization  of  the  application  of  the  separate  theories,  i.e.  an 
 explanation of why we have chosen to include these theories under the specific sections and how 
 we are applying them. Some of the theories and concepts explained will not be practically applied 
 after the conceptual framework section, as they are serving as an understanding of the concepts of 
 the thesis.



2.1 The Age of Digitalization 


We  are  currently  living  in  the  age  of  digitalization,  as  an  extensive  part  of  our  lives  are  being 
 digitalized, allowing for tracking and measuring. To provide an understanding for this development, 
 we are going to be drawing on the theories by Plesner and Husted (2019) hereby discussing the 
 differences  between Digitalization,  Datafication and Digital  Transformations  and  the  relevance  of 
 these concepts to our study. The current and increasing digitalization has led to increased tracking 
 of several phenomena from stock market prices, weather forecast, etc., but also tracking of private 
 individuals. Some organizations are profiting from this increased digitalization, which is why tracking 
 has become relevant in business aspects. This has come to be known as Surveillance Capitalism. 


The increasing data dependency caused by central players such as Google, Facebook and Amazon, 
 has led to an exponential increase in tracking of private individuals. We are drawing on theories by 
 Zuboff  (2019)  and  Lyon  (2018)  to  gain  an  understanding  of  why  the  concept  of  surveillance 
 capitalism has become evident and the underlying causes of tracking within surveillance capitalism. 


The  digitalization  and  surveillance  capitalism  have  been  made  possible  by big  data-analysis  and 
 algorithmic  transformation.  We  are  therefore  drawing  on  theories  by  Gillespie  (2014),  Boyd  & 


Crawford (2012), Flyverbom & Madsen (2015), and Mayer-Schönberger and Cukier (2013) as these 
 authors  offer  an  understanding  of  the  concepts  of  big  data  and  algorithms.  They  offer  an 
 understanding of how big data and algorithms have come to play a big role in society and what the 
 challenges  and  implications  are,  as  well  as  how  tracking  has  been  made  possible  through  these 
 concepts. 


This section is therefore an account and explanation of how surveillance capitalism and hereunder 
tracking has become evident in our current society and how it is made possible by the digitalization, 
big data and algorithmic transformation of data.
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2.1.1 Surveillance Capitalism 


Our  current  society  is  unavoidably  becoming  increasingly  surveillant  due  to  an  increasing  data-
 dependency.  Surveillance  is  seen  in  nearly  every  aspect  of  society,  e.g.  social  interaction, 
 government interaction, location interaction, etc. Surveillance is becoming part of our everyday life 
 (Lyon, 2018). The development within surveillance is by no means an innocent development, as the 
 development is led by global organizations with a monopolistic status in data collection. This new 
 form  of  surveillance  has  come  to  be  named  “surveillance  capitalism”,  as  surveillance  has  been 
 capitalized (Zuboff, 2015).


Wielding  the  power  of  surveillance  data  is  to  possess  immense  power,  control  and  profitability 
 according  to  Zuboff  (2019).  The  development  from  governmental  surveillance  of  protecting  its 
 citizens to surveillance capitalism where organizations are surveying for profitability is by no means 
 an  odd  development.  This  is  why  we  are  witnessing  every  part  of  society  from  healthcare  and 
 educational establishments to politics and small business owners wanting to be part of the big data 
 development, as the internet giants have shown the potential within surveillance data (Lyon, 2018; 


Zuboff, 2015).


A prime example of a surveillance capitalism organization is Facebook. You are not paying to use 
 the services of Facebook, but how do they make money then? The business model of Facebook is 
 about connecting users with other users, to create specific networks of people. These networks are 
 then analyzed through the enormous amounts of data left behind when using different services, to 
 create psychographic group profiles, but also very specific individual profiles. The success of this 
 profiling is based on different kinds of tracking. Facebook does as well connect users with unseen 
 others, i.e. data brokers, data vendors, advertisers, developers, political campaigners, etc., who are 
 paying well to access this kind of data due to the monopolistic nature and complexity of the collection. 


The business model of Facebook is essentially interactions with the platform, which is why people 
 are encouraged to spend time on the platform, allowing for increased data collection and in the end 
 prediction of lifestyles (Lyon, 2018). 


When  asked  about  privacy  concerns  for  the  users,  former  data  manager  for  Facebook,  Sara 
 Parakilas, said: 


“Facebook prioritizes the growth of users, the growth of the data they can collect and their 
 ability to monetize that through advertising…those are the metrics that the stock market 


cares about” (Stahl, 2018). 



(23)Shoshana  Zuboff  is  a  pioneer  within  the  concept  of  surveillance  capitalism  and  already  in  1988 
 published “In the Age of the Smart Machine” where she argued how technology allows for increased 
 transparency and knowledge, but also increased surveillance of the workers. One of her most recent 
 additions  “The  Age  of  Surveillance  Capitalism”,  is  about  the  emergence  of  commercialized 
 surveillance.  The  book  argues  how  internet  organizations  through  surveillance  business  models 
 have obtained massive valuations, e.g. Google $600B, Apple $750B, Microsoft $521B, Facebook 


$420B, etc. The “secret” to profitability as argued by Zuboff is what she calls “unilateral surveillance 
 and  behavior  modification”  (Zuboff,  2019),  which  is  about  selling  real-time  access  to  people’s 
 everyday life through targeting and changing behaviors. We are becoming increasingly dependent 
 on the digital infrastructure in our everyday lives, allowing for the straight extraction of consumer 
 data,  without  any  transaction  with  the  users.  Personal  data  has  become  an  asset  to  be  traded 
 between organizations (Zuboff, 2015). 


  


Surveillance capitalism differs from traditional capitalism, as traditional capitalism is based on supply 
 and demand, whereas Surveillance Capitalism is based on endless accumulation, meaning more is 
 better. The key dimensions of surveillance capitalism are firstly, exploitation of multiple data sources 
 through pervasive surveillance, secondly, the extraction occurs in a one-way relationship with no to 
 little knowledge by the subject in question, and lastly complex algorithmic analytics for processing 
 purposes  allowing  for  complex  modelling  and  psychographic  profiling  through  big  data  analytics 
 (Lyon, 2018; Zuboff, 2015). 


  


We are undoubtedly witnessing a successful capitalist development with surveillance capitalism, as 
 the  highest  valued  organizations  in  the  world  are  the  ones  leveraging  the  power  of  data  through 
 tracking. Behavioral data has become an asset, as our social sphere is controlled by organizations. 


The  question  raised  by  experts  is  however,  if  we  wish  to  be  subjected  to  few  organizations 
 possessing this kind of power? (Lyon, 2018, Zuboff, 2019). 


  


These  data  monopolies  are  leveraging  the  data  without  users  knowing  the  true  purpose.  This  is 
 where the concept of usage and abusage becomes relevant. Just recently, the case of Cambridge 
 Analytica  (CA)  surfaced,  which  was  a  major  political  scandal  of  tracking  and  stolen  data  without 
 consent (Davies, 2018), as mentioned in the introduction. 


  



(24)The development of surveillance capitalism has been made possible by the rapid digitalization we 
 are  witnessing  right  now,  allowing  for  big  data  analysis  augmented  by  algorithms,  which  will  be 
 explained in the next two sections. 



2.1.2 Digitalization, Datafication and Digital Transformation 


The  world  is,  as  previously  introduced,  undergoing  significant  digital  changes.  We  are  every  day 
 witnessing  how  the  world  is  becoming  increasingly  digitalized.  Within  the  industrial  sector, 
 organizations are offered greater flexibility, reactivity and product individualization. Complexity has 
 on  the  other  hand  increased  as  well  due  to  this  rapid  change  and  demand  of  adaptation.  These 
 digital changes are often referred to as digital transformations. Digital transformation is however a 
 vaguely describing word, as it consists of several factors and is dependent on the context of use. 


Digital transformation consists of two separate parts Digitalization and Datafication. 


  


Datafication is essentially transforming analog information into data to be used in a digital context, 
 i.e. allowing computers to store the information that was previously stored physically, e.g.  paper. 


Datafication is defined as “the process of changing from analog to digital form” by the research and 
 advisory firm Gartner (Bloomberg, 2018). The earliest form of datafication is converting handwritten 
 text into digital form. This process has however developed exponentially in the last few decades and 
 potentially  everything  can  be  datafied  from  text  to  the  movement  of  individuals.  It  is  however 
 important to emphasize that information is datafied and not the process, as this is where digitalization 
 becomes relevant (Bloomberg, 2018). 


       


Digitalization is on the other hand a more complex entity and is defined as “the way in which many 
 domains of social life are restructured around digital communication and media infrastructures” by 
 J. Scott Brennen and Daniel Kreiss from the University of North Carolina or as “the use of digital 
 technologies  to  change  a  business  model  and  provide  new  revenue  and  value-producing 
 opportunities” by Gartner (Bloomberg, 2018). The Gartner definition is more business based rather 
 than  academically  founded.  The  two  quotes  vary  in  clearly  defining  digitalization  but  do  have 
 common ground in the implementation of digitalization technologies. Digitalization is as well closely 
 related to automation, as the purpose of implementing information technologies usually is to improve 
 efficiency and increase data transparency (Bloomberg, 2018).  


  


The datafication of information and digitalization of processes has therefore resulted in the digital 
transformations we are witnessing today. The end product is an increasingly automated world, with 



(25)more data to be leveraged for increased efficiency. Increased digitalization does however rely on 
 increasingly complex IT-infrastructures. IT-infrastructures are defined “large systems of hardware, 
 software,  and  networks  that  are  installed  in  organizations  to  support  their  activities  (Plesner  & 


Husted, 2019:16).  


  


The complexity has increased within data flows, i.e. the complexity of how data is flowing, how data 
 is being transferred, how data is transformed, etc. Modern organizations like Google, Facebook and 
 Amazon have extraordinarily complex and complicated IT-infrastructures and flows of data. These 
 organizations are using a combination of on-premise computing and storage and off-premise cloud-
 based resources (Myers, 2018). These complex systems combined with the IoT have led to an even 
 more complex system of interconnected systems, to allow for the unification of data in one place, 
 which from the illustration below is the middle field called “Data Consolidation / Application”.  


Figure 2 illustrates a broad overview of how data flows and the roles of different actors in the 
information cycle. The data owners/trackers formulate a request and purpose of tracking, which is 
illustrated as information flow. The purpose is then fulfilled by using different tracking methods, 
which feeds into the data consolidation center. The data consolidation center then requests the big 
data framework for transformation of the data through an algorithmic process, allowing for usability 
of the data. When the data is handled by these complex processes it is then made available to 



(26)users, who then uses the service, thereby giving away more data, and the process starts over in 
 an endless cycle. 


This  is  a  very  simplified  overview  of  the  process,  as  the  underlying  IT-infrastructure  and  data 
 processing tools are very complex and depend on a wide range of skills and competences, meaning 
 it is a very costly process. Few organizations master the full complexity of these infrastructures, but 
 those who do, possess a great advantage. An advantage great enough for academics and policy 
 makers to debate whether the control over data in such scale confers unfair competitive advantage, 
 as stated in a report by the European Policy department for economic and scientific policy (European 
 Parliament, 2017). The argument from the report is that the complexity within IT-infrastructures that 
 allows for large amounts of data, equals abuse of a monopolistic position within the market, and it is 
 therefore  argued  that  those  who  control  large  amounts  of  data  should  be  required  to  share  it 
 (European Parliament, 2017). The measures discussed at the moment, are blocking mergers, which 
 further enhances the position of the data monopolists, prosecution of organizations keeping data 
 from  competitors  and  banning  platforms  who  collect  an  extraneous  amount  of  data  beyond 
 customer’s direct requirements (European Parliament, 2017) 


  



2.1.3 Big Data and Algorithmic Transformation 


To  achieve  a  better  understanding  of  the  algorithmic  processes  mentioned  above  in  the  data 
 consolidation / application process, it is here relevant to draw on the definition of Gillespie (2014), 
 who defines algorithms as specified calculations capable of transforming input data with the help of 
 encoded procedures, i.e. allowing for organizing disorganized data (Gillespie, 2014:1). Algorithms 
 used in data transformation range from very simple to very complex. Complex algorithms are based 
 on  specified  calculations  and  encoded  procedures  (Gillespie,  2014).  Algorithms  are  however  not 
 some  “magic  box”  turning  raw  input  into  useful  insights.  Algorithms  need  to  be  connected  to  a 
 machine / database providing the information for the algorithm to transform and are reliant on human 
 coding (Gillespie, 2014).  


  


Algorithms as previously stated depend on input that allows these specified sorting processes to 
transform raw input into useful insights. This is where the concept of big data becomes relevant. Big 
data has become a buzzword in society and is defined as “speedy ways of compiling, combining, 
and mining multiple types of data, rather than looking for singular evidence” (Flyverbom & Madsen, 
2015:884). Big data analysis allows for analysis of very large data sets gaining insights that were 
previously impossible to achieve. These datasets offer an aura of truth, objectivity and accuracy, as 



(27)the analysis allows for the “objective” identification of correlation between multiple sources of data 
 (Boyd & Crawford, 2012). This kind of analysis has therefore come to be known as big data analysis, 
 as it is the analysis of vast amounts of real-time sources (Flyverbom & Madsen, 2015). According to 
 Mayer-Schönberger & Cukier (2013), the era of big data is still in its initial phase, as we are first 
 starting to see the capabilities of the technology and therefore the benefits and consequences as 
 well. 


  


Big Data according to Flyverbom & Madsen (2015) is seen as “a homogenous phenomenon that will 
 disrupt a range of established ways of working, living and thinking” (Flyverbom & Madsen 2015:126). 


Big data allows for extreme precision in targeting, due to the vast amount of data, as the analysis is 
 a compilation of many different sources, as it is the case with tracking and targeting. Organizations 
 who leverage big data analysis by having access to different sources are capable of producing to a 
 high degree accurate psychographic profiles of individuals.  


  


The  processing  of  vast  amounts  of  data  is  usually  augmented  by  algorithms  based  on  unique 
 mathematical methods fit to a certain context, meaning that the processing of data is augmented by 
 human  coding.  This  is  the  only  way  for  the  data  to  be  turned  into  actionable  insights  (Mayer-
 Schönberger  &  Cukier,  2013).  This  raises  the  question  of  objectivity,  as  the  data  cannot  be 
 categorized  as  neutral,  neither  can  it  be  categorized  as  “found”,  as  the  algorithm  has  been 
 programmed by humans to fit into an organizational context, which equals the “request” mentioned 
 in the above figure (Flyverbom & Madsen, 2015). Data is framed, but is also framing, meaning that 
 the  useful  insights  have  been  framed  for  a  specific  context  but  also  further  frames  the  context 
 (Flyverbom & Madsen, 2015). Big data is messy and vast due to the reliance of several real-time 
 sources and it therefore relies on correlation rather than causation, as it looks for patterns in data, 
 and not reasons for patterns. Messiness combined with the identification of patterns might lead to 
 untrue correlations, enabling the practice of apophenia, i.e. seeing patterns, where none exist. It is 
 however argued that the amount of data balances the pattern errors (Boyd & Crawford, 2012; Mayer-
 Schönberger & Cukier, 2013). 


  


Big  data  is  viewed  as  “a  source  of  new  economic  value  and  innovation”  (Mayer-Schönberger  & 


Cukier,  2013:12),  which  is  consistent  with  the  concept  of  surveillance  capitalism,  as  these 
 organizations rely on data for the purpose of improving their business model and to profit from the 
 data. 


  



(28)The combination of big data as analysis tool and algorithms as processing tool, therefore, allows for 
 specific  psychographic  profiles.  The  analysis  does  however  rely  on  human  coding,  raising  the 
 question  of  objectivity  and  should  according  to  Flyverbom  &  Madsen  (2015)  not  be  perceived  as 
 truths due to the correlation vs. causality balance of the analysis.  



2.2 The Digitalized State  


As we seek to understand the current extent of TPT on Danish public web pages, it is important to 
 offer an understanding of the role of the public sector in Denmark. To understand the roles of the 
 branches within the Danish government and public authorities in terms of delivering services to its 
 citizens,  we  rely  on  the  work  of  Greve  (2018),  Vrangbæk  (2009)  and  Greve,  Lægreid  &  Rykkja 
 (2016). This section covers the concept of the e-government, as to why it is necessary to understand 
 this concept and the enabling factors. In terms of defining the scope of e-government, we work with 
 the definition presented by Rey-Moreno, Felício, Medina-Molina & Rufín (2018) where e-government 
 is defined as delivering public services through digital channels. For describing the enablers of e-
 government,  we  draw  on  theories  by  Forrer,  Key,  Newcomer  &  Boyer  (2010)  hereby  offering  an 
 understanding of the need for public-private partnerships, and thus the inclusion of private actors, in 
 order to realize certain projects in the public sector. 


  


We  draw  on  theories  by  Jensen  &  Svendsen  (2009)  to  explain  the  mutual  trust  between  the 
 government and citizens in Denmark on a general level and from Lauritsen (2011) to explain how 
 the Danish government’s ability to collect and handle personal data about the citizens is enabled 
 by  the mutual level of trust. 



2.2.1 Structure of the Danish Welfare State 


The central political size of the welfare state in Denmark is a key driver for the digitalization and 
datafication of the public sector. The type of welfare system in Denmark is a Nordic welfare system 
(Vrangbæk, 2009), which is also known as the Nordic model. Welfare states of the Nordic model are 
characterized as universal welfare states with active labour market policies and overall high level of 
equality (Greve, 2018). However, since the welfare system is universal and thus needs to serve a 
large group of people, it needs to have an adequate public sector that can manage and deliver these 
services.  The  responsibility  of  delivering  public  services  in  Denmark  is  divided  into  different 
authoritative levels, i.e. state-, regional- and municipal levels. This division is based on the work of 
Vrangbæk  (2009)  and  the  Agency  for  Digitisation’s  outline  of  the  Danish  public  sector 
(Digitaliseringsstyrelsen, 2019). 



(29)  


On the state level, there are mainly the ministries and state organizations. Within the responsibility 
 area of the ministries lie both ministerial departments and ministerial agencies, such as the Agency 
 for Digitisation, which lies under the Ministry for Finance. The state organizations are also located 
 within the responsibility areas of the ministries, such as law enforcement lies under the Ministry of 
 Justice. In Denmark, compared to the other Nordic states, the ministries hold a very strong position 
 in terms of responsibility (Greve, Lægreid & Rykkja, 2016).  


Whereas  the  state  level  operations  are  nationwide,  the  regional  level  covers  the  areas  that  are 
 delegated to the five different administrative regions of Denmark. The main responsibility areas for 
 the  regions  are  health,  with  hospitals,  emergency  rooms  and  psychiatric  institutions  all  being 
 administered and operated by the individual regions. 


The last and lowest level in terms of hierarchy, is the municipal level. There are currently 98 different 
 municipalities across Denmark, which differ largely in size, both in terms of population and area. The 
 municipalities also control certain entities within their own area, such as primary schools and high 
 schools. 


  



2.2.2 Trust is the Key to the Welfare State 


One key element allowing the Danish public sector to retain its large size, is the high level of trust 
 that exists in society. In Scandinavia, the level of social trust, which is the idea that the majority of 
 the people can be trusted, is relatively higher compared to other European welfare states. This social 
 trust allows citizens to willingly contribute to the common good and support the large public sector 
 (Jensen & Svendsen, 2009). Though social trust mainly describes the relationship between people 
 (Jensen & Svendsen, 2009), a strong mutual trust between government and people also exists in 
 Denmark. This level of trust is important, as it is not necessarily the same elsewhere in the world.  


Literature surrounding the topic of government surveillance and data have come from other countries 
and  cultures,  where  the  level  of  trust  is  not  the  same  as  in  Denmark.  As  surveillance  relates  to 
Denmark, Lauritsen (2011) argues that surveillance is necessary for the Danish society, because it 
is  a  central  part  of  its  infrastructure.  However,  though  the  notion  is  that  surveillance  is  central  to 
society, there are different opinions on how to approach it (Lauritsen, 2011). An example of Danish 
government surveillance is the CPR-number, which is the Danish civil registration number that was 



(30)implemented in 1968. The initial incentives for creating the CPR-number was to get a better overview 
 of the citizens, because it would be necessary to create a more efficient and fair taxation system. 


One key issue for the government, when implementing the CPR-number, was to define how much 
 information about the individual citizen, which the number should contain. Lauritsen (2011) refers to 
 this as an information theoretical dilemma, where information about the individual would give the 
 government and public authorities a better overview, whilst also potentially leading to identification 
 of the individual. Ultimately, the CPR-number ended up containing information about date of birth 
 and gender. From this dilemma, parallels can be drawn to the issue of TPT on public web pages. 


Here, there is also the issue of identifying the user from the information in the HTTP requests to 
 TPSs  (Libert,  2014).  However,  though  the  Danes  are  aware  that  the  CPR-number  contains 
 information that could be abused in some way or form, they still do not consider the CPR-number as 
 something problematic: 


  


“One might know that the CPR-number can contain certain information, which theoretically could 
 be abused. However, we principally do not have anything against the fact that the state has access 


to information about us. We are confident that the information is treated carefully and in 
 accordance with all protocols, and we perhaps believe that giving up personal information is a 
 condition for maintaining an efficient welfare state with healthcare, social services and much more” 


(Lauritsen, 2011:13). 


  


Whereas this point from Lauritsen (2011) describes the willingness to give up personal information 
 to the state, it does not describe a situation in which an individual gives up personal information to a 
 private entity, such as a TPS. Some elements and cookies from TPSs could contribute to maintaining 
 an efficient welfare state, such as making information on public web pages more easily accessible. 


However, there might also be some third-party content that is not central to the purpose of these 
 web pages, which raises the question whether the people would accept the data leak to these TPSs, 
 if the third-party content is not strictly necessary. 



2.2.3 E-government & Public-Private Partnerships 


The birth of the CPR-number was due to the Danish government’s wish to get a better overview of 
its citizens, in order to create a more efficient taxation system. Though the trust between people and 
government played a big role in making it possible, the development in information technology was 
also  a  key  contributor  (Lauritsen,  2011). As  information  technology  has  developed  further  and 
digitalization has become a political agenda, states have found new ways to deliver information and 
services to its citizens on digital platforms. This is referred to as e-government and can be defined 




    
  




      
      
        
      


            
    
        Referencer

        
            	
                        
                    



            
                View            
        

    


      
        
          

                    Hent nu ( PDF - 133 Sider - 4.15 MB )
            

      


              
          
            Outline

            
              
              
              
              
              
                              
    Information Asymmetry and Digital Illiteracy
                              
    D ATA  T RANSFORMATION , A NALYSIS  & V ISUALIZATION
                              
    Clusters within the Ecosystem
                              
    Cookie Domains
                              
    Top Cookies
                              
    Clusters within the Ecosystem
                              
    C HALLENGED  F UNDAMENTAL  R IGHT TO  P RIVACY
                              
    F URTHER PERSPECTIVES : COVID-19, S URVEILLANCE AND  C ITIZEN  P RIVACY
                              
    L IMITATIONS  & I MPLICATIONS OF THE  S TUDY
              
              
            

          

        

      
      
        
  RELATEREDE DOKUMENTER

  
    
      
          
        
            StrongPrivacyProtectioninElectronicVoting BRICS
        
      

        In terms of privacy, this single party is not trusted; the protocol will provide privacy as long as the adversary does not control both the client machine and the single party.. On

    
      
          
        
            Fair trade and sustainable development practices
        
      

        Increased demand from consumers in the global North for a product like fair  trade organic quinoa create processes at local level, which could not be foreseen,  and which are

    
      
          
        
            Rules for Gas Transport Version 20.0
        
      

        A party which does not satisfy its obligations under one or more of the agreements shall com- pensate the other party (&#34;Injured Party&#34;) for all directly documented

    
      
          
        
            2. MAJ 2022 DETAILMARKEDSFORUM
        
      

        Examples: This could be large, progressive energy companies, like the ones to the right, which could be  able to deliver new solutions and services for their medium-size companies

    
      
          
        
            Rules for Gas Transport Version 18.119.0
        
      

        A party which does not satisfy its obligations under one or more of the agreements shall com- pensate the other party (&#34;Injured Party&#34;) for all directly documented

    
      
          
        
            RulesGeneral Terms and Conditions for Gas Transport Version 2021.0
        
      

        A party which does not satisfy its obligations under one or more of the agreements shall com- pensate  the  other  party  (&#34;Injured  Party&#34;)  for  all  directly  documented

    
      
          
        
            Rules for Gas Transport Version 2019.0
        
      

        A party which does not satisfy its obligations under one or more of the agreements shall com- pensate the other party (&#34;Injured Party&#34;) for all directly documented

    
      
          
        
            The new Blue Angel ecolabel certification method for firewood stoves
        
      

        • In addition, a further instruction manual, not exceeding two pages, must be enclosed, in which  the most important information on the fuel to be used (size, max. water

      



      

    

    
            
            
      
  RELATEREDE DOKUMENTER

  
          
        
    
        
    
    
        
            View of Disaffordances And Dysaffordances In Code
        
        
            
                
                    
                    3
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Aalborg Universitet Machine learning for automatic detection of historic stone walls using LiDAR data Trotter, Ezra Francis Leslie; Fernandes, Ana Cristina Mosebo; Fibæk, Casper Samsø; Keßler, Carsten
        
        
            
                
                    
                    29
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Platforms as Private Governance Systems – The Example of Airbnb
        
        
            
                
                    
                    24
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Rules for Gas Transport Version 22.0
        
        
            
                
                    
                    99
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Rules for Gas Transport Version 22.0
        
        
            
                
                    
                    99
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            General Terms and Condi- tions for Gas Transport Version 21.0
        
        
            
                
                    
                    99
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            Hyper Attention Blockbusters
        
        
            
                
                    
                    15
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

          
        
    
        
    
    
        
            View of Adaptive Performance Network?: Is it the Answer to our Prayers?
        
        
            
                
                    
                    7
                

                
                    
                    0
                

                
                    
                    0
                

            

        

    


      

      


              
          
            
          

        

          

  




  
  
  
    
      
        Company

        	
             Om os
          
	
            Sitemap

          


      

      
        Kontakt  &  Hjælp

        	
             Kontakt os
          
	
             Feedback
          


      

      
        Juridisk

        	
             Vilkår for brug
          
	
             Politik
          


      

      
        Social

        	
            
              
                
              
              Linkedin
            

          
	
            
              
                
              
              Facebook
            

          
	
            
              
                
              
              Twitter
            

          
	
            
              
                
              
              Pinterest
            

          


      

      
        Få vores gratis apps

        	
              
                
              
            


      

    

    
      
        
          Skoler
          
            
          
          Emner
                  

        
          
                        Sprog:
            
              Dansk
              
                
              
            
          

          Copyright 9pdf.org © 2024

        

      

    

  




    



  
        
        
        
          


        
    
  
  
  




     
     

    
        
            
                

            

            
                                 
            

        

    




    
        
            
                
                    
                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                    

                    
                        

                        

                        

                        
                            
                                
                                
                                    
                                

                            

                        
                    

                    
                        
                            
                                
  

                                
                        

                        
                            
                                
  

                                
                        

                    

                

                                    
                        
                    

                            

        

    


