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Abstract 


A future challenge in the pharmaceutical industry is the implementation of the Falsified Medicine Directive 
 proposed by the European Commission, which imposes a new system of authenticating medicinal products 
 in the pharmaceutical supply chain. The implementation of the new system will change the way the supply 
 chain functions and adds new ways of introducing transparency throughout the supply chain.  


This research will compare the features and functionalities of Blockchain technology to the regulatory 
 requirements of the pharmaceutical industry and to the demands of the firms in the pharmaceutical supply 
 chain. The possibility of using Blockchain technology for improving the documentation requirement set by 
 the Good Distribution Practices guidelines and further improve transparency is also investigated. 


An attempt is made to produce a simple design where Blockchain technology could be used to meet 
 regulatory and business demands within the pharmaceutical industry, with the additional goal of improving 
 transparency in the supply chain.  


This thesis uses a case study approach. Through a literature review covering supply chain management and 
 transparency, and empirical data gathering through interviews and documents, the regulatory and business 
 demands in the pharmaceutical industry is presented.  


Through a review of the features and capabilities of Blockchain technology, the requirements gathered 
 through literature review and empirical data are compared and a system design will be proposed. This 
 system design will be simple and will not account for the minutia in the regulatory requirements, but will 
 focus on the larger issues such as documentation and authentication. 


This thesis will show a theoretical basis for using Blockchain technology in the pharmaceutical supply chain 
 to handle authentication of a medicinal product and the documentation required to follow the medicinal 
 products. By incorporating standards, such as GS1, the Blockchain system could be better equipped to 
 handle current practices within the pharmaceutical supply chain and provide a greater level of 


transparency to all supply chain partners. 


The thesis acknowledges, that the infancy of the Blockchain technology is a challenge. Another challenge is 
the shift from a centralized paradigm to a distributed, decentralized paradigm. Before putting Blockchain 
technology in use on a larger scale further research is needed. 
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1  Introduction 


Transparency has been by many defined as the disclosure of information. However, transparency can come 
 in many forms. One form of transparency comes from a very familiar situation: the receipt. When shopping 
 at any store, after the purchase one is usually offered a receipt stipulating what has been purchase at what 
 cost (Wikipedia, 2016). Another form of transparency is the disclosure of a firm’s suppliers or customers. 


Here the goal of the transparency can be regarding organic foods, forced labor or sustainability regarding to 
 the production. 


There has been much research regarding transparency in supply chains, especially within the agri-food 
 domain. Research has shown that transparency can have critical impact on business processes and 
 regulations. The 2013 horsemeat scandal could be used as an example of when things go wrong. 


In 2013, horse DNA was found during a regulatory inspection by the Food and Safety Authority of Ireland 
 (FSAI) (Food and Safety Authority of Ireland, 2013). This inspection specifically tested foods for the 
 presence of horse and pig DNA in beef burger products, where horse DNA was found. From a health 
 standpoint, there was no need for concerns according to FSAI, however they had trouble figuring out how 
 horse DNA entered the supply chain. This resulted in millions of beef burger products being taken of the 
 shelves (The Guardian, 2013).


In the field of medicine, there are challenges with counterfeit drugs. As of October 2015, the Falsified 
 Medicine Directive was published, carrying a deadline of February 2019. The main points laid forward by 
 this directive are that safety features should be present on all unit-level products of medicine; a 2D barcode 
 carrying a unique identifier, which can be referenced in a centralized system, to determine the provenance 
 of the product, and an anti-tampering device present on the packaging. 


While the pharmaceutical industry reacts to the new regulations, there is still the discussion on what 
 solutions should be implemented, to make the firms in the pharmaceutical supply chain compliant to the 
 new regulations. The Danish pharmaceutical industry has yet, at the time of writing, to decide on how to 
 become compliant with the EU directive. 


Currently, there are many companies and consortiums that are attempting to utilize blockchain technology 
 to improve the way supply chain visibility is managed. However, is seems that there is little to no 


knowledge regarding this in Denmark. It should be noted that blockchain technology is still in its infancy 
and may not be available at the EU deadline of February 2019 regarding the regulated IT system proposed 
in the EU Falsified Medicine Directive. 
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1.1  Problem Statement 


Currently, regulations force firms in the pharmaceutical industry to provide a certain level of transparency. 


Medicine introduced to the EU markets will be required to be labelled with a 2D barcode, carrying a unique 
 product identifier, serial number, lot or batch number, and an expiration date. When a product is 


introduced to the EU market, every product item must be registered in a cross-national database. The goal 
 of this, is to prevent the entry of counterfeit products into the legal supply chain. Once a product has been 
 issued or sold to the public for consumption, the pharmacy or a similar entity is responsible for registering 
 the product item from the cross-national database as sold, indicating that the product item is no longer in 
 the supply chain. The distributers must verify all purchased medicinal products against the cross-national 
 database, whenever they suspect that the medicinal products might be counterfeit. Every time anyone 
 accesses the cross-national database, it is to verify that the products they hold are genuine. 


One of the challenges regarding this, is sharing the information to all relevant parties. The EU Falsified 
 Medicine Directive proposes a reference system architecture, to disseminate the necessary information to 
 all parties. 


Part of the purpose of this thesis, is to research whether the features and capabilities of blockchain 
 technology can be used within the pharmaceutical industry. After this, attempts to compare the features 
 with the requirements set forth by EU regulations, and the demands of the pharmaceutical industry will be 
 made. With these features in mind, this thesis will provide a simplified reference system architecture based 
 on blockchain technology. 



1.2  Research Goal 


This thesis will attempt to highlight the current perspectives regarding transparency, specifically geared 
 towards the technological implementation of transparency in the pharmaceutical industry. The 


pharmaceutical industry is currently working hard towards becoming compliant with the Falsified Medicine 
 Directive. Some challenges include decisions on which solutions should be implemented. 


Attempts wil be made to compare the requirement set forth by Falsified Medicine Directive and other 
perspectives gained from the pharmaceutical industry, to current and proposed capabilities of blockchain 
technology. Based on the comparison between regulatory and industry requirements, and the capabilities 
of blockchain technology, this thesis will propose and highlight methods in which blockchain technology 
could be used. 
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1.3  Research Objectives 


To reach the research goal, this thesis will do so by accomplishing these research objectives: 


1. Explore existing literature regarding supply chain management, to gain an understanding how a 
 firm cooperates with its supply chain partners. 


2. Explore and research the perspectives from persons within the pharmaceutical industry, regarding 
 the current state of transparency in the pharmaceutical supply chain. 


3.  Explore the features and capabilities of blockchain technology.  


4. Based on the previous objectives, the viability of using blockchain technology in the pharmaceutical 
 industry will be analyzed. 



1.4  Research Question 


Through the research goal and objectives, the research question this thesis will to answer is: 


How can blockchain technology be used (or leveraged) to provide transparency in supply chains of 
 material goods? 


First, we must establish what a supply chain is and how to manage it. Then, after determining what 
 transparency is, we must establish what transparency in a supply chain is. After clarifying the concept of 
 supply chains and transparency, we can move on to blockchain technology. At this stage, we determine the 
 features or capabilities inherent in blockchain technology. 


Another important step is regarding the pharmaceutical industry. Part of the new regulations, as well as 
 current practices, is to verify the authenticity of products. This verification process is important to 
 understand. 



1.5  Delimitations 


This thesis will not attempt propose a fully functioning system, as the blockchain technology is still in its 
 infancy and by the time this thesis is being written, the features proposed by blockchain technology may 
 have been changed. Furthermore, there are already many different startups and established companies 
 working on solutions that integrate blockchain technology that can increase transparency or improve 
 overall supply chain management. 


The amount of research available within the domain is high and diverse with respect to transparency. 


Therefore, no attempts to propose new theories in regards to transparency will be done in this thesis. 
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2  Literature review 


In this section, the theoretical propositions and practical issues that will become part of the case study will 
 be studied. First, a summary of supply chain and supply chain management theory will be presented. 


Second, a description of Transparency and the challenges and opportunities it proposes. Third, a 


perspective of transparency within supply chains will be presented. Lastly, a brief overview of Blockchain 
 technology and the its main components will be presented. 



2.1  Supply Chain Management (SCM) 


According to Mentzer, et al, a supply chain is defined as: “a set of three or more entities (organizations or 
 individuals) directly involved in the upstream and downstream flows of products, services, finances, and/or 
 information from source to customer” (Mentzer, et al., 2001). Additionally, they identify three degrees of 
 supply chain complexity: direct supply chain, extended supply chain, and ultimate supply chain. 


Figure 1 Degrees of supply chain complexity (Mentzer, et al., 2001) 


It is important to note that if a firm is only aware of the implications of managing a supply chain, but takes 
no action towards in managing the supply chain, then the firm does not have supply chain management, 
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but supply chain orientation. Therefore, a firm can only undertake supply chain management, if it first has 
 supply chain orientation. 


2.1.1  SCM as a Management Philosophy 


Per Mentzer, et al, SCM as a management philosophy has the following characteristics (Mentzer, et al., 
 2001): 


1. A systems approach to viewing the supply chain as a whole, and to managing the total flow of 
 goods inventory from supplier to the ultimate customer; 


2. A strategic orientation towards cooperative efforts to synchronize and converge intrafirm and 
 interfirm operational and strategic capabilities into a unified whole; and 


3.  A customer focus to create unique and individualized sources of customer value, leading to 
 customer satisfaction. 


The systems approach of viewing the supply chain as a single entity, bears other implications. In this 
 perpective, a member of the supply chain can affect the performance of other members in the supply 
 chain, and ultimately affect the overall performance of the supply chain (Mentzer, et al., 2001). The 
 strategic orientation means, in other words, that cooperation between supply chain members to create 
 individualized and unique sources of customer value is essential (Mentzer, et al., 2001). Lastly, the 
 customer focus requires that the supply chain members understand the customers’ values and 
 requirements (Mentzer, et al., 2001). 


2.1.2  SCM Activities to Implement the Philosophy 


To embrace the SCM philosophy, authors of the supply chain literature has proposed a list of activities that 
 are necessary for firms to adopt (Mentzer, et al., 2001). 


SCM Activities 
 Integrated Behavior 
 Mutually Sharing Information 
 Mutually Sharing Risks and Rewards 


Cooperation 


The Same Goal and the Same Focus on Serving Customers 
 Integration of Processes 


Partners to Build and Maintain Long-Term Relationships 


Table 1 SCM Activities (Mentzer, et al., 2001) 
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2.1.2.1 Integrated Behavior 


Authors have argued that to be effective in today’s competitive environment, firms must expand their 
 integrated behavior to incorporate customers and suppliers, and coordinate their efforts among supply 
 chain members to dynamically respond to the needs of the end customers (Mentzer, et al., 2001). 


2.1.2.2 Mutually Sharing Information 


Linked to the previous section about integrated behavior, it is imperative that information be shared, to 
 plan and monitor the efforts made towards reaching the needs of the end customer. Also by sharing 
 information between supply chain members, it reduces the uncertainty between members and enhances 
 performance. Specifically, sharing information can include inventory levels, forecasts, sales promotion 
 strategies, and marketing strategies (Mentzer, et al., 2001). 


2.1.2.3 Mutually Sharing Risk and Rewards 


To gain a competitive advantage in the marketplace, supply chain members should share the risks and 
 rewards of serving the needs of the end customer. Sharing risks and rewards is important for long term 
 focus and cooperation among the supply chain members (Mentzer, et al., 2001). 


2.1.2.4 Cooperation 


To make the supply chain more effective, cooperation is needed among the supply chain members. 


Cooperation refers to complementary, coordinated activities performed by the firms in a business 
 relationship to produce a superior outcome (Mentzer, et al., 2001). 


Cooperation normally starts with joint planning and ends with joint control, enabling the evaluation of the 
 performance of the supply chain members, as well as the whole of the supply chain. In addition, 


cooperation is required to reduce inventories across the supply chain, and pursue supply chain-wide cost-
 efficiencies. Furthermore, supply chain members can cooperate in the product development (Mentzer, et 
 al., 2001). 


2.1.2.5 The Same Goal and The Same Focus on Serving Customers 


By sharing the same focus and goal on serving the end customers, a firm enters a form of policy integration 
 among its supply chain partners. This integration helps to avoid overlaps and redundancies in the supply 
 chain, while also improving efficiency and lowering costs (Mentzer, et al., 2001). 


2.1.2.6  Integration of Processes 


To implement SCM, it is necessary to integrate processes among the supply chain members. The 


integration can be accomplished by implementing cross-functional teams, in-plant supplier personnel, and 
third party providers. 
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Additionally, there are four stages of supply chain integration (Mentzer, et al., 2001): 


Stage 1: The base line. The supply chain is a function of fragmented operations within the individual 
 company, characterized by staged inventories, independent and incompatible control systems and 
 procedures, and functional segregation. 


Stage 2: Focus is turned to internal integration, characterized by an emphasis on cost reduction 
 rather than performance improvement, buffer inventory, initial evaluations of internal trade-offs, 
 and reactive customer service. 


Stage 3: Reaching toward internal corporate integration and full visibility of purchasing through 
 distribution, medium-term planning, tactical rather than strategic focus, emphasis on efficiency, 
 extended use of electronics support for linkages, and a continued reactive customer service. 


Stage 4: Achieving supply chain integration by extending the scope of integration outside the 
 company to embrace suppliers and customers. 


2.1.2.7 Partners to Build and Maintain Long-Term Relationships 


Effective SCM is made of relationships and partnerships between supply chain members. The relationship 
 time horizon is argued to be longer than the life of any contract – perhaps indefinitely (Mentzer, et al., 
 2001). 


2.1.3  SCM as Management Processes 


Authors suggest that SCM is the process of managing relationships, information and material flows across 
 enterprise borders to deliver enhanced customer service and economic value through synchronized 


management of the flow of goods and associated information from source to consumption (Mentzer, et al., 
 2001). Other authors define a supply chain process as the actual physical business functions, institutions, 
 and operations that characterize the way a supply chain moves goods and services to market through the 
 supply chain pipeline (Mentzer, et al., 2001). In short, a supply chain process is a specific ordering of work 
 activities across time and place, with a beginning and an end, clearly identified inputs and outputs, and a 
 structure for action (Mentzer, et al., 2001). 


To successfully implement effective SCM, authors suggest that firms overcome their own functional silos, 
and adopt a process approach. Therefore, making all functions within the supply chain a key process. Each 
key process is focused on meeting the customer’s requirements, and the firms are organized around these 
processes (Mentzer, et al., 2001). 
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2.1.4  Antecedents to SCM 


Per Mentzer et al (2001), Supply Chain authors propose some key antecedents prior to SCM. These are: 


Trust 


Commitment 
 Interdependence 


Organizational Compatibility 
 Vision 


Key Processes 
 Leader Role 


Top Management Support 
 2.1.4.1 Trust 


Trust is defined as “the willingness to rely on an exchange partner in whom on has confidence” (Mentzer, 
 et al., 2001). Trust also has direct and indirect relationship with commitment. The role of trust is to 


overcome mutual difficulties, such as power, conflict, and lower profitability. Therefore, trust influences the 
 sharing of risks and rewards (Mentzer, et al., 2001). 


2.1.4.2 Commitment 


Commitment is defined as “an implicit or explicit pledge of relational continuity between exchange 


partners” (Mentzer, et al., 2001). Commitment is essential for successful long-term relationships which are 
 a component of the implementation of SCM. 


Trust and commitment are key components in the implementation of SCM, because “they encourage 
 marketers to (1) work at preserving relationship investments by cooperating with exchange partners, (2) 
 resist attractive short-term alternatives in favor of the expected long-term benefits of staying with existing 
 partners, and (3) view potentially high-risk actions as prudent because of the belief that their partners will 
 not act opportunistically” (Mentzer, et al., 2001). Trust and commitment to implementing SCM therefore 
 fosters a cooperative behavior among the supply chain members (Mentzer, et al., 2001). 


2.1.4.3 Interdependence 


Interdependence refers to the firm’s need to maintain a relationship with a partner to achieve the firm’s 
goals. This dependence also encourages and motivates the willingness to share key information and 
participate in joint operational planning (Mentzer, et al., 2001). 
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2.1.4.4 Organizational Compatibility 


Organizational compatibility is defined as “complementary goals and objectives, as well as similarities in 
 operating philosophies and corporate cultures” (Mentzer, et al., 2001). 


2.1.4.5  Vision 


By having a vision, supply chain members are provided with specific goals and strategies on how to identify 
 and realize the opportunities found in the marketplace (Mentzer, et al., 2001). 


2.1.4.6 Key Processes 


A process within a firm refers to the combination of a set of business functions that produce a specific 
 output. It is suggested that all traditional business functions should be included in the process of SCM. For 
 example, logistics is a single business function, but it is also a part of the overall supply chain functions 
 (Mentzer, et al., 2001). 


2.1.4.7 Leader 


Within a supply chain, it is necessary that there is a leader among the supply chain members. The leader 
 role consists of coordinating and overseeing the whole supply chain (Mentzer, et al., 2001). 


2.1.4.8 Top Management Support 


Mentzer et al suggests that top management support play a key role in the successful shaping of an 
 organizations values, orientation and direction (Mentzer, et al., 2001). 


2.1.5  Consequences to SCM 


Mentzer et al proposes that the consequences of implementing SCM, are the following: 


Lower Costs 


Improved Customer Value and Satisfaction 
 Competitive Advantage 


2.1.5.1 Lower Cost and Improved Customer Value and Satisfaction 


A key objective of SCM is to lower the costs required to provide the necessary customer service. Another 
key objective is to improve the customer service through increased stock availability and reduced order 
cycle time. Customer service objectives are accomplished through customer-enriching supply system 
focused on developing innovative solutions and synchronizing the flow of products, services, and 
information to create unique and individualized sources of customer service value. Low costs and 
differentiated services help build competitive advantages for the supply chain (Mentzer, et al., 2001). 
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2.1.5.2 Competitive Advantage 


Michael Porter in his book from 1985 “The Competitive Advantage: Creating and Sustaining Superior 
 Performance”, proposed that there are two types of competitive advantages: cost leadership and 
 differentiation (Mentzer, et al., 2001). Other authors argue that competitive advantage through SCM is 
 accomplished by enhancing overall customer satisfaction (Mentzer, et al., 2001). Here, Porter agrees by 
 arguing that competitive advantages fundamentally come from the customer value that a firm creates 
 (Mentzer, et al., 2001). Therefore, “it is proposed that the implementation of SCM enhances customer 
 value and satisfaction, which in turn leads to enhanced competitive advantage for the supply chain, as well 
 as each member firm. This, ultimately, improves the profitability of the supply chain and its members” 


(Mentzer, et al., 2001). 


2.1.5.3 Supply Chain Summary 


Summing up on literature supply chain management, Mentzer et al, provides this definition: “supply chain 
 management is defined as the systematic, strategic coordination of the traditional business functions and 
 the tactics across these business functions with a particular company and across businesses within the 
 supply chain, for the purposes of improving the long-term performances of the individual companies and 
 the supply chain as a whole” (Mentzer, et al., 2001). 


Figure 2 A model of Supply Chain Management (Mentzer, et al., 2001) 
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2.2  Transparency 


In general, transparency has been defined as “the disclosure of information” (Mol, Transparency and value 
 chain sustainability, 2015; Schnackenberg & Tomlinson, 2016). It has also been described as “revealing 
 truth, promising a better world for all” (McGirvern & Fischer, 2012). Usually, transparency is presented as a 
 neutral device for increased openness, but it is important to remember that transparency is inherently 
 political because of their construction and applications (McGirvern & Fischer, 2012).  


2.2.1  State of Transparency Research 


There has been a disparity in what constitutes transparency. A recent study set out to merge existing 
 literature from the different research domains, where a generalized definition of transparency was 
 proposed (Schnackenberg & Tomlinson, 2016): 


“Transparency is the perceived quality of intentionally shared information from a sender” 


(Schnackenberg & Tomlinson, 2016, p. 1788) 


During an examination of the current literature in their research, Schnackenberg and Tomlinson suggests 
 that researchers have conceptualized transparency in three primary ways: disclosure, clarity, and accuracy 
 (Schnackenberg & Tomlinson, 2016). 


2.2.1.1 Disclosure 


Per Schnackenberg and Tomlinson, “Disclosure is defined as the perception that relevant information is 
 received in a timely manner” (Schnackenberg & Tomlinson, 2016, p. 1792). Disclosure implies that the 
 information is openly shared for it to be considered transparent. However, it also implies careful 
 consideration of what information is most relevant to disclose (Schnackenberg & Tomlinson, 2016). 


2.2.1.2  Clarity 


Clarity is “the perceived level of lucidity and comprehensibility of information received from a sender” 


(Schnackenberg & Tomlinson, 2016, p. 1792). The difference between disclosure and clarity lies in that 
 clarity focuses on the transfer of meaning, rather than the amount or relevance of information 


(Schnackenberg & Tomlinson, 2016). 


2.2.1.3  Accuracy 


“Accuracy is defined as the perception that information is correct to the extent possible given the 
 relationship between sender and receiver” (Schnackenberg & Tomlinson, 2016, p. 1793). Accuracy is 
 focused on the reliability of the information rather than its completeness or understandability. However, it 
 is not implied that information must be completely correct ex post to be considered transparent 


(Schnackenberg & Tomlinson, 2016). 
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Transparency covers a wide domain. Therefore, I will focus on my attention on the application of 
 transparency with regards to supply chains, specifically regarding disclosure of information. 


2.2.2  Transparency Types 


There are four ideal types of transparency: management-, regulatory-, consumer-, and public transparency 
 (Mol, Transparency and value chain sustainability, 2015).  


2.2.2.1 Management Transparency 


This version of transparency has its origins in the management sciences and logistics (Mol, Transparency 
 and value chain sustainability, 2015). This can be seen in the practical application of theories such as Total 
 Quality Management, traceability in supply chains, and verification of product specification (Mol, Governing 
 China's food quality through transparency: A review, 2014). The level of transparency is usually limited to 
 actors within the value-chain, and is as such not available to the public (Mol, Governing China's food quality 
 through transparency: A review, 2014; Mol, Transparency and value chain sustainability, 2015). 


2.2.2.2 Regulatory Transparency 


The regulatory type of transparency relates to the requirements set by regulatory bodies, demanding 
 disclosure of certain information (Mol, Transparency and value chain sustainability, 2015). Examples of this 
 are track-and-trace policies or provenance information. 


It is argued that regulators use transparency standards to affect professionals’ attention on “doing the right 
 thing”, thereby affecting and controlling the norms of professional practices (McGirvern & Fischer, 2012). 


2.2.2.3  Consumer Transparency 


This type of transparency involves the disclosure of product information and production, often related to 
 claims of sustainable production processes. These disclosures often result in some form of labelling or 
 certification of products or processes (Mol, Transparency and value chain sustainability, 2015). 


2.2.2.4  Public Transparency 


In this form of transparency, the information is disclosed in a wider public domain (Mol, Transparency and 
 value chain sustainability, 2015). The information disclosed often has the goal of legitimizing a firm’s 
 production and processes, while also attempting to safeguard the reputation of the firm. Furthermore, the 
 information disclosed also serves to defend the claims of sustainability and the labels used by the firm, as a 
 competitive advantage (Mol, Transparency and value chain sustainability, 2015). 


While all four types are relevant, this thesis will focus only on the two first types of transparency. 
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2.3  Supply Chain Transparency 


As described in section 2.2, transparency is the disclosure of information. While the literature on this 
 subject is vast, this thesis will borrow from one model of supply chain transparency: The Supply Chain 
 Disclosure Radar (Marshall, McCarthy, McGrath, & Harrigan, 2015). This model consists of four information 
 disclosure types: Membership, Provenance, Environmental Information, and Social Information. 


Specifically, this thesis will focus on the first two types of information disclosure: Membership and 
 Provenance. Below the information disclosure types will be introduced.  


2.3.1  Membership 


Membership refers to information regarding a firm’s suppliers and trade partners. Sometimes it is only the 
 direct suppliers of the firm which is disclosed, but in other cases, i.e. Nike has disclosed the comprehensive 
 supplier list, including the location of and break down of lower-tier suppliers, for its entire product range 
 (Marshall, McCarthy, McGrath, & Harrigan, 2015). 


2.3.2  Provenance 


Provenance refers to disclosure of information regarding the materials used in the production of a product, 
 the source location of the materials, and details on how the materials are extracted or produced (Marshall, 
 McCarthy, McGrath, & Harrigan, 2015). Most commonly, this is done to meet regulatory or professional 
 standards. 


2.3.3  Environmental Information 


Firms that include a corporate responsibility strategy, report and disclose information regarding their 
 environmental impact. This could include information such as carbon emissions, energy usage, water usage, 
 levels of waste produced in the supply chain (Marshall, McCarthy, McGrath, & Harrigan, 2015). 


2.3.4  Social Information 


In this case, organization provide information regarding labor policies, human rights, and social impacts 
within the supply chain (Marshall, McCarthy, McGrath, & Harrigan, 2015). Information regarding labor 
policies may include work hours, holidays, wages, benefits, working conditions, and health and safety 
reports. Information regarding human rights may include child labor, forced labor, freedom of association, 
and nondiscrimination. Information regarding social impact may include anti-corruption policies, impact on 
local communities, local engagement and development programs, and noncompliance with rules and 
regulations (Marshall, McCarthy, McGrath, & Harrigan, 2015). 
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2.4  Blockchain Technology 


Blockchain technology – or public ledger technology – is a field of interest for many first movers. First 
 introduced as the backbone of Bitcoin, the peer-to-peer electronic cash system (Nakamoto, 2008). Bitcoin 
 was introduced in 2008 as a virtual cryptocurrency. The big selling point of this new currency was that it 
 had no intermediaries. Currency is transferred directly from peer to peer. The technology behind Bitcoin 
 was tailored specifically to allow transactions to occur without the need of trust or a trusted intermediary 
 (Nakamoto, 2008). This enables any actor to transfer currency independently from the normal centralized 
 institutions. 


2.4.1  Bitcoin Technology Stack 


While it may be confusing for some, Bitcoin used to be a definition of three separate things. First, Bitcoin 
 referred to the underlying blockchain technology platform. Second, it referred to the protocol that runs on 
 top of the blockchain technology platform, which describes how assets are transferred between parties on 
 the blockchain. And third, it referred to the digital currency, Bitcoin (Swan, 2015). Below each of these are 
 reviewed in turn. 


2.4.1.1 The Underlying Technology – The Blockchain 


At the bottom of the stack, is the blockchain technology platform. The blockchain is the decentralized 
 transparent ledger, which holds all the transactions. It is the database which is shared by the entire 
 network (Swan, 2015). Once a transaction is recorded into the ledger, it can’t be altered, which is achieved 
 through cryptographic algorithms. When the transaction is committed to the ledger, it is spread to all other 
 nodes in the network in a distributed, non-centralized fashion. 


2.4.1.2 The Protocol 


In the middle of the stack is the protocol. The protocol is the system that transfers the digital assets over 
 the blockchain ledger. In the case of Bitcoin, this can be compared to the different wallet software solutions 
 that handles the transfer of digital currencies. 


2.4.1.3 The Currency 


The top layer of the Bitcoin technology stack, is the Bitcoin currency itself, which is used as the currency in 
 bitcoin transactions. 


2.4.2  Components of Blockchain Technology 


While there are many implementations of blockchain technology, they have similar elements in common. 


In the following subsections, the common building blocks that constitute a blockchain will be discussed. 
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2.4.2.1 The Block in the Chain 


One of the most used definitions of blockchains, is by the comparison of an open, public ledger containing 
 all the transactions made in the network.  


A report made by the UK’s Government Office of Science, defined a blockchain as such (Walport, 2016): 


“A block chain is a type of database that takes a number of records and puts them in a block (rather 
 like collating them on to a single sheet of paper). Each block is then ‘chained’ to the next block, 
 using a cryptographic signature. This allows block chains to be used like a ledger, which can be 
 shared and corroborated by anyone with appropriate permissions.” (Walport, 2016, p. 17) 
 By looking at Figure 3, we can see what a block in the chain contains. In this specific example, it is the 
 Ethereum blockchain. Each block contains a timestamp, a nonce, the hash of the previous block, and a list 
 of transactions that constitutes the block. 


Figure 3 Blocks in the Chain (Buterin, 2014) 


Each transaction is a representation of a transfer of a virtual asset. Many things can be defined as a virtual 
 asset, i.e. a digital token can represent the ownership of a car or house. A more commonly known virtual 
 asset is cryptocurrency, i.e. Bitcoin. 


2.4.2.2  The Consensus Mechanism - the corroboration aspect of blockchain technology.  


In the case of Bitcoin, the corroboration method used is consensus, in Bitcoin terms mining. Specifically, the 
miners in the Bitcoin network mines the blocks that are to be appended to the chain. Miners use a proof-of-
work system, to claim which block is to be the next block added to the chain. Under the proof-of-work 
system, a block is a computationally hard to create, but easy to verify. To claim the next block, miners must 
produce a cryptographic hash (SHA-256) with several leading zero bits, which contains all the transactions 
to be included in the block, a nonce which is a random number, the hash of the previous block, and a 
timestamp. And since all the blocks are cryptographically linked together, to change a previous block, one 



(23)Chapter 2: Literature review  Blockchain and Supply Chain Transparency 
 A case study on utilizing blockchain technology as a platform for transparency 


A Thesis for Copenhagen Business School 


by John Schwartz Jacobsen, March 2017  P. 22 of 83


must also change all the subsequent blocks. This makes it very hard to change a transaction or a block, as it 
 requires immense computational power (Nakamoto, 2008). 


2.4.2.3 Smart Contracts 


The term “Smart Contract” was first coined by Nick Szabo (Wikipedia, 2016). A smart contract is the idea of 
 embedding contracts into hardware and software (Szabo, 1997). An example of a smart contract used by 
 Szabo, is the vending machine. The vending machine accepts coins, and through an internal mechanism 
 validates and provides the user of the vending machine with an output, i.e. a soda, coffee, sandwich etc. 


(Szabo, 1997). 


Smart contracts are pieces of code that run autonomously when called upon (Buterin, 2014). More 
 specifically, the smart contracts can have programmable rules embedded in them, and based upon the 
 input they get, they will produce a certain output. A simple example is an escrow contract: 3 parties put up 
 some amount of cryptocurrency into a smart contract, functioning as the escrow. For the money to be 
 used, it requires 2 of the 3 signatures of the users to allow the usage of funds (Buterin, 2014). 


2.4.3  Various Implementations of Blockchain 


While there are many different blockchain solutions, this thesis will briefly highlight the following 
 blockchain implementations. 


2.4.3.1 Bitcoin 


The Bitcoin blockchain is solely used for the cryptocurrency Bitcoin. While it is possible to embed data onto 
 the blockchain’s transactions, its main purpose is to facilitate financial transactions. Every transaction can 
 be accompanied with a fee. This fee serves as an incentive towards the miners of the network to priorities 
 their transactions. This is optional, but encouraged. 


The miners in the bitcoin network serve as the validators in Bitcoin’s consensus mechanism. 


2.4.3.2  Ethereum 


Ethereum has been advertised as an open computer spanning its entire network. The Ethereum blockchain 
 is a “Turing-complete” blockchain. This mean that the blockchain can be programmed to do “anything”. 


Ethereum uses its own cryptocurrency called “Ether”. Ether is used both as currency and as the fuel that 
powers the network. In this network, every action and transaction cost “Gas”, paid by with Ether. This is 
like Bitcoin’s fees associated with transactions. 
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2.4.3.3 Hyperledger 


The Hyperledger project is a consortium of different industries that work together, led by the Linux 


Foundation, to create an open source blockchain solution. One of the interesting points about Hyperledger, 
 is that it is a “pluggable architecture” (Hyperledger Project - The Linux Foundation, 2016). This blockchain 
 solution does use a one-size-fits-all approach, but allows the participants of any Hyperledger blockchain to 
 customize how their blockchain functions. 


One interesting part of Hyperledger is that there is no one specific consensus mechanism; participants of 
 the specific chain can specify how consensus is achieved within the specific blockchain. 


Another interesting part of Hyperledger, is the design choice that not everyone needs to hold all the data. 


Since Hyperledger is classed as a permissioned blockchain, it allows for confidentiality between partners on 
 the blockchain, i.e., some data is only accessible by certain actors on the blockchain. For example, in 
 theory, a radish farm in Peru can sell radishes to a fruit store in San Francisco at a below normal price 
 through a smart contract, but only those two actors know of the special price. This does not only apply to 
 smart contracts. During the transaction of goods between the farm and the store, only they get a copy of 
 the data regarding the products journey from farm to store. While the travel of the products can be public, 
 the price of the products is confidential, only available to the farm and store (IBM, 2016). 


A comparison of the mentioned Blockchain technologies can be seen below. Note, that there are many 
 Blockchain technologies being developed, but I have only chosen to highlight three. 


Blockchain  Immutable data  Business logic  Mutable Data 


Bitcoin  Blocks of transactions  Smart Contracts  - 


Ethereum  Blocks of transactions  Smart Contracts  Smart Contract Data 


Storage 


Hyperledger  Blocks of transactions  Chaincode  Blockchain Database, i.e. 


CouchDB or other 
 implemtentations 


Table 2 Comparison of Blockchain Technologies (Source: own creation) 


2.4.4  Applications of Blockchain Technology 


While Blockchain technology is a fascinating new technology, there has been no mention of widely-used 
 applications of this new technology, outside of cryptocurrency. According to Swan, there are many 


interesting areas where blockchain technology can be utilized, including healthcare, banking, supply chain, 
research and science, and government (Swan, 2015). 
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3  Methodology 



3.1  Case Study Research Approach 


This thesis utilized a multiple-case study approach (Yin, 2014). Instead of focusing on a phenomenon at a 
 single organization, I will attempt to research the same phenomena at multiple organizations. 


3.1.1  Unit of Analysis 


To focus the research, I will here define the units of analysis (Yin, 2014). The unit of analysis – or the “case” 


– need to be defined with regards to the research question. Otherwise, the study could cover all aspects 
 about a phenomenon, which in this thesis would be impossible. 


With the research question as a guide, the units of analysis of this study can be narrowed down to the 
 following phenomena: 


(1) The elements of information disclosure. To further narrow the case, the elements in this regard, 
 are considered the ways in which supply chain members and relevant regulatory entities share 
 information and utilize the shared information. 


(2) The technology of information disclosure. To make it more specific, technology is focused on 
 the ‘how’ information is shared and utilized. 


These two units combined with the operationalization (see 3.3 Operationalization), a more precise guide of 
 data collection for the case study emerges. 


3.1.2  Case Study Protocol 


As a supportive tool, a case study protocol was used during the research process. This protocol is also used 
 to increase the reliability of the case study (Yin, 2014). The protocol serves as a guide for the researcher 
 when doing fieldwork. The researcher uses the protocol as a rulebook for how the researcher should gather 
 data, and how interviews should be conducted and what questions the research needs answers to. 


During interviews, the case study protocol lists the questions that the researcher need to answer, i.e., the 
 level 2 type questions posed to the researcher, but the researcher must find these answers by posing level 
 1 type questions to the key person(s) while in the field (Yin, 2014). 


The case study protocol is usually comprised of four major sections: an overview of the case study, data 
 collection procedures, data collection questions, and a guide for the case study report (Yin, 2014). 


An example of the case study protocol used can be seen in appendix 9.1. 
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3.2  Use of theory 


In this section, I will describe the how the theory in the literature review will be used, and how it will not be 
 used. 


3.2.1  Supply Chain 


The literature on supply chain and supply chain management is used in this thesis to increase the author’s 
 understanding of the supply chain situation of the pharmaceutical industry. 


3.2.2  Transparency 


As described in the literature review, transparency is a widely-covered area. In this thesis, the working 
 definition as transparency will be focused on the disclosure of information on the managerial and 
 regulatory level. Disclosure of information regarding sustainability or information aimed for public 
 disclosure will not be considered in this thesis.  


3.2.3  Blockchain 


Literature regarding blockchain technology is used in the analysis, specifically in conjunction with the 
 design of the reference architecture. It will also be used to ascertain the viability and fit of the 
 functionalities of blockchain technologies in pharmaceutical settings. 



3.3  Operationalization 


The operationalization process is designed to break the research question down to smaller variables. 


Through this step, the operationalization process provides us with the variables that we need to provide 
 answers for, to answer our research question (Harboe, 2009). 


The operationalization method used in this paper is the same as the one described by Thomas Harboe 
 (Harboe, 2009). This method is used to define the variables in which facts are gathering during the research 
 process. The variables used are defined from the research question through the nominal definition. The 
 nominal definition is a process in which the research questions is made more articulate, specifying the 
 scope of the research question. From the nominal definition, the variables used to answer the research 
 questions are defined. These variables will guide the research, ultimately answering the research question. 


3.3.1  Research Question 


The research question for this paper is: 


How can blockchain technology be used (or leveraged) to provide transparency in supply chains of 
material goods? 
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3.3.2  Nominal Definitions 


The nominal definitions are as follows: 


1. By transparency, it is referred to the action of disclosing information to either supply chain partners 
 or any regulatory entities. As described in section 3.2.2, the focus will be on management 


transparency and regulatory transparency. 


2.  With an understanding of supply chains and how they are managed and how information is shared 
 between the supply chain partners (see 2.1), the current state of the supply chain in the 


pharmaceutical industry is analyzed. To measure the current state, comparisons will be made to 
 the literature. 


3.  Based on the literature review and the data gathered, comparisons will be made to the current and 
 future practices in general to the functionalities of blockchain technology and propose ways in 
 which blockchain technology can used to provide transparency of supply chains. Future practices in 
 this case means the proposed practices defined in the Falsified Medicine Directive. 


3.3.3  Operational Definition 


By extracting from the nominal definitions, we have ended up with 3 units, each differentiated into their 
 respective variables. The units are as follows: 


Figure 4 Operationalization chart (Source: own creation) 
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3.4  Secondary Data 


The secondary data plays a big role in this thesis. The concepts learned through the literature review, will 
 be used as guidelines to narrow focus on the research, also known as the study propositions (Yin, 2014). 


The study propositions help directing the attention of the researcher towards something that should be 
 examined within the scope of the case study (Yin, 2014, p. 30). 


Since the focus is on transparency, the concepts presented in the literature review help shape the 


questions posed during the primary data collection. The same can be said regarding how the supply chain is 
 managed and information is shared. This can be seen in the case study protocol. 


Other documents and articles can also be used to confirm or deny the concepts that are listed in the 
 literature review. These documents can come in the form of e-mails, corporate documents, internal 
 reports, formal studies, and news articles to name a few (Yin, 2014). 



3.5  Primary data 


The primary collected is used to show the perspectives held by the members of the pharmaceutical supply 
 chain. Each firm has their core business functions and goals, and as such the view on what transparency 
 entails can differ. The primary data is therefore intended to paint a picture, showing the opinions held by 
 different participants of the pharmaceutical supply chain. 


To obtain data within the pharmaceutical industry, I contacted the different firms within the 


pharmaceutical supply chain. A state pharmacy in the Faroe Islands. An IT service and hardware provider, 
 operating in the pharmaceutical supply chain. A pharmaceutical wholesaler. The only link missing is a 
 manufacturer of pharmaceutical products. 


3.5.1  Interviews 


As a method of gathering data, interviews were conducted with relevant persons in throughout the 
 pharmaceutical supply chain. Some interviews were done over the phone (3 phone interviews) and others 
 were done in person (2 interview). In both cases, the interviews are recorded, leaving the interviewer free 
 to fully engage in the conversation with the interviewee(s). 


3.5.1.1 Interview Structure 


The interviews are shorter case study interviews (Yin, 2014). These interviews are more focused, often with 
specific questions that are carefully worded (Yin, 2014). However, liberties were taken when deemed 
necessary and some questions were explored more freely, depending on the points made by the 
interviewee. 
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During the research stage of this paper, two versions of interviews were performed: phone interviews and 
 focused interviews (Harboe, 2009) (Yin, 2014).  


The focused interviews are done in person. These allow for more in-depth and semi-structured interviews. 


These interviews also allow the interviewee to “go on tangents” that could prove to be relevant later in 
 some regards. A Case Study Protocol (Yin, 2014) is used during these interviews as a guide for the 
 interviewer. 


The phone interviews were chosen for interview that usually took less than 30 minutes. These interviews 
 weren’t as in-depth as the focused interviews. Some benefits of using phone interview are that they are 
 fast, easy and cheap to perform for both parties.  



3.6  Analysis Structure 


The first part of the analysis will describe the current practices, view on transparency, and supply chain 
 orientation within the pharmaceutical supply chain. The focus will be from the pharmacy’s point-of-view, 
 with some insight of how wholesaler interact with the pharmacy. Second, a comparison between the 
 practices, and transparency and supply chain literature will be made. Finally, the supply chain practices will 
 be compared to a proposal of a suggested version of practices that incorporates Blockchain technology. 


There will not be a focus on a specific Blockchain technology, however distinctions will be made when 
necessary. 
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4  Data Gathered 


This chapter focuses on documenting the data and insights learned from the data gathering process, both 
 from secondary sources and from primary data gathering. 


The first section will describe which regulations and standards are used in the pharmaceutical industry. A 
 description of the guidelines on Good Distribution Practice of medicinal products is presented, followed by 
 a brief description of the Falsified Medicine Directive. After this, a summary of the standards set by the 
 organization GS1, GS1 barcodes and EPCIS, is presented. It is important to understand that these elements 
 have a big effect on the procedures used within the pharmaceutical supply chain processes, and ultimately 
 in the reference design. The last sections will cover the insights gleaned from interviews with members of 
 the pharmaceutical supply chain. 



4.1  The Pharmaceutical Industry 

 4.1.1  Good Distribution Practice (GDP) 

In the pharmaceutical industry, organizations are required to follow Good Distribution Practices to ensure 
 the quality and management of medicinal products. The GDP is a set of guidelines that regulates the 
 activities covering the procurement, holding, supplying and exporting of medicinal products  (European 
 Commision, 2013). While the GDP cover almost every aspect regarding the life cycle of the medicinal 
 product, this thesis will focus on the rules regarding documentation of medicinal products. 


Part of the GDP states that sellers of medicinal products must have an effective quality control system 
implemented, and documentation must be provided describing responsibilities, work practices and risk-
management measures. The GDP also states that sufficient room must be available for medicinal products 
that is marked for decommission or suspected of being counterfeit (European Commision, 2013). 
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