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RESUME  


Formål: Dette speciale undersøger hvordan valgarkitektur, inden for rammerne af nuværende EU-
 persondatalovgning, påvirker internetbruger til at acceptere cookies. EU har senest med 


Databeskyttelsesloven (GDPR) indført strammere krav i forhold til, hvad der udgør gyldigt 
 samtykke til dataindsamling. Lovgivning på området stiller imidlertid ikke mange krav til 


valgarkitekturen forbundet med indsamlingen af samtykke. Adskillige studier har tidligere påvist, at 
 værktøjer inden for valgarkitektur, kendt som nudges, kan bruges til at påvirke beslutningstagere i 
 en bestemt retning. 


Formålet med dette speciale er derfor at undersøge, hvordan valgarkitektur kan bruges til at påvirke 
 beslutningstagere til at acceptere web-cookies inden for den nuværende EU-datalovgivnings 


rammer.  


Metode: For at undersøge specialets problemformulering udførte vi et klyngerandomiseret 
 kontrolleret eksperiment, nærmere bestemt en A/B test på den danske it-virksomhed ADDvision 
 A/S’ hjemmeside. To forskellige cookie bannere, som begge overholder gældende lovgivning, blev 
 testet. Det ene banner var designet med formålet om at være tilnærmelsesvis neutral i sin 


valgarkitektur, mens det andet var designet til at få så mange brugere som muligt til at acceptere 
 cookies. Cookiebanneret, der havde til formål at få flest mulige brugere til at acceptere, var designet 
 med en mere fremtrædende accepter-knap samt større anstrengelse for at afvise cookies. Derudover 
 var teksten på banneret præsenteret således, at der var fokus på det gode brugeren fik ud af at 
 acceptere - en bedre brugeroplevelse. 


Teori: Specialet trækker på teori og litteratur indenfor adfærdsøkonomi. Nærmere bestemt trækkes 
 der på dual process teori, der kan bidrage med en beskrivelse af, hvordan mennesker tager 


beslutninger. Derudover anvendes teori om valgarkitektur, der på baggrund af dual process teori 
 bidrager med specifikke værktøjer til at påvirke menneskers beslutninger. 


Resultater: Resultaterne fra dette speciale viser, at der er væsentlig flere brugere, der accepterer 
cookies, når de bliver præsenteret for et cookiebanner, der er designet på baggrund af indsigterne 
fra dual process teori og valgarkitektur. Konkret viste resultaterne en forskel på 84,9% mellem de to 
cookiebannere i hvor mange der accepterede cookies. 



(4)Konklusion: Eksperimentet viste at valgarkitektur i høj grad kan påvirke beslutningstagning i 
forhold til at acceptere eller afvise dataindsamling via cookies. Resultaterne viser, at den nuværende 
lovgivning giver et stort spillerum til virksomheder, som kan manipulere forbrugere til at acceptere 
cookies ved at bruge valgarkitektur. Resultaterne fra studiet kan bruges til at informere fremtidig 
lovgivning, der specifikt bør lovgive mod elementer af valgarkitektur for effektivt at sikre, at 
brugere har kontrol over deres personlige data. 
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CHAPTER 1: INTRODUCTION 


"Sometimes the scandal is not what law was broken, but what the law allows."  


-  Edward Snowden   


In June 2013, Edward Snowden revealed numerous global surveillance programmes. The 


programmes were among others run by the National Security Agency (NSA) (Gallagher, 2018) with 
 the cooperation of global companies like Facebook, Google, and Microsoft (Greenwald, 2013). One 
 program, XKeyscore, allowed analysts from the NSA with no prior authorisation, to search through 
 vast databases with “[...] emails, online chats and the browser histories of millions of individuals.” 


(Greenwald, 2013). Insights into users’ browsing history and other personal data is, however, not 
 confined to shady programmes like the ones conducted by the NSA. Rather, online user behaviour 
 is tracked by companies every single day with the use of online tracking devices such as cookies, 
 which are small text files stored on users’ computers. 


The behaviour of online users is valuable to companies as it allows for more relevant and targeted 
 advertising, which results in increased sales. Yan et al. (2009) found that when using behavioural 
 data the click-through rate of advertisements increased by 670% compared to traditional 


advertising. Cookies are, however, not only malicious, but can also benefit users, e.g. by speeding 
 up online navigation, remembering user preferences, and increasing the relevance of information 
 shown. Nevertheless, the small text files can pose a privacy risk to users. Information collected 
 through a single cookie may not provide directly personally identifiable information, but it can 
 become personally identifiable if used in combination with information from other cookies 
 (Miyazaki, 2008, p. 20). 


The European Union (EU) recognises the potential privacy risks of companies’ data collection  
 and therefore, regulates it through privacy legislation. The latest addition to the field of 


informational privacy legislation is the General Data Protection Regulation (GDPR), which was 
implemented on May 25, 2018 across all EU member states. According to research within privacy, 
legislation is necessary as there is a discrepancy between users’ privacy attitudes and behaviour, 
known as the privacy paradox. The privacy paradox entails that users are concerned about their 
privacy, but do not readily protect it. With the GDPR, more extensive requirements are introduced 
regarding how consent must be obtained for collecting personal data. The question that remains, is 
whether the legislation succeed in protecting users’ privacy, or if too much leeway is given to 



(11)choice architects, who design the context in which the decision regarding cookies is made, i.e. 


cookie banners. The current thesis draws on behavioural economics literature in order to understand 
 how users make decisions. In addition, the field of behavioural economics can provide insights into 
 how decision-making can be influenced by choice architects. Hence, we formulate the following 
 research question: 


RQ: How does choice architecture in accordance with current EU privacy legislation affect users 
 to accept internet cookies? 


In order to answer the above stated research question, we will in chapter 2 start out by 


conceptualising privacy and its value to provide an understanding of why privacy is desirable. 


Following the conceptualisation of privacy, we will in chapter 3 review how current privacy 
 legislation, the ePrivacy Directive and GDPR, regulate consent for cookie storage, and what 
 specifically is required in order for consent to be valid. In chapter 4, the thesis’ theoretical frame, 
 drawn from behavioural economics literature, will be presented. Dual process theory will provide 
 an understanding of human decision-making and aid in understanding why people do not readily 
 protect their privacy. Furthermore, the theoretical frame will include literature on choice 


architecture and nudging, which can provide tools for influencing human decision-making. In 
chapter 5, based on the reviewed literature, we hypothesise that altering the choice architecture of 
cookie banners can influence users’ decision regarding cookies. To test the hypothesis, we design 
an experiment regarding choice architecture for which the methodological considerations will be 
presented. The results of the experiment will be presented and analysed in chapter 6. In addition, 
chapter 7 will include a small analysis of real-world cookie banners in order to understand how 
companies employ choice architecture. Finally, our findings will be discussed in chapter 8 before 
the final conclusion of the thesis in chapter 9. 
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CHAPTER 2: PRIVACY 


Cofone (2015) notes that a tradition within analytical philosophy emphasises that a central task 
 within analysis is to clarify what is meant with a certain term or concept in order to subsequently 
 use it in the analysis. Thus, in order to understand what is at stake with regard to the collection of 
 personal data through cookies, we must first establish what is understood by privacy. As such, we 
 will in the following section review how privacy is conceptualised in the literature and decide upon 
 which conceptualisation we lend ourselves to. Subsequently, we will account for the value of 
 privacy, and why people and society should care about it. 



2.1 Conceptualising Privacy


People increasingly desire privacy in their digital activities (Welch, 2019). But what exactly is 
 privacy, and why do people want it? Despite several efforts made to define privacy, no consensus 
 among scholars regarding the term exists. This has caused privacy to be categorised as fuzzy 
 (Solove, 2002). Despite the lack of consensus on the term, the various streams within the literature 
 on privacy are not isolated from one another. Rather, they are: “drawing from a pool of similar 
 characteristics.” (Solove, 2002, p. 1088), each with an emphasis on different aspects of privacy. 


Nevertheless, Solove (2002) has made a categorisation of the different conceptualisation of the 
 term, which will be reviewed in the following paragraph. 


One of the earliest attempts of defining privacy was made by Warren and Brandeis (1890). The two 
 law professors noticed that due to the technological development and the invention of the camera, 
 people could no longer be ensured privacy, i.e. the right be let alone. Another view of privacy is as 
 limited access to the self, which is closely related to the definition by Warren and Brandeis (1890). 


The view of privacy as limited access to the self does, however, move away from the desire for 
solitude. Instead, privacy is extended to include not only the physical aspect but also information, 
thoughts, and feelings. As such, Godkin (1890) defined privacy as the: “right to decide how much 
knowledge of [a person's] personal thought and feeling.., private doings and affairs ... the public at 
large shall have.” (Godkin, 1890, as cited in Solove, 2002, p. 1103). Moving further away from the 
view on privacy as something related to the physical aspect of human life, a third view on privacy 
focuses on secrecy. A breach of privacy, under this view, is when information that was previously 



(13)kept secret is revealed to the public (Solove, 2002, p. 1105). Posner (1998) defined privacy as 
 someone’s: “[...] right to conceal discreditable facts about himself.” (Posner, 1998). According to 
 Posner, privacy can be seen from an economic perspective in terms of maximisation, i.e. people will 
 want to keep information from others if it can benefit themselves. In addition, Posner argues that 
 those who will benefit the most from privacy legislation “[...] are people with more arrests or 
 convictions, or poorer credit records (more judgments, bankruptcies, etc.), than the average 
 person.” (Posner, 1977, p. 407). That is, people will be more likely to want privacy if they have 
 something to hide. Another definition of privacy, which is even more focused on the informational 
 aspect of human life, is the one of privacy as control over personal information. For the purpose of 
 the current thesis, we lend ourselves to this definition. Under this view, Westin (1967) defines 
 privacy as: “[...] the claim of individuals, groups or institutions to determine for themselves when, 
 how, and to what extent information about them is communicated to others” (p. 7). Similarly, Fried 
 (1970) defines privacy as: "[...] control over knowledge about oneself' that is necessary to protect 


"fundamental relations" of "respect, love, friendship and trust.'' (Fried as cited in Solove, 2002, p. 


1111). A critique of this group of definitions is, however, that personal information is often created 
in collaboration with others (Solove, 2002). As such, it can be difficult to determine who actually 
owns the information, and thus who should have control over the information. When a user browses 
a website, the browsing data is created in an interaction between the user and the website. Hence, 
the the user would not be able to generate this particular information without the website. Petronio 
and Durham (2008), however, views this as a co-ownership of data. The user generates personal 
data and the company owning the website becomes a co-owner of the data with the responsibility 
and trust that it requires. Thus, the company should not collect use it without the user’s consent. Yet 
another critique of the view of privacy as control over personal information is that the literature 
does not provide a definition of what is meant by control. While not having any clear definition of 
control in the literature, we will in the current thesis understand control as being in control of 
whether to provide consent. As such, we see a user as having privacy when personal information is 
not collected without his consent allowing the other party to do so. Finally, the definition of privacy 
as control over personal information has been criticised for being too narrow, i.e. only focusing on 
the informational aspect. However, as the focus of the current thesis is collection of information 
through cookies, we find the definition appropriate.  



(14)According to Floridi (2005), control over personal information should always be respected 


regardless of where the information is obtained. Collecting data without consent is a violation of the 
 user’s privacy independently of whether the information is obtained in a public or private context. 


He uses kidnapping as metaphor for violating privacy: “[...] kidnapping is a crime independently of 
 where it is committed.” (Floridi, 2005, p. 195). Hence, in a digital context it does not matter whether 
 one’s behavioural information is obtained at a public website or other personal information is 
 collected from your personal computer. If the information is gathered without consent, both should 
 be characterised as a breach of informational privacy. 


In conclusion, we define privacy as control over personal information. The next question that 
 emerges is then: why is it important to have control over one’s personal information? Why is 
 privacy important? 



2.2 The Value of Privacy


According to Solove (2009), the value of privacy is pluralistic. He argues: “The value of privacy is 
 not absolute; privacy should be balanced against conflicting interests that also have significant 
 value. The value of privacy is not uniform, but varies depending upon the nature of the problems 
 being protected against.” (Solove, 2009, p. 100). Therefore, an overall generalisable value cannot 
 be attributed to privacy. Rather, the consequences that privacy causes should be weighed against the 
 principle of privacy. If the protection of privacy for example causes activities that are socially 
 detrimental, the value of privacy should be lowered. Though despite that “[...] the value of privacy 
 is pluralistic and context dependent, it cannot be too contextual.” (Solove, 2009, p. 99). Meaning 
 that some overall agreement should exist as to when privacy is more important than other values.  


While it is obvious why people want to keep their health information private, it is less clear why it 
 is important for them to keep their browsing history private. Mooradian (2009) distinguishes 
 between non-mundane and mundane information. According to Mooradian (2009), two types of 
 non-mundane information exist. These are institution specific personal information (IPI) and 
 socially sensitive personal information (SPI). IPI is information that “[...] is created and managed 
 for the sake of the activities of their respective fields. How that information is controlled affects the 
 ability of the individual to receive services within the given area and sometimes outside of it.” 


(Mooradian, 2009, p. 166). This includes for example medical or financial information. The other 



(15)type of non-mundane information, SPI, is information that people find embarrassing for others to 
 know due to social norms. While it is more obvious why people find it important to keep non-
 mundane information private, it is not as clear why people want to keep mundane information 
 private. Mooradian (2009) terms the mundane information biographical personal information 
 (BPI), which is “[...] any mundane facts about you that tell something about who you are, what you 
 do or have done, where you have been, etc.” (Mooradian, 2009, p. 166). As such, behavioural data 
 collected through cookies is BPI. But if BPI is mundane as Mooradian (2009) phrases it, why 
 should people care about whether it is collected and processed or not? 


2.2.1 The Importance of Privacy in Social Relationships


Rachels (1975) argues that privacy is valuable as: “[...] there is a close connection between our 
 ability to control who has access to us and to information about us, and our ability to create and 
 maintain different sorts of social relationships with different people.” (p. 326). As such, Rachels 
 (1975) argues that privacy plays a crucial role in creating and maintaining social relationships with 
 other people. In Rachels’ (1975) view, social relationships are all relations people have, i.e. with 
 colleagues, friends, family, acquaintances, etc. (p. 326). In addition, “[...] the different patterns of 
 behavior are (partly) what define the different relationships; they are an important part of what 
 makes the different relationships what they are.” (Rachels, 1975, p. 327). How people behave with 
 each other and what they disclose to one another are co-determinants of that particular relationship. 


Fried (1970) shares this view and further argues that the right to control which information is shared 
 with whom “[...] creates the moral capital which we spend in friendship and love." (p. 142). 


Rachels (1975) gives the example that if you discover that a friend of yours has told someone else 
 that he is ill, but refrained from sharing this information with you, it could be because the 


relationship is not as close as you thought. Another example provided by Rachels (1975) is when 
 two people with a close relationship are having a conversation and a third person, with whom they 
 do not share a close relationship, enters the conversation. The entrance of a third party outside the 
 close relation will change the nature of the conversation (pp. 329-330). These two examples by 
 Rachels (1975) illustrate that in real life people give a lot of thought to what they share with one 
 another because it constitutes the type of relationship they have. However, at the time of Rachels 
 (1975) writing, the collection of online personal data was limited. Since then, the proliferation of 
 computer information systems has caused data to be easily stored and processed (Andersen, 2018). 


Hence, if following Rachels’ (1975) theory, the extensive information gathering and sharing across 



(16)the internet would cause people problems in maintaining their social relationships. This is, however, 
 not the case according to Johnson: “[...] the information gathering and exchange that goes on via 
 computer technology does not seem, on the face of it, to threaten the diversity of personal 


relationships each of us has.” (Johnson, n.d., pp. 121-122 as cited in Mooradian, 2009, p. 167). 


While the diversity of personal relationships is not threatened, the vast information gathering is 
 argued to harm the existence or health of people’s relationships (Mooradian, 2009, p. 167). 


According to Mooradian (2009) this is because some BPI could be information that “[...] a given 
 person would have preferred to keep to himself or herself and would have therefore not disclosed 
 within the context of any of his or her personal relationships.” (p. 167). Mooradian (2009) does, 
 however, at his time of writing, recognise that if aggregation techniques improve it could change 
 the privacy picture substantially. Today, not only have techniques improved, among others with the 
 proliferation of cookies usage among companies, artificial intelligence has made it easy for 


companies to structure and analyse these data, making them capable of creating a profile of users 
 (Andersen, 2018). And while information about one’s behaviour on a particular website or a 


particular purchase in isolation might seem trivial and not something that people would worry about 
 others knowing, the growing activity of aggregation could change this view. An example of how 
 aggregation of data has become an entire business and exceeding previous limits of access to this 
 information is the use in relation to recruitment of new employees. Targeted advertising is 
 prominent, “But increasingly, the same data sets about us are being scored for other, much more 
 important reasons, including employability.” (Fertik, 2012). As such, potential employers gain 
 access to information that one would not have written in an application or told in a job interview. 


Thus, it could be argued that Rachels (1975) theory still has some relevance in the information 
 society, and that the information gathering can challenge the diversity of one’s personal 
 relationships. 


2.2.2 The Monetary Value of Personal Data


Besides the value privacy has in relation to social relationships, Mooradian (2009) notes the 
 commercial value of BPI. Specifically, Mooradian (2009) notes that “[...] as the commercial value 
 of this data becomes apparent, we can expect that serious efforts will be made to harvest and 
 process it with the goal of producing useful personal data aggregates or digital dossiers.” 


(Mooradian, 2009, p. 169). Today, ten years after Mooradian’s (2009) article was published, the 
concept of Big Data, defined as “[...] the extraction of hidden insight about consumer behavior from 



(17)Big Data and the exploitation of that insight through advantageous interpretation.” (Erevelles, 
 Fukawa & Swayne, 2016, p. 897), is considered a new form of capital (Mayer-Schönberger & 


Cukier, 2013) as predicted by Mooradian (2009). 


Three defining characteristics of Big Data are: volume, velocity, and variety (Erevelles et al., 2016). 


The volume of data available is illustrated by the fact that in 2012 Walmart was estimated to 
 generate 2.5 petabytes of consumer data every hour (McAfee & Brynjolfsson, 2012) - that is 2.5 
 million gigabytes. In addition to the volume, the data is also created and updated rapidly. Thus, 


“Marketing executives with access to rich, insightful, current data are able to make better decisions 
 based on evidence at a given time, rather than on intuition or laboratory-based consumer 


research.” (Erevelles et al., 2016, p. 898). The marketers are capable of constantly assessing the 
 performance of a campaign or the sales of a certain product in real-time - knowledge that marketers 
 can translate into a market advantage (Erevelles et al., 2016, p. 897). Lastly, the data is richer 
 compared to previous collected data. That is, it is no longer only structured data from records, files, 
 or databases but also unstructured data from videos or blog posts. An example of this is how 
 companies can assess the emotions of people using their products in videos posted on Youtube 
 (Erevelles et al., 2016, p. 898).  


The exploitation of behavioural consumer insights helped by machine learning (Wellers, 2017) 
 allows companies to profile its consumers in order to be able to create personalised marketing and 
 offers. As a consequence, data brokers specialised in buying and selling third party personal data 
 are now an entire industry with at least 121 data brokers registered in the US (Melendez & 


Pasternack, 2019). In 2016, Acxiom, one of the largest data brokers in the United States, had an 
 average of 1,500 data attributes of information per person on approximately 200 million Americans 
 (Boutin, 2016) - a number that is likely to have increased since then. 


As reviewed above, more consumer data than ever is created and collected and represent an 


enormous value to companies, which can use the data as a market advantage. In a survey conducted 
by the Danish Business Authority (DBA) (2015), respondents were asked about their willingness to 
give away data about themselves and their habits if given something in return. 47% of the survey 
respondents replied that they would do so, but that they would weigh out the data given against 
what they would get in return. Hence, many consumers understand that their data is valuable for 
companies, though they tend to underestimate the value (Malgieri & Custers, 2018). For that 



(18)reason, it is of great importance that consumers remain in control of their personal information as it 
 can be used as a counter-performance for a product. If not being in control of their personal 


information, consumers would essentially be giving something of great value away for free. 


In conclusion, we have so far established that we understand privacy as control over personal 
 information. We have, furthermore, presented that privacy is of value both with regard to creating 
 and maintaining social relationships as well as the monetary value data constitutes. 



2.3 The Privacy Paradox


Having reviewed what privacy means and the value it poses to individuals, one would expect that 
 people would want to protect it. According to a report conducted by the DBA (2015), 54% of 
 Danish online consumers are worried about their privacy when browsing online. A number that is 
 supported in a report from the Department for Culture, Media and Sports of British Government 
 where 77% stated that they were concerned about internet security (DCMS, 2011, p. 2). 


Furthermore, 57% of European citizens are worried that their personal data is not safe. 


Nevertheless, the report by the DBA (2015) found that only 12% always read cookie notices before 
 accepting cookies, while 24% sometimes do. In addition, a study conducted by Shostack (2013) 
 found that people are not willing to pay for services that would help them protect their privacy. This 
 discrepancy between attitudes and behaviour has been referred to as the privacy paradox, that is, 


“People value their privacy, but do not readily protect it [...]” (Coventry, Jeske, Blythe, Turland & 


Briggs, 2016, p. 1).  


Different explanations for the privacy paradox have been proposed (Gerber, Gerber, and Volkamer, 
 2018). One identified explanation is the theoretical concept of the homo economicus. That is, a 
 user’s decision is completely driven by an attempt to maximise his benefits. As such, “[...] a user is 
 expected to trade the benefits that could be earned by data disclosure off against the costs that 
 could arise from revealing his/her data. (Gerber et al., 2018, p. 229). Another explanation is the 
 lack of personal experience and knowledge about protection. Dienlin and Trepte (2015) found that 
 only personal experience can form a behavior that is stable enough to influence the corresponding 
 behavior. A third explanation is that “[...] the social environment of an individual significantly 
 influences his/her privacy decisions and behavior” (Gerber et al., 2018, p. 230). Yet another 


explanation is that people are under an illusion of control, i.e. people believe they have control over 



(19)the publication of personal data they are more likely to allow it (Brandimarte, Acquisti, 


Loewenstein, 2009). Finally, the privacy paradox can be explained by cognitive biases that affect 
 decision-making.  


Throughout this chapter, we have clarified that we in the current thesis understand privacy as 
 control over personal information as put forward by Fried (1970) and Westin (1967) among others. 


Privacy is valuable for creating and maintaining social relationships as argued by Rachels (1975) 
 and later Mooradian (2009). In addition, privacy is also of value due to the monetary value that 
 consumer data poses to companies. As such, if consumers do not have control over their personal 
 information, companies receive it for free despite that consumers could use it as a counter-


performance for a product or service. And while consumers do want privacy, there is a discrepancy 
 between privacy attitudes and behaviour, which has been explained by both the concept of homo 
 economicus as well as cognitive biases. 


It is, however, not only consumers who see the value of privacy, so does the EU. Hence, the EU has 
throughout the years made efforts to protect consumers’ personal data by means of legislation 
within the field. But how is the EU doing that, and what exactly is being legislated against? In the 
following chapter, we will examine this question. 



(20)
CHAPTER 3: PRIVACY LEGISLATION 


In the following chapter, we will briefly review the historical efforts to protect consumers’ privacy 
 within the EU in order to provide the legislative context. Hereafter, we continue by reviewing 
 current data protection law within the field of cookies and consent - the ePrivacy Directive1 and the 
 General Data Protection Regulation2. The focus on consent in the legislation is due to that we in 
 section 2.1 defined control (over personal information) as being in control over whether to provide 
 consent. Though beyond the scope of this thesis, it must, however, be noted that the data protection 
 laws regulate many other aspects of personal data, e.g. how personal data is processed, 


documentation, etc. Lastly, we will review the, at the time of writing, current proposal and drafts for 
 the ePrivacy Regulation3, which will be the newest addition to the regulation within electronic 
 communication.  


When reviewing the legislation, we will focus on what is written in the specific directive or 


regulation while also taking into account how it is interpreted by Article 29 Working Party (WP29) 
 and European Data Protection Board’s (EDPB)4 official guides. Hence, an interpretation and 
 discussion of the wording in the data protection law is beyond the scope of this thesis.  


Before proceeding to the actual legislation within the area, we will briefly establish what cookies 
 are, and why they are of importance when speaking of privacy. 



3.1 Cookies 


When browsing online, consumers are constantly presented with banners with messages about the 
 use of cookies. HyperText Transfer Protocol cookies, commonly known as cookies, are small text 
 files stored by websites on users’ computers, tablets, or smartphones for various purposes 


(Miyazaki, 2008). Subsequently, these text files are read by the company which placed them or 
       


1 Directive (EU) 2002/58/EC 


2 Regulation (EU) 2016/679 


3 COM/2017/010 final – 2017/03/ (COD) 


4WP29 was an independent European working party that worked with issues related to privacy and personal data. 


WP29 was replaced by the European Data Protection Board (EDPB) on May 25, 2018 along with the adoption of the 
GDPR. The EDPB (and formerly the WP29) works for ensuring consistent application of the GDPR. 



(21)other websites. As such the data stored by cookies on one website can become visible for other 
 websites. The overarching purpose of cookies is “[...] to record some aspect of online user 


information - from relatively innocuous data, such as the user moving from a particular Web page, 
 to more private personally identifiable information or passwords - for later retrieval.” (Miyazaki, 
 2008). Cookies can in theory be placed without a user’ knowledge (Norton Team, n.d.), though it is 
 not allowed as will be reviewed in this chapter. Some cookies are necessary for websites to function 
 properly, which for instance is the case for cookies that remember which products the consumer 
 placed in the shopping cart on an e-commerce website, allowing for the consumer to check out and 
 conclude a purchase. Other cookies remember the user’s preferences such as preferred language or 
 passwords. These functional and preference cookies can benefit the consumer by improving the 
 browsing experience. Cookies are also placed to identify and track online consumer activity across 
 the Internet for statistics and behaviourally targeted marketing. This data is beneficial for 


companies because they, as reviewed earlier mentioned, can be used to gain insight into campaign 
 or product performance as well as to create personalised advertising, which is far more effective 
 than non-targeted advertising (Yan et al., 2009). When cookies are stored on a device they can 
 persist for a varying amount of time. Session cookies automatically expire when the browser 
 session has ended. The expiration of other types of cookies (persistent cookies) range from couple 
 of hours to several years.  


Information collected through cookies are processed by the website where the cookie was placed 
 but is often also shared with third parties such as advertisers (Miyazaki, 2008, p. 20) or data brokers 
 (Boutin, 2016). Information collected through cookies is not necessarily personal. However, when 
 data collected through one or several cookies can be used to directly or indirectly identify a person 
 it becomes personal data (Miyazaki, 2008, p. 20). Hence, the companies can obtain personal data 
 about the users of their websites by placing cookies. 


A study by Jensen, Potts, and Jensen (2005), showed that 90.3% of participants claimed to possess 
knowledge about cookies. However, only 15.5% of those who claimed this could explain basic 
knowledge of cookies. Similarly, Miyazaki (2008) found that confusion exists about the advantages 
and disadvantages of cookies. Online consumers are aware that cookies are placed on their devices 
but are uncertain about the consequences of accepting cookies and whether cookies are beneficial or 
harmful to them (p. 21). 



(22)In conclusion, it is technically possible for companies to store cookies on a user’s device without 
 his knowledge. Especially persistent cookies can pose a risk to users’ privacy as personal data is 
 collected and used to target advertising by profiling users. It is, however, few users who know the 
 advantages and disadvantages of accepting cookies. As such, it is necessary to legislate. Cookies 
 was not invented until 1994 (“Are cookies”, n.d.), efforts to protect users’ data has, however, been 
 made for a long time.  



3.2 Historical Legislation


The EU has a strong tradition for legislation within the field of privacy. Within the EU, all member 
 states have signed the European Convention on Human Rights (ECHR) from 1950. In the ECHR, 
 article 8 ensures the “Right to respect for private and family life”, and further states that:  


“1. Everyone has the right to respect for his private and family life, his home and his 
 correspondence. 


2. There shall be no interference by a public authority with the exercise of this right except such as 
 is in accordance with the law and is necessary in a democratic society in the interests of national 
 security, public safety or the economic well-being of the country, for the prevention of disorder or 
 crime, for the protection of health or morals, or for the protection of the rights and freedoms of 


others.” 


(The European Convention on Human Rights, 1950, article 8) 


But while privacy is deemed of utmost importance, it is recognised, in line with the argument made 
 by Solove (2009) that the value of privacy is not uniform, that the right for privacy is not absolute, 
 but must be superseded by interests related to e.g. public safety and the rights and freedoms of 
 others.  


In 1980 with the introduction of the OECD Guidelines of the Protection of Privacy and Transborder 
 Flows of Personal Data (OECD Guidelines), yet an effort was made to protect informational 


privacy. At the time of the publication of the OECD Guidelines, approximately half the European 
countries had passed legislation within the field of privacy while others had prepared draft bills 
(OECD, 1980, Preface). As such, the purpose of the OECD Guidelines was to present “[...] a 



(23)consensus on basic principles which can be built into existing national legislation, or serve as a 
 basis for legislation in those countries which do not yet have it.” (OECD Guidelines, 1980, 
 Preface). Little was mentioned with regard to consent besides that “There should be limits to the 
 collection of personal data and any such data should be obtained by lawful and fair means and, 
 where appropriate, with the knowledge or consent of the data subject.”5 (OECD Guidelines, 1980, 
 paragraph 7). Thus, consent was not regarded as crucial. 


In 1995, the Data Protection Directive (DPD) (95/46/EC)6 was introduced with the purpose of 
 protecting individuals with regard to the processing of personal data and on the free movement of 
 such data. The DPD was created on the basis of the OECD Guidelines as the European Commission 
 realised that due to the non-binding nature of the OECD Guidelines, privacy legislation varied 
 across Europe. This was deemed inappropriate as it was acknowledged that personal data of 
 consumers no longer stayed within national frontiers.  


In the DPD, a data subject’s consent was defined as: “any freely given specific and informed 
 indication of his wishes by which the data subject signifies his agreement to personal data relating 
 to him being processed.” (Data Privacy Directive, 1995, article 2(h)). Nevertheless, it was neither 
 stated what should be understood by “freely given” nor “specific and informed indication of his 
 wishes”. 



3.3 Current Legislation


3.3.1 The General Data Protection Regulation 


The GDPR is the newest addition to informational privacy legislation within the EU and was 
 adopted across all EU member states on May 25, 20187. The GDPR repealed the DPD as briefly 
 reviewed above, and all references made to the DPD are cf. article 94(2) in the GDPR therefore to 
 be construed as references to the GDPR. 


      


5 Data subject is used by European data protection law for people whom data, that is being collected or processed, is 
 about. 


6The EU can either decide that legislation must be a directive or a regulation. A directive is by the EU defined as: “a 
 legislative act that sets out a goal that all EU countries must achieve. However, it is up to the individual countries to 
 devise their own laws on how to reach these goals.” (EU, n.d.) 


7A regulation is a binding legislative act and must be implement in its entirety across all EU countries (ibid.)



(24)3.3.1.1 Cookies are within the material scope of the GDPR


Like the DPD, the main purpose of the GDPR is “[...] the protection of natural persons with regard 
 to the processing of personal data and on the free movement of such data [...]” (The General Data 
 Protection Regulation, 2016). In article 4(1) personal data is defined as: 


“[...] any information relating to an identified or identifiable natural person (‘data subject’); an 
 identifiable natural person is one who can be identified, directly or indirectly, in particular by 


reference to an identifier such as a name, an identification number, location data, an online 
 identifier or to one or more factors specific to the physical, physiological, genetic, mental, 


economic, cultural or social identity of that natural person;”. 


(The General Data Protection Regulation, 2016, article 4, paragraph 1) 
 Thus, as soon as a person can be directly or indirectly identified by means of reference to an 
 identifier such as an identification number or an online identifier, all information related to this 
 identified person is considered personal data, thus, regulated by the GDPR. In recital 30 it is further 
 clarified what exactly is meant by online identifiers: 


“Natural persons may be associated with online identifiers provided by their devices, applications, 
 tools and protocols, such as internet protocol addresses, cookie identifiers or other identifiers such 
 as radio frequency identification tags. This may leave traces which, in particular when combined 
 with unique identifiers and other information received by the servers, may be used to create profiles 


of the natural persons and identify them.” 


(The General Data Protection Regulation, 2016, (30)) 


In the above, cookie identifiers are explicitly mentioned as being a mean by which consumers can 
be identified. This is the case with cookies used for the purpose of targeted advertising, which many 
companies utilise (Cofone, 2017). This is supported by the Opinion adopted by the WP29, in which 
it is stated that “If as a result of placing and retrieving information through the cookie or similar 
device, the information collected can be considered personal data then, in addition to Article 5(3), 
Directive 95/46/EC will also apply.” (WP29, 2010, p. 9). As any reference to the DPD (Directive 
95/46/EC) should be construed as a reference to the GDPR, the GDPR applies to personal 



(25)information retrieved through cookies. In conclusion, we have established that cookies are within 
 the material scope of the GPPR. 


3.3.1.2 Lawful bases for processing personal data


In article 6 of the GDPR, the lawful bases for processing personal data are set out. The lawful bases 
 are: a) consent, b) contract, c) legal obligation, d) vital interests, e) public task, and f) legitimate 
 interest. This means that a data controller8 can lawfully process a data subject’s personal 


information if a) the data controller has either been given consent by the data subject, b) if 
 processing is necessary for the performance of the contract between the controller and the data 
 subject, c) if processing is required in order to fulfil a legal obligation, d) if processing is necessary 
 in order to protect the interest of a natural person including the data subject, e) if the processing is 
 necessary for the performance of a public task, e.g. if the controller exercise on behalf of a official 
 authority, or f) if the processing is necessary if the controller has a legitimate interest. In the 
 following section of this chapter, we focus on the lawful basis of consent and how this must be 
 obtained. 


3.3.1.3 Consent under the GDPR


With the GDPR more specific requirements with regard to consent have been introduced compared 
 to the DPD. In recital 32 of the GDPR it is stated that: 


“Consent should be given by a clear affirmative act establishing a freely given, specific, informed 
 and unambiguous indication of the data subject's agreement to the processing of personal data 
 relating to him or her, such as by a written statement, including by electronic means, or an oral 


statement.” 


(The General Data Protection Regulation, 2016, (32) 


As such, in order for consent to be valid it must be given by a clear affirmative act which 
 establishes an indication that the data subject agrees with the processing of the personal data 
 relating to him or her. This indication must be: 1) freely given, 2) specific, 3) informed, and 4) 


      


8controller refers to the “[...] natural or legal person, public authority, agency or other body which, alone or jointly with 
others, determines the purposes and means of the processing of personal data [...]” (GDPR, 4(7)).



(26)unambiguous. In the following section below, we will review each of these preconditions 
 individually. 


Freely given


In accordance with article 7(4), consent is not valid if it is bundled together with the general terms 
 and conditions of a product or service. Specifically, it is stated that: 


“When assessing whether consent is freely given, utmost account shall be taken of whether, inter 
 alia, the performance of a contract, including the provision of a service, is conditional on consent 


to the processing of personal data that is not necessary for the performance of that contract.”  


(The General Data Protection Regulation, 2016, 7(4)) 


According to the WP29, the fact that consent must not be bundled is done to ensure that “[...] the 
 processing of personal data for which consent is sought cannot become directly or indirectly the 
 counter-performance of a contract.” (WP29, 2018, p. 8). This is supported by recital 43, in which it 
 is stated that consent is not valid if the performance of a contract depends on the consent even 
 though the information for which the consent is sought is not necessary for that performance.   


In addition, consent should cf. recital 42 not be acknowledged as freely given “[...] if it does not 
 allow separate consent to be given to different personal data processing operations.”. This means 
 that if the data controller wishes to collect personal data for several purposes, individual consent 
 must be given for each purpose. This is further clarified in recital 32, where it is stated that 


“Consent should cover all processing activities carried out for the same purpose or purposes. When 
 the processing has multiple purposes, consent should be given for all of them.”.  


Lastly, “Consent should not be regarded as freely given if the data subject has no genuine or free 
 choice or is unable to refuse or withdraw consent without detriment.” (GDPR, 2016, recital 42). 


According to WP29, it can be said to cause detriment if the data subject is imposed any costs or a 
 clear disadvantage by refusing to give consent (WP29, 2018, p. 10). Detriment would, furthermore, 
 be if the data subject is intimidated, coerced, or suffers from other significant negative 


consequences. Hence, the service cannot be downgraded due to the data subject not providing 
consent, if the data is not necessary for the performance of the contract.  



(27)Specific


The second condition for consent to be valid is that it ought to be specific, which is stated in article 
 6(1)(a). The controller thus needs to specify the purpose for processing data. WP29 states that the 
 controller must provide: 1) purpose specification in order to avoid a gradual widening of the 
 purpose for which the data is processed, 2) granularity in consent, meaning that consent for each 
 purpose should be obtained in line with the requirement of a freely given consent, and 3) a clear 
 separation of information regarding consent from other information for the data subject.  


Informed 


The third condition for consent to be valid, informed, is closely related to that of specific. Based on 
 article 5 in the GDPR, the transparency principle is of great importance. In recital 42, it is stated 
 that: “For consent to be informed, the data subject should be aware at least of the identity of the 
 controller and the purposes of the processing for which the personal data are intended.”. 


Furthermore, article 7(3) states that: “The data subject shall have the right to withdraw his or her 
 consent at any time. [...] Prior to giving consent, the data subject shall be informed thereof. It shall 
 be as easy to withdraw as to give consent.”.  Thus, in order for consent to be informed, the data 
 subject should prior to consent be provided with the following information: 1) the controller’s 
 identity cf. recital 42, 2) the purpose of each processing operations for which consent is sought, 3) 
 information about which type of data will be collected and used, 4) the possibility to withdraw 
 consent and how it can be done (WP29, 2018, p. 13).  


The GDPR does not provide any information regarding in which form the information presented 
 above should be provided. Article 7(2) does, however, present clarification regarding what 
 constitutes informed consent. As such, it is stated that:  


“If the data subject's consent is given in the context of a written declaration which also concerns 
 other matters, the request for consent shall be presented in a manner which is clearly 


distinguishable from the other matters, in an intelligible and easily accessible form, using clear and 
 plain language.”  


(The General Data Protection Regulation, 2016, 7(2))  



(28)This means that when requesting consent, controllers must use language that is understandable to 
 the average person, and the information cannot be hidden in long privacy terms. In addition, it is 
 expected that data controllers assess their target audience. That is, if the targeted data subjects are 
 under the age of 18, the controller will be expected to provide the information in a language 
 understandable by minors. 


If the request for consent is presented by electronic means, which is the case with cookies, the 
 required information can be presented in a layered form, i.e. clicking a “Read more link” where 
 information can be presented (WP29, 2018, p. 14). 


Unambiguous indication of wishes


The fourth and last condition for consent to be valid is that it must be an unambiguous indication of 
 the data subject’s wishes constituted by a clear affirmative act. With reference to a Commission 
 Staff Working Paper, WP29 states that “A “clear affirmative act” means that the data subject must 
 have taken a deliberate action to consent to the particular processing.” (p. 16). Recital 32 in the 
 GDPR further clarifies that:  


“This could include ticking a box when visiting an internet website, choosing technical settings for 
 information society services or another statement or conduct which clearly indicates in this context 
 the data subject's acceptance of the proposed processing of his or her personal data. Silence, pre-


ticked boxes or inactivity should not therefore constitute consent.” 


(General Data Protection Regulation, 2016, recital 32) 


As it can be seen from the quote above, silence, pre-ticked boxes or inactivity do not constitute an 
 unambiguous action, thus, ruling out opt-out by default. In addition, the WP29 notes that simply 
 continuing to use a website is not an action from which the controller can infer an indication of 
 wishes neither (WP29, 2018, p. 17). Because cf. article 7(1), when “[...] processing is based on 
 consent, the controller shall be able to demonstrate that the data subject has consented to 


processing of his or her personal data.”. This will prove impossible if the data subject simply just 
 continues to browse the website as normally. 


When consent is given by electronic means, recital 32 states that: “[...] the request must be clear, 
concise and not unnecessarily disruptive to the use of the service for which it is provided.”. 



(29)However, as it is the responsibility of the data controller to prove that the data subject has provided 
 consent it can be necessary to construct a more prominent request as: “a less infringing or 


disturbing modus would result in ambiguity.”.  (WP29, 2018, p. 16). 


WP29 notes that many data controllers utilise personal data, and thus need consent for processing. 


Data subjects are therefore regularly met with multiple requests for consent. This can cause click-
 fatigue, meaning that when met with such request too many times, the warning effect is diminished 
 as data subjects no longer read the information. According to WP29, it is the responsibility of the 
 controller to develop ways to tackle this issue (WP29, 2018, p. 17), though it does not provide 
 examples of how this could be done. 


The GDPR applies to all controllers targeting EU data subjects


Another change presented by the GDPR that should be noted in the context of privacy decisions, is 
 that companies outside the EU who are targeting EU consumers are now encompassed by the 
 regulation. In the DPD, only companies which were somehow affiliated with a member state were 
 included, e.g. if the processing of personal data took place within a member state (Data Protection 
 Directive, 1995, article 4). In the GDPR, the obligation to comply with the regulation has been 
 extended to include controllers or processors of data who are offering goods or services to EU 
 consumers, irrespective of the legal or physical location of the data controller, and irrespective of 
 the process to be connected to a payment (The General Data Protection Regulation, 2016, art. 3).  


Economic consequences for the controller


The GDPR has, furthermore, added consequences of not complying with the regulation. In article 
 83, paragraph 5 it is stated that infringements of conditions of consent shall: “[...] be subject to 
 administrative fines up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of the total 
 worldwide annual turnover of the preceding financial year, whichever is higher.” (The General 
 Data Protection Regulation, 2016, article 83(5)). 


At the moment of writing, no companies have been fined for not complying with the requirements 
of the law regarding consent for cookies. Hence, no further clarification besides the Opinion 
adopted by the WP29, referred to throughout this section, is available. Google has, however, been 
fined 50 million euros by the French data regulator for not obtaining valid consent for online 
advertisement personalisation (Fox, 2019). According to the French data regulator the information 



(30)regarding the purpose of the processing was disseminated across several documents, thus, not 
 making the consent informed. Furthermore, Google had a pre ticked box for personalised ads when 
 users created an account, which explicitly is prohibited under the GDPR. 


3.3.2 The ePrivacy Directive 


So far, the reviewed legislation has concerned personal data in general, though cookies are 


explicitly mentioned as personal data in the GDPR, thus within the material scope of the regulation. 


However, legislation specifically targeting (lex specialis9) electronic communications, including 
 cookies, exists. As such, in 2002 the ePrivacy Directive (ePD) (2002/58/EC) was introduced with 
 the purpose of specifically governing the electronic communications sector. In the ePD, it is stated 
 that: 


“The Internet is overturning traditional market structures by providing a common, global 
 infrastructure for the delivery of a wide range of electronic communications services. Publicly 
 available electronic communications services over the Internet open new possibilities for users but 


also new risks for their personal data and privacy.” 


(ePrivacy Directive, 2002, (6)) 


The ePD was amended in 2009, and with this amendment a requirement for consent before storing 
 or gaining access to information from a data subject’s terminal equipment was set forward. As the 
 ePD is lex specialis to the GDPR, the six lawful bases (presented in section 3.3.1.2) in article 6 of 
 the GDPR apply to cookies. Cookies can only be stored with consent from users. Specifically, it is 
 stated that:  


“Member States shall ensure that the storing of information, or the gaining of access to information 
 already stored, in the terminal equipment of a subscriber or user is only allowed on condition that 
 the subscriber or user concerned has given his or her consent, having been provided with clear and 


comprehensive information, in accordance with Directive 95/46/EC, inter alia, about the purposes 
 of the processing.” 


      


9Lex specialis is Latin and means “law governing a specific subject matter”. Lex specialis takes precedence over 
general laws as for example the GDPR.



(31)(The ePrivacy Directive, 2009, 5(3)) 


Regarding the definition of consent, it is in article 2(f) stated that: “"consent" by a user or 


subscriber corresponds to the data subject's consent in Directive 95/46/EC.” (ePrivacy Directive, 
 2002, 2(f)). Thus, consent must be freely given, specific, informed, and provide an unambiguous 
 indication of the data subject’s wishes as reviewed throughout section 3.3.1.3. It is, however, not all 
 cookies for which consent is required: 


“This shall not prevent any technical storage or access for the sole purpose of carrying out the 
 transmission of a communication over an electronic communications network, or as strictly 
 necessary in order for the provider of an information society service explicitly requested by the 


subscriber or user to provide the service.” 


(The ePrivacy Directive, 2009, 5(3)) 


The requirement for consent does not apply to cookies which have the sole purpose of carrying out 
 the transmission of a communication over an electronic communication network or which are 
 necessary for the provider of the service to deliver the service explicitly requested by the user. 


According to EU Internet Handbook on cookies provided by the European Commission (European 
 Commission, n.d.), user-input cookies that remember and fill in online forms for a session and 
 multimedia content player cookies persistent for a session that allow for playing video or audio 
 among others are exempted for the requirement for consent. These are the types of cookies, that as 
 touched upon in section 3.1 do not any particular privacy risks.  


In recital 66, it is clarified how the request for consent should be presented:  


“It is therefore of paramount importance that users be provided with clear and comprehensive 
 information when engaging in any activity which could result in such storage or gaining of access. 


The methods of providing information and offering the right to refuse should be as user-friendly as 
 possible.” 


(ePrivacy Directive, 2009, recital 66) 



(32)The user should, hence, have the possibility of refusing the storage of cookies. Furthermore, 


information about, and the action of refusing cookies should be as user-friendly as possible, though 
 no clarification of what is meant by user-friendly is provided. 


3.3.3 The sum of the GDPR and ePD 


To conclude, current informational privacy legislation requires consent, as defined in the GDPR, 
 before storing cookies. Many session cookies, e.g. multimedia content player cookies and 


third-party social plug-in content-sharing cookies, are however, exempt as they do not pose a risk to 
 privacy. If storing persistent cookies, the cookie banner (which constitutes the request for consent) 
 must include information about the identity of the controller, purpose for storing and processing, 
 type of cookies collected, possibility of withdrawal of consent and how withdrawal can be done. 


The information can be presented in a layered form, where the most essential information is 


presented on the cookie banner, and the rest is available through a link. Consent must in addition be 
 provided with a clear and affirmative action. Thus, silence, pre-ticked boxes, or inactivity do not 
 constitute such an clear and affirmative action. This also entails that simply continuing browsing 
 does not constitute an unambiguous indication of the data subject’s wishes. Furthermore, the cookie 
 banner should include the use of plain language in order for the consent to be informed. If the data 
 subject wants to decline the use of cookies, the option to do so should be as user-friendly as 


possible and must not cause detriment to the user. The EC has in its Internet Handbook provided an 
 example of a compliant cookie banner (see Figure 1) 


Figure 1: EC’s example of a compliant cookie banner (European Commission, n.d.) 



3.4 Future Legislation


3.4.1 The ePrivacy Regulation (Proposal) 


In January 2017, the initial proposal for the new ePrivacy Regulation (ePR) intended to repeal the 
ePD was presented by the European Commission. The ePR was intended for adoption across 



(33)member states along with the GDPR on May 25, 2018. The final version of the regulation is, 
 however, still yet to be agreed upon, and with a period of 12 months from the acceptance of the 
 regulation until the adoption by member states, the current prediction for the implementation date is 
 2021 at the earliest. 


The purpose of the ePR is similarly to the ePD to ensure “[...] the protection of fundamental rights 
 and freedoms, in particular the respect for private life, confidentiality of communications and the 
 protection of personal data in the electronic communications sector.” (ePrivacy Regulation 


Proposal, 2017, p. 2). The ePR does, however, take the new digital context into consideration, thus, 
 new internet-based communication tools for interpersonal communication such as instant 


messaging are now encompassed by the regulation. In the proposal for the new ePR, the definition 
 of consent still refers to that of the GDPR (recital 3). The central changes with regard to consent in 
 the proposal compared to previous legislation, is that consent should can be given through browser 
 settings, and that users should be prompted with the choice of providing consent the first time they 
 use a browser. In relation to this part of the proposal, it is acknowledged by the EC that it could 
 potentially harm businesses that have built their business model upon data as it would become more 
 difficult to obtain consent from users (pp. 7-8). The suggestion is, however, in line with article 25 of 
 the GDPR, which promotes the principle of privacy-by-design, where the highest level of privacy 
 should be designed into the software rather than added later. 


In June 2018, the first amendment to the proposal was put forward by the European Council. In the 
 amendment, it was suggested to delete the part which states that consent can be given through the 
 user’s browser. The argument for deleting the article was that it poses a burden for browsers and 
 apps, weakens competition, the impact on end-users and the ability of the article to address the issue 
 of consent fatigue. Thus, it is argued that the article did not add any value and hence should be 
 deleted. 



3.5 Sub Conclusion


From the review of current data protection law, it becomes evident that the focus in the legislation 
lies on providing information to the user. The assumption seems to be that if the user prior to the 
collection of data is provided with all information regarding the identity of the company, the 
purpose of collecting the data, the type of information, and the possibility to withdraw consent - all 



(34)in a plain language - then the user will make the decision that reflects his preference. Thus, it seems 
 that the EU believes that the privacy paradox occurs because users are homo economicus (as 


presented in section 2.3) who though concerned with privacy, assess that there are more benefits 
 than disadvantages to disclosing information. As such, companies must provide users will all 
 information in order for the user to trade the benefits of disclosure off against the disadvantages, 
 and ultimately make the most beneficial choice. This is despite that all this information often 
 accumulates to an extensive amount of text presented in long cookie policies. This extensive 
 amount of information is, furthermore, presented in a layered form, meaning that users must click a 
 link to yet another page to access the information. 


But do users actually make decisions regarding their privacy in accordance with the concept of the 
economic man? The behavioural economics literature would suggest otherwise. This will be 
reviewed in the following chapter. 
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