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Abstract


Wiki systems have become an important tool for knowledge sharing among people. From
 the small wikis for knowledge sharing in organizations to the larger project-related wikis on
 the Internet. In addition, Wikipedia, which is in a class of its own when it comes to size,
 has managed to collect an impressive amount of information based solely on the cooperation
 between strangers from around the world. Any open wiki, with a user-community so large that
 members of the community have a certain degree of anonymity, suer from the eects of directed
 and random vandalism. This vandalism is a problem because it reduces the trustworthiness of
 the content provided by the wiki system.


The secure wiki model is an integrity model that has been proposed to help prevent van-
 dalism and improve the trustworthiness of articles in wiki system. This model is based on both
 static and dynamic document access controls, which enforce a simple integrity based security
 policy. This thesis improves this model by proposing a new policy for use with the model.


The proposed policy is evaluated and compared to the original policy. The evaluation shows
 that the new policy is highly congurable and can be congured in such a way that it requires
 signicantly less reviewers than the original policy, which can benet small systems with a low
 number of users.


An implementation of a base wiki system have been created, which on its own equals any
other wiki in terms of its vulnerability to vandalism. In addition to this, an implementation
of the secure wiki model has also been created. The implementation is made as a plugin to
the base wiki system and adds an integrity model to the existing soft-security model that
is used by the base system and other wiki implementations. The integrity model provides
harder security guarantees and limits the ability of attackers to compromise the integrity of
wiki articles, without compromising the all can edit policy of open wiki systems.
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1 Introduction


The Internet started as a means for researches at various American universities to exchange
 data. In the early 1990's HTML was created by researches at CERN [3] to make sharing of
 knowledge easier. Over time, the use of the Internet for knowledge sharing have evolved to be
 much more. Online newspapers compete to be the rst to publish news-stories, people from
 all around the world get together to work on open source projects and some engage in the
 creation of online encyclopedias. The dynamic nature of the Internet and the ease of accessing
 it has made the Internet an important source of information for everyone connected to it.


The ease at which information can be published on the Internet has increased the sharing of
 information but, at the same time, also increased the risk of getting bad information, even from
 well-meaning authors. Some of the collaborative knowledge gathering and sharing systems on
 the Internet are Wikipedia and Citizendium. Both allow everyone to edit existing articles and
 create new articles, although Citizendium requires editors to register an account tied to a known
 and veried real-world identity. In addition to these, everyone can start wikis on any subject
 on wikia.com. These and other collaborative systems are using the concept of crowdsourcing,
 i.e. using the combined eorts of a large crowd of people to accomplish a task, to gather
 knowledge within the scope of the system. Wikipedia, Citizendium and wikia are all based
 on the wiki technology. Wikis are open systems where anyone can edit everything which puts
 any wiki at risk of being vandalized by malicious users. Vandalism ranges from the undirected
 vandalism performed out of boredom to the more directed vandalism performed with specic
 intentions and therefore the motivation to work around protection measures put up by the
 wiki. In addition to vandalism, bad edits by well meaning users may introduce errors in the
 wiki articles, that can be hard to detect by readers of the article. The open nature of a wiki
 means that the reader of wiki articles must be aware that a number of caveats related to the
 writing process [5]. The most signicant being


Accuracy The information contained in an article may be incorrect, without the possibility
 to distinguish good from bad.


Motives The article may have been written with a specic point-of-view for commercial, po-
 litical or religious reasons.


Author expertise The expertise of the author or authors who wrote the article may be low.


This can lead to the inclusion of speculation and rumors in the article.


Despite the issues with the open nature of a wiki, wikis have proven to be a popular and
 successful tool for knowledge sharing. The success of the wiki idea can be illustrated by the
 Wikipedia - the free encyclopedia that anyone can edit, which aims to cover just about anything,
 smaller subject specic wikis at wikia.com and company and department wikis having only a
 small group of people as users.


A study made by Wikipedia contributors concluded that 4-6% of edits made to Wikipedia
was vandalism [1, 22]. Although the sample-size used in the study is small, the number, if
assumed to be representative of Wikipedia, shows that the amount of vandalism that Wikipedia
receives is signicantly lower than what could have been feared, given the open nature of the
system. In the month of December 2011, close to 5.5 million edits were made to the English



(10)Wikipedia1. Given the large amount of edits made, 4-6% is still a large amount of vandalism
 to correct.


To combat vandalism and correct errors by well meaning authors, Wikipedia contributors
 regularly monitor recent changes to Wikipedia and checks the edits made in order to detect and
 correct any problems [24]. In addition, automated bots have been deployed to monitor changes
 to detect and correct vandalism [23]. With 4-6% vandalism, the need to do this is apparent,
 but the time spent doing this is a waste of time that could go into researching and writing
 articles.


In an attempt to reduce the amount of vandalism, basic vandalism detection have been
 added to the Wikipedia software. As an example, when attempting to create a user-page
 lled with garbage2, Wikipedia will, at the time of writing, responded with the message An
 automated lter has identied this edit as potentially unconstructive, and it has been disallowed.


If this edit is constructive, please report this error.


The soft-security model used by Wikipedia have proven itself to be suciently eective in
 keeping Wikipedia relatively vandalism free. The success of this model is that most vandals
 are demotivated by the quick removal of their vandalism. To combat the remaining vandalism
 that does occur, new models providing harder security guarantees are needed. The challenge
 for these models will be to stay within the open nature of the wiki, which requires the system
 to be managed by the community. If such a system can remove all vandalism and at the same
 time require signicantly less time to manage than what would have been spent correcting
 vandalism, it can be considered a success.


The following will describe the secure wiki model [12] that aims to protect Open Collabo-
 rative Authoring Systems (OCAS), of which wikis are a subset, against vandalism. The model
 does not prevent legitimate contributors from contributing to a wiki system, but puts a cost on
 the ability to edit articles in the system. For individual contributors this cost is negligible, but
 for attackers this cost makes it costly to control the multiple colluding malicious users needed
 to break the security of the model. Controlling multiple colluding malicious users is known as
 a Sybil-attack [6]. The model also puts a cost on whitewashing [8] where users change accounts
 to escape the bad reputation that the account has gained through malicious actions.


This thesis documents the proof-of-concept implementation of the secure wiki model and
 the modications to the model identied as benecial wrt. having a model that can be accepted
 by administrators and users of wiki systems. The implementation uses an alternative policy
 than the one proposed by the original model, and compares this new policy to the original
 policy wrt. the amount of work required by attackers to violate the policies.


The results produced by the thesis shows that the secure wiki model is an eective model that
 can protect articles from vandalism and can be tailored to t most systems, regardless of their
 size. The evaluation shows that the work required to violate the new policy is suciently high
 to make it infeasible for most attackers to break the security of the model and that the larger
 the system the harder it is to break. The system has yet to go through a full-scale evaluation
 in a real-life environment with both honest users and malicious colluding users attempting to
 break the security of the system.


1First edit on December 1 2011 created revision 463382251, Last edit on December 31 2011 created revision
 468850236. Dierence: 5,467,985 revisions.


2specically the content: asdfasdf asdfa sdfasdfasd fasd fasdfasd fad
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1.1 Objectives


Wiki systems allow groups of people to share knowledge, allowing individual members to obtain
 the knowledge resulting from other individuals prior research. The danger is that the articles
 in the wiki are not accurate, complete and unbiased. Current wiki systems uses citations, much
 like scientic articles, to allow readers to verify the claims that are presented in an article.


Depending on whether a user checks the references and if the reference is any good, there is
 still the chance that users can be misinformed by errors, omissions and bias in the article.


The goal of the project is to create a proof-of-concept wiki system that uses a plug-in based
 approach to integrity and by that approach, improve the ability of wiki systems to ensure the
 qualications of contributors, in relation to the quality of article these contributors edit and to
 better communicate the accuracy, completeness and lack of bias of articles to readers.


This thesis will present a brief summary of some of the current approaches to integrity in
 existing wiki systems. The thesis will describe why a new system is needed and present the
 secure wiki model that addresses these problems. The main goals of the thesis is:


ˆ Propose a new policy for use in the secure wiki system and evaluate its eectiveness
 compared to the original policy.


ˆ Implement a base wiki system with a plug-in architecture that allows the seamless ex-
 change of the secure wiki model implementation.


ˆ Implement a plug-in version of the secure wiki model that are using the proposed policy
 and can be congured to match the specic system.



1.2 Thesis Structure


Previous work in Section 2 describes a number of approaches that are currently used to prevent
 vandalism and/or provide a measure of the integrity of wiki documents. The section also
 introduces the secure wiki model, which forms the basis for the work done in this thesis, and
 describes the previous implementations and the experience gathered from these.


The analysis in Section 3 describes the analysis of a generic wiki, the secure wiki model in
 the context of a generic wiki and analyses the requirements for the policy to use with the secure
 wiki model.


Based on this analysis, Section 4 describes the design of a base wiki and the secure wiki
 model to be used with it. The design section also denes a new policy to use with the secure
 wiki model. The implementation of this system is documented in Section 5.


The evaluation in Section 6 establishes a guideline for the specic values used by the pro-
 posed policy, evaluates the proposed policy and shows how it compares to the policy used by
 the original secure wiki model.


Future work in Section 7 describes possible future extensions of the implemented system,
 particularly with respect to the secure wiki model and the proposed policy.


The conclusion of the thesis is presented in Section 8 and describes the overall results of the
 thesis along with closing remarks.



1.3 Terms and Denitions


The following list denes the special terms used throughout this thesis.



(12)Reader A wiki user that only reads the content on the wiki, but does not write or contribute
 to the wiki.


Contributor A wiki user that contributes to the wiki by writing content, xing errors and
 performs administrative task associated with the running of the wiki.


Review A procedure used for assessing the qualications of a contributor, based on the con-
 tributor's contributions to the wiki.


Reviewer A wiki-user chosen to participate in a review.



2 Previous Work


Addressing wiki security and the trustworthiness of articles have previously been done using
 diering approaches. Some of these approaches have been specically designed for wiki systems
 while some can be applied to any set of objects. The classic wiki security, used by most wiki
 implementations have proven itself to be sucient in the creation and maintenance of both
 small and large systems, provided an active community of people supporting the many manual
 operations needed to support it. Although this system have proven eective, the fact remains
 that it is not sucient to rule out the presence of incorrect information added by vandals.


In order to provide users with a measure of the level of trustworthiness for an article, both
 content-based and collaborative ltering approaches have been taken. Content-based ltering
 systems uses only the content that can be obtained from the running system, while collaborative
 ltering systems rely on input received from users.


Building on the behaviour of the classic wiki security mechanism, the Wikitrust system can
 calculate a trust-score of a wiki article, based on the reputation of the authors that contributed
 to the article. Trust-values and author reputation is based solely on the information retrieved
 from article revisions and is therefore a content-based system. At the moment, Wikitrust is
 active for only a handful of language-specic Wikipedia wikis. The Wikitrust system requires
 no human interaction but acts exclusively on the content provided by the WikiMedia foundation
 servers running Wikipedia.


Where Wikitrust is content-based ltering, the Wikipedia Recommender System (WRS)
 uses a collaborative ltering approach, that allows WRS to predict the users rating for articles
 that the reader have not seen before. Readers are asked to rate articles, which are then compared
 to ratings by other users, which can then be used to identify users with similar rating-patterns
 and predict the reader's rating of new articles. When no data is available, WRS uses the
 WikiTrust system as a fall-back to ensure that WRS will always be able to give a rating.


These approaches are all based on providing a trust-value for the article as it is when
 reading the article, but does not have the ability to prevent bad content from being added
 to the articles. This is the goal of the secure wiki model, which establishes rules for who
 can edit which articles, with the intention of protecting high-quality articles from low-quality
 contributors and all articles from vandals.



2.1 Classic Wiki Security


Wiki systems rely on soft security where repairing the system is as easy as, or easier than,
creating the problem. The basic problems that any wiki needs to handle is the introduction
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 of bad content can come from both malicious and well-meaning users. Well-meaning users will
 edit articles in a way that they believe improves the article. Their edit will usually add factually
 incorrect content or maybe delete good content. Some malicious users will add content that is
 completely unrelated to an article subject, simply to vandalize the article, while other malicious
 users may have a specic purpose with their malicious edit. Articles dealing with controversial
 topics, specically those that contradict a belief or conviction held to be true despite clear
 evidence to the contrary, e.g. conspiracy theories, are targets for directed vandalism.


In general, wikis deal with malicious edits by undoing the edit to restore the article to the
 previous good revision. In small wikis where contributors know each other outside of the wiki
 and where contributors can communicate through the wiki system, a contributor that made a
 bad edit can be told so. Well-meaning contributors will take such a message into consideration
 next time the contributor makes an edit. Malicious users may realize that their actions are
 disruptive and stop, but the ones that continue, can be blocked from the system. Since newly
 created accounts can do the same as old accounts, the cost of being blocked is relatively low.


Wikipedia is the biggest and best known wiki. For this reason Wikipedia also attracts
 malicious users with the intention to vandalize Wikipedia articles. The size of Wikipedia, both
 in terms of number of articles and the range of topics covered by those articles, means that
 Wikipedia has extended its vandalism prevention features beyond that of a generic wiki and may
 be the most advanced vandalism prevention used by any wiki. In addition to the normal strategy
 of vandalism detection and correction with an optional block if the contributor repeatedly
 vandalizes articles, Wikipedia has introduced measures to protect articles from vandalism by
 preventing edits from certain users.


Wikipedia uses several types of article protection schemes, depending on the protection
 needed. Full protection locks an article such that only administrators can edit the article while
 Semi-protection locks an article such that new and unexperienced contributors cannot edit the
 article. The specic condition used to determine if a contributor is new and unexperienced is
 that the account should be more than four days old, and have made more than 10 edits3 [25].


A contributor meeting this criteria is said to be autoconrmed. Using the semi-protection,
 Wikipedia is able to prevent anonymous malicious edits intended at changing specic articles.


In addition, any autoconrmed account can be blocked from editing, requiring the user to create
 a new account and invest the time and eort needed to be autoconrmed again. This eectively
 puts a cost on being blocked, when engaging in directed vandalism. In addition, Wikipedia has
 creation-protection to protect articles from being created (usually used to prevent the recreation
 of a deleted article) and move protection to prevent the moving (renaming) of articles. The
 need for full protection arise when a divided community engages in edit-wars and repeatedly
 changes an article between two or more opinions. To resolve such disputes, an administrator
 will enforce a full-protection of the article, forcing the community to discuss the issue on the
 article talk-page. When the community reaches a consensus, the article can be unprotected
 and the administrator can enforce the consensus by blocking contributors refusing to follow the
 consensus of the community. In wikipedia terminology, an administrator is a user that have been
 chosen from the community by the community to receive additional permissions. Out of the
 English Wikipedia's 15.9 million registered users, only about 1500 are administrators [20]. In
 addition to administrators, Wikipedia has a small number of bureaucrats with more permissions
 than administrators, e.g. it requires a bureaucrat to promote a user to administrator. There


3The condition for contributors editing through the Tor network is 90 days and 100 edits



(14)are around 30 bureaucrats on the English Wikipedia [21].


Despite the fact that preventing certain users from editing specic articles goes against the
 policy of anyone can edit, the additional vandalism protection features introduced by Wikipedia
 has helped combat vandalism and edit-warring by both anonymous and registered users. Full
 and semi protection in Wikipedia is applied only for the time needed and as soon as the
 protection is no longer required it is removed from the article. Semi protection is especially
 eective since regular contributors have no problem being autoconrmed, allowing them to edit
 semi-protected articles, while vandalism is usually performed by anonymous and new users [1].


New or anonymous users can still edit talk-pages, so if they have a contribution to make, they
 can always ask to have their contribution added to the article by another contributor.



2.2 WikiTrust


Wikitrust is a system developed by researchers at UC Santa Cruz, Computer Science Depart-
 ment. Wikitrust is a system that computes the reputation of contributors (system-internal use
 only) and a trust value for articles [1]. Wikitrust is a content-based reputation system and
 requires no direct interaction with wikipedia users.


Wikitrust tracks changes made to articles and can remember when individual words were
 added to an article. When an author modies an article, Wikitrust considers the author to
 have performed a review of the existing text and therefore, any text that survives the review
 has the authors approval while text that is removed by the author is not approved by the
 author. Wikitrust computes this on a word-by-word basis, and can recognize when a section
 of text is reworked compared to being replaced. For each review of an article, the trust placed
 in the words that survived the review is increased by a value dependent on the reputation of
 the author performing the review. Authors gain reputation by writing content that survives
 reviews by other authors and their gain in reputation is dependent on the reviewing author.


When high-reputation authors write content, the words they write are automatically assigned
 a trust-value corresponding to the reputation of the author. Anonymous and new contributors
 have gained no reputation while older and more experienced authors have gained reputation
 on the basis of their contributions. With vandalism primarily being performed by anonymous
 and new contributors [1] this eectively marks vandalism as low-trust, while the contributions
 made by the reputable contributor are marked as high-trust, even when the added text have
 not been reviewed by other authors.


To use Wikitrust, the user can install an addon for the Firefox web browser, which will
 modify Wikipedia pages and add a tab that, when clicked, will load Wikitrust trust-values
 for the article. When using the addon to get the Wikitrust trust-values for an article, the
 addon will modify the background-color of the text to indicate the trust-score of each word.


Text that Wikitrust nds to be trustworthy maintains its white background, while new and
 untrustworthy text has an orange background. The shade is a dark orange for untrustworthy
 text and gets progressively lighter as the trust in the text increases with each review performed
 by high-reputation authors.


The result of using Wikitrust is that the trustworthiness of articles will be directly aected
 by the majority opinion in the community. If the community writing articles all agree on a
 specic, but incorrect, view of things, the community will maintain articles to that viewpoint.


Since the community does not revert this incorrect point of view, Wikitrust will assume authors
to have a high reputation and therefore the articles describing this point of view will be marked



(15)as trustworthy. However, this will be common to all systems relying on the actions of the
 community and not an authoritative third party. Since an authoritative third party is unlikely
 to be available, this is something that such systems will be aected by.



2.3 Wikipedia Recommender System


The Wikipedia Recommender System is a collaborative ltering approach to providing users
 with an article-rating of Wikipedia articles [13]. The system collects user ratings of articles
 and stores them in a centralized database managed by the WRS server. When a user reads an
 article from Wikipedia, WRS will compare the user's ratings with ratings given by other users
 for articles which the users have already rated. By comparing the ratings, WRS can identify
 other users with similar ratings. Assuming the other users with similar ratings have rated the
 article that the user is reading, WRS can use these ratings to predict the rating that the user
 would assign to the article. When no ratings are available for reference, WRS comes short since
 no data is available to base a prediction on. In this situation, WRS uses Wikitrust as a fallback
 to provide an article-rating. Where Wikitrust computes ratings on a word-by-word basis, WRS
 provides a single rating for the entire article. Mapping from Wikitrust ratings to WRS ratings
 is done using a weighted average of the Wikitrust ratings and a subsequent normalization to
 move the rating from the interval [0 : 10] used by Wikitrust to the interval [1 : 9] used by
 WRS [13].


Compared to Wikitrust that calculated a consistent rating regardless of the user requesting
 a rating, the Wikipedia recommender system can report diering ratings to dierent users if the
 users disagree on their ratings. A user who rates articles in much the same way as the majority
 of users in WRS will receive the ratings given by the majority of WRS users. Another user
 who consistently rates articles contrary to the majority of WRS users will get ratings contrary
 to the ratings of the majority. Despite this dierence, both users receive the rating that they
 would have given the article.



2.4 The Secure Wiki Model


The primary function of both Wikitrust and WRS is to establish the trustworthiness of a
 Wikipedia article as it is, with all the possible inaccuracies and vandalism contained in the
 article. Both systems lacks the ability to prevent inaccuracies and vandalism from entering the
 article in the rst place. The classical wiki security features can do this, but does so only on
 specic articles and only when it is clear that the article would otherwise be vandalized and
 the protection will be removed as soon as it is perceived that the threat of vandalism is gone.


The secure wiki model, suggested by Jensen [12] is an integrity model for use in Open
 Collaborative Authoring Systems (OCAS), which wiki systems are a subset of. The purpose
 of the secure wiki model is to provide a classication of articles in terms of their correctness,
 accuracy and lack of bias. To provide a reliable classication, the secure wiki model denes a
 number of constraints that control who can edit specic articles.


Traditional wikis are lacking eective means for supporting, the traditional security process
based on prevention, detection and response. This is, in part, due to the fact that few prevention
mechanisms exists, detection is a manual process left to the community and the only response
is to undo the undesirable changes. For this reason, the secure wiki model combines the
reputation-system approach of deciding what is good and bad content with traditional integrity



(16)mechanisms to prevent undesirable content from entering good content. The secure wiki model
 works by enforcing integrity levels for authors and articles in a manner based on the Biba
 integrity model [4] and Biba's Low Watermark model [4]. The secure wiki model also denes
 the process with which to manage the integrity levels.


The Biba integrity model denes the Simple Security Property and the *-Property


1. Simple Security property; A subject at a given level of integrity may not read an object
 at a lower integrity level (No Read Down)


2. *-Property; A subject at a given level of integrity must not write to any object at a higher
 level of integrity (No Write Up)


The user may have multiple programs open, e.g. web-browsers, so the simple security
 property will be impossible to enforce in practice due to the lack of complete mediation of the
 user's access to information. The secure wiki model therefore only enforces the *-property,
 which it can, due to the fact that data written to the system will have to go through the
 server-side of the OCAS system.


Each author in the OCAS-system registers an identier to be used when editing documents.


The identier serves as a pseudo-identity for the real author and enables the OCAS-system
 to connect the author's actions regardless of the point of access (such as home or work PC)
 from where the author edits documents. The secure wiki model assigns Integrity Levels (IL)
 to documents and Quality Condence Values (QCV) to authors through their pseudo-identity
 identier. The IL and the QCV describes the level of correctness, completeness and lack of
 bias in documents and in the authors previous writings. An author is assumed to be consistent
 in his writings and therefore the QCV is also considered an indication of the quality of the
 writings the author will produce in the future.


The Secure Wiki Model builds on two separate integrity models, each intended to handle
 dierent aspects of the mechanism that ensures the integrity of the system. The rst is the
 static integrity part, which enforces access control and prevents unauthorized editing of articles.


The second part is the dynamic integrity model, which manages the assigned integrity levels of
 articles and authors.


2.4.1 Static Integrity Model


The IL and QCV are used in the static access control, to ensure that the *-property is enforced,
 such that authors are not able to corrupt documents with a higher integrity level. Formally,
 the secure wiki model denes the following sets:


A is the set of identiers of authors who have registered to use the system.


D is the set of documents that are managed by the system.


I is a totally ordered set of integrity levels.


In order to compare the IL and the QCV, the model denes the following two functions, that
 maps the IL and QCV to the integrity levels in the totally ordered set I.


qcv :A→I which gives the quality condence value of the authora∈A.


il :D→I which gives the integrity level of the document d ∈D.



(17)These functions are then used to dene the predicate


can_edit:A×D→ {0,1} which indicates if author a ∈A can edit document d∈D.


The formal denition of can_edit is shown in (1).


can_edit(a:A, d:D) =


(1 if il(d)≤qcv(a)


0 otherwise (1)


The can_edit function is evaluated each time an author attempts to edit a document. The
 function prevents authors from editing documents with an IL higher than the authors QCV.


This eectively enforces the *-property of the Biba integrity model, in that it prevents authors
 from writing to articles with an IL higher than the authors QCV.


2.4.2 Dynamic Integrity Model


In addition to the static integrity model, the secure wiki model denes a dynamic integrity
 model to manage the integrity levels assigned to documents and authors. Inspired by the low-
 watermark model [4], the secure wiki model will automatically raise the IL of a document to the
 QCV of the author that edits the document. This is done based on the assumption that authors
 will improve the quality of documents they edit, to their QCV. The eect is the opposite of the
 original low-watermark model.


The original low-watermark model says that when a subject accesses (i.e, reads) an object
 with an integrity level lower than the subject, the subject will be given the integrity level of the
 object. The secure wiki model turns this around, such that when the object (the document)
 is written by the subject (the contributor) the document is given the integrity level of the
 contributor. This is based on the assumption that authors with higher QCVs will improve
 articles to the point where they deserve the higher IL.


In addition to having good authors improving documents, whose IL is lower than the author's
 QCV, and thereby increasing the document's IL, users with a QCV equal to the document IL can
 also improve documents to the point where the documents deserve a higher IL. Since the QCV
 of the author equals the IL of the document, another method is needed to raise the IL of the
 document. For this, the secure wiki model uses a promotion procedure based on users reviewing
 the document and casting votes to determine consensus on the quality of the document. The
 secure wiki model rewards such authors by promoting the principal author of documents that
 are promoted through reviews. The secure wiki model uses the term principal author to mean
 the author who contributed the most, but it could also be the author who contributed last or
 the contributing author who requested the promotion review or a combination of factors [12].


In order to reduce the ability of an attacker to perform a denial of service attack through
 repeated promotion-requests, the secure wiki model limits the set of authors who can request
 such a review to the authors who contributed to the document.


The secure wiki model also has a demotion procedure that will allow the community to
reduce the IL of documents that no longer meet the criteria for the given IL. Demotion can
be necessary if the general quality of the documents at the given IL improves without similar
improvements being made to the document that is to be demoted. If a demotion procedure
results in the demotion of a document, the principal author will also be demoted. The secure
wiki model limits the set of authors who can request a demotion review to the authors who can
edit the document according to the can_editpredicate.
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 policy used in a review procedure.


Li is the symbolic name used for theith integrity level in I.


Λi is the set of registered users at level Li.


ri is the number of authors randomly selected from levelLi to perform a review.


ΛRi is the set of randomly selected users from level Li to perform a review.


τi is the threshold of votes necessary for levelLi to return a positive result.


zi is the number of malicious colluding authors in ΛRi.


Using these denitions, the review decision for reviewer j ∈ ΛRi on the review of document
 d∈D is thenδj(d:D). The combined judgment of level Li is then dened as shown in (2)


Di(d:D) =











1 if X


j∈ΛRi


δj(d)≥τi
 0 otherwise


(2)


The secure wiki model uses a policy termed Π1. Using Π1, two out of three levels must
 approve the promotion of a document in order for the promotion review to succeed. To have a
 document promoted from level Li toLi+1, Π1 dictates that each of the levels Li,Li+1 and Li+2
 must review the document and at least two of them vote to promote, as expressed in (3).


D(d:D) = (Di+2(d)∧ Di+1(d))∨(Di+1(d)∧ Di(d))∨(Di(d)∧ Di+2(d)) (3)



2.5 Implementations of the Secure Wiki Model


As part of the description of the secure wiki model, the eectiveness of the model was evalu-
 ated using theoretical examples and calculations to determine the probability of an attacker's
 ability to inuence reviews. Having shown that the model is sound, when subjected to various
 scenarios, the next step in evaluating the eectiveness of the secure wiki model is to have the
 model implemented in a real-life system. Two such implementations have been made using the
 JamWiki system as base. JamWiki is an open-source implementation of a wiki using the same
 article-markup as MediaWiki and thus Wikipedia. JamWiki is licensed under LGPL and runs
 on most application servers [11].


2.5.1 Secure Wiki Model in JamWiki


As a rst prototype implementation, Sander [15] has implemented the secure wiki model in
JamWiki. The rst prototype implementation contains small extensions to the original secure
wiki model that gives authors a ner control of the document IL. These extensions are based on
a number of observations. First, when reviewing articles, the system needs to lock articles from
modication for the duration of the review and that this is a problem as it prevents authors
from improving the article further while locked. Second, the watermark model, as used in the
original secure wiki model, does not support the work-process of the typical wiki-contributor.
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 of a long article may rewrite the whole thing oine before submitting the changes in one go,
 but due to the time-consuming process of improving a long article, it is more likely, that the
 improvements will be made in steps, e.g. one section at a time. This means that just because
 the article were modied by a contributor with a high QCV, the article may not deserve an
 IL matching the contributor's QCV. This is a problem since automatically determining the
 appropriate IL of the revision is dicult. With the need to lock articles during reviews and
 the problem with determining the appropriate IL when articles are edited by contributors with
 a higher QCV, the rst prototype implementation asks the author what the appropriate IL
 of the article should be, with choices ranging from the article's IL to the contributor's QCV.


Eectively, this changes the secure wiki model from automatic document promotion to manual
 document promotion.


The same considerations are made in relation to demotion, where the actual demotion
 is managed by administrators. Administrators are trusted to only demote articles for which
 there is a consensus to demote in the community. This consensus would be reached through a
 discussion on the article's talk-page.


The rst prototype implementation relies solely on individual authors and administrators to
 promote and demote articles. Author QCV is managed by the community using a congurable
 voting policy. Reviews of authors are based on the individual author's contributions to the
 wiki. These contributions can easily be identied using the user-contribution function available
 in JamWiki and most other wikis.


Using JamWiki as a base system, the prototype implementation relies on existing features
 to inform the user of the IL of the given article. Specically the implementation places the
 classication of the article as part of the page-structure above the article-content. As far
 as voting is concerned, no existing features exist in JamWiki that can be used. For this, the
 prototype implementation has created separate pages that facilitate easy access to all necessary
 information in order for the reviewers to reach a decision.


The prototype implementation uses a conguration le that allows system-administrators
 to change values for the parameters used to congure the voting-policies. In addition, the
 prototype implementation has an interface for the plugin that allows anyone to create a new
 secure wiki model implementation that can replace the secure wiki model of the prototype
 implementation, if the new policy to be used is dierent from the policies that can be congured
 in the prototype implementation.


The rst prototype implementation is a system that assigns ILs to articles and QCVs to
 contributors as well as enforcing the can_edit predicate dened by the secure wiki model.


In addition the prototype implementation can manipulate the ILs of articles and QCVs of
 contributors. The prototype implementation has identied a number of issues with the secure
 wiki model that needs to be resolved before the secure wiki model can be applied to wikis
 in general use. These issues relate primarily to the dierence between the model's and wiki-
 contributors' method of doing things. The prototype implementation has solved these issues in
 a straight-forward way by giving a ner control of document IL to authors.


2.5.2 Secure Wiki Model Plugin in JamWiki


A second implementation, made by Følsgaard and Ludwigs [9], focused on making a more
modularized implementation in order to extend the ability of the wiki system to be congured
to use alternative review policies. The second implementation is based on the rst prototype
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 applications to dynamically load classes and services from bundles added to the system at
 runtime. OSGi will be described further in section 2.6. The second implementation will be
 termed the OSGi-implementation.


The easy integration between OSGi and java based web applications makes the OSGi-
 framework suited for the task of providing the necessary plugin-capabilities. With OSGi being
 able to do this at runtime without having to restart the web-application itself means that
 downtime of large websites can be avoided. This ts perfectly with the plugin-framework-
 requirements that the OSGi-implementation has.


The OSGi-implementation runs on the SpringSource Dynamic-Module server (DM-server)
 instead of the Tomcat server used by the rst prototype implementation. The advantages of
 using the DM-server is that the DM-server is based on the OSGi-framework and tailored for
 Spring-module based web applications. In addition, the OSGi-framework used by the DM-
 server can be accessed and used by web applications running in the DM-server.


The OSGi-implementation is based on the rst prototype implmentation of the secure wiki
 model but has successfully taken the rst prototype implementation and extended it to make
 it simpler to change the secure wiki model plugin, such that any new policy, not originally
 supported, can be added to a running system.


The OSGi-implementation uses the OSGi-framework concept of services, which allows the
 implementation to work on abstract services dened by an interface. The use of an interface
 means that the code itself can implement the ow of operations and call the services and have
 them perform the plugin-specic operations, such as the evaluation of a completed review. One
 plugin may accept the review, where another would determine that the review were unsuccessful.


In addition to services, the OSGi-implementation also makes use of the ability to split an
 application into multiple modules (or bundles in the OSGi terminology). Using multiple bundles
 allows the system (or parts of it) to be updated to a new version, without taking down the
 system.


2.5.3 Summary


The rst prototype implementation was made by directly modifying the source code of the o-
 cial JamWiki. In terms of updating the system, the system is very monolithic in the sense that
 the secure wiki model plugin needs to be reimplemented in each new version of JamWiki. The
 OSGi-implementation has extracted the secure wiki model plugin to a separate bundle, allowing
 the rest of the system to be updated, needing only to add back the hooks that allows the secure
 wiki model plugin to work. When, at some point, the JamWiki system implements a plugin-
 framework, the OSGi-implementation should be able to be used after an initial modication to
 t into the future JamWiki plugin-API.


The changes made by the prototype implementation extends the JamWiki functionality by
 adding the secure wiki model functionality. The OSGi-implementation adds little functionality
 compared to the prototype, but instead restructures the implementation to make it easier for
 administrators to switch secure wiki model implementations and policies.



2.6 OSGi


This project will build on the experiences documented in the theses describing the the rst
prototype and the OSGi-implementation. Most can be referenced directly, where relevant, but



(21)since the OSGi-framework will be a key part of the project and is not familiar to most, the
 OSGi-framework concepts and techniques used in this project will be detailed in this section.


For a more extensive description of OSGi, see Følsgaard and Ludwigs [9].


The Open Services Gateway Initiative (OSGi) created by the OSGi Alliance is a specication
 that enable the modular assembly of software built with Java technology [14]. Despite OSGi
 being a specication and not an implementation, the term OSGi will be used to denote an
 implementation, when the specic implementation is irrelevant.


2.6.1 Classloader


Java programs consists of classes. These classes can be stored individually in the le-system,
 allowing the JVM to use the class-path, package-location and class name to locate the class
 in the le system. More often, however, classes are packaged into jar-les, containing multiple
 class-les plus other resources, that java programs can access through the class-loader. Large
 programs will usually consist of several projects that go together to form the nished program.


A program created in java, that needs to read and parse an input-le, perform statistical
 calculations on the input, plot the result on screen and log various messages to disk could
 implement all of these features itself, or it could rely on some of the existing implementations
 available for use. Reading and parsing, could be done using ANTLR, statistical calculations
 using Colt4, graphs using Java Advanced Imaging (JAI)5 and nally use log4j to control the
 log-output. Each of these projects are supplied in separate jar-les containing the class les
 that make up the project. A java program would then contain all of these jar-les, allowing
 the program to use the classes contained in those jar-les. Each of the jar-les may have
 dependencies, but these can be retrieved and added to the program class-path as well. Assuming
 a stable API, this separation of functionality also allows a program component to be updated
 without aecting the functionality of the program.


The JVM uses the class-path parameter to locate classes and jar-les containing classes in
 order to nd and load the classes that are instantiated from the running program. The


in order for a program running in a normal jvm to load and unload classes, the program itself
 must manipulate the classloaders, which is normally handled exclusively by the jvm. Without
 manipulating the classloaders, the replacement of classes at runtime impossible.


The way OSGi can handle the runtime addition and removal of bundles is through the
 manipulation of the classloaders used to load classes. Using OSGi to handle the dynamic
 loading and unloading of classes means that individual programs do not need to implement the
 classloader manipulation functionality themselves.


2.6.2 Manifest


A bundle is simply a jar-le with extra attributes in the manifest used by the OSGi-framework
 to identify the OSGi properties of the bundle.


A typical jar-manifest would specify the Main-Class and optionally the Class-Path plus
 meta-information such as the creator of the jar, when it was created etc. The OSGi specic
 entries are information such as the packages that the bundle imports (i.e. its dependencies) the
 packages the bundle exports (i.e. the packages that other bundles can import) and the private


4http://acs.lbl.gov/software/colt/index.html


5http://java.sun.com/javase/technologies/desktop/media/jai/



(22)packages used by the bundle which should neither be exported to other bundles, nor imported
 from other bundles.


A bundle can be started and stopped by the OSGi-framework, which would add or remove
 the classes of the bundle from the classpath used by active bundles. In order for a jar-le to
 be a valid OSGi-bundle, a number of properties must be specied by the bundle-manifest. The
 Bundle-Activator property species a class implementing the BundleActivator interface. The
 interface species start and stop methods that are invoked when the bundle is, respectively,
 started and stopped. A bundle manifest would typically also contain the Import-Packge, Export-
 Package and Private-Package properties. The Import-Package property species all packages
 that the bundle imports, in order for the bundle to resolve its dependencies on other classes.


The Export-Package property species the packages that the bundle exports to other packages.


Exported packages usually contains API classes that provide access to the functionality of the
 bundle. The Private-Package property species the packages that the bundle uses internally
 and should not be replaced with classes from other bundles.


Listing 1: Example Bundle Manifest


 


1 Manifest−Version: 1


2 Bnd−LastModied: 1324991661475


3 Build−Jdk: 1.6.0_26


4 Built−By: kasper


5 Bundle−Activator: dk.lindbergonline.wiki.api.WikiApiActivator


6 Bundle−Copyright: Kasper Lindberg


7 Bundle−Description: Wiki API OSGi Bundle


8 Bundle−ManifestVersion: 2


9 Bundle−Name: Secure Wiki System Interfaces


10 Bundle−SymbolicName: dk.lindbergonline.wiki.api


11 Bundle−Vendor: Kasper Lindberg


12 Bundle−Version: 0.0.3.SNAPSHOT


13 Created−By: Apache Maven Bundle Plugin


14 Export−Package: dk.lindbergonline.wiki.api.action;version="0.0.3.SNAPSHO


15 T",dk.lindbergonline.wiki.api.authentication;version="0.0.3.SNAPSHOT",d


16 k.lindbergonline.wiki.api.data;uses:="dk.lindbergonline.wiki.api.model,


17 dk.lindbergonline.wiki.api.authentication";version="0.0.3.SNAPSHOT",dk.


18 lindbergonline.wiki.api.plugin;uses:="dk.lindbergonline.wiki.api.model"


19 ;version="0.0.3.SNAPSHOT",dk.lindbergonline.wiki.api.model;uses:="javax


20 .servlet.jsp,javax.servlet.http";version="0.0.3.SNAPSHOT",dk.lindbergon


21 line.wiki.api.tracker;uses:="dk.lindbergonline.wiki.api.data,org.osgi.u


22 til.tracker,org.osgi.framework,org.osgi.service.log,dk.lindbergonline.w


23 iki.api.plugin";version="0.0.3.SNAPSHOT"


24 Import−Package: javax.servlet,javax.servlet.http,javax.servlet.jsp,org.o


25 sgi.framework;version="[1.5,2)",org.osgi.service.http;version="[1.2,2)"


26 ,org.osgi.service.log;version="[1.3,2)",org.osgi.util.tracker;version="


27 [1.4,2)"


28 Tool: Bnd−1.43.0


 


As shown in the example bundle manifest in Listing 1, the Export-Package property species
both the package and the package version of the the packages being exported. Similarly, the
Import-Pacakge property species the version-range of the packages to import. The format
used interprets [ and ] as inclusive and ( and ) as exclusive. This allows OSGi, in contrast
to the JVM class-path, to handle multiple versions of the same bundle. e.g. A bundle that
requires antlr-runtime version 3 can execute using version 3, while another bundle using Antlr-
runtime version 2 can execute using classes from the version 2 bundle. This is assuming that



(23)the two bundles using antlr-runtime will never interact in a way that could mix the two version.


The Uses-clause specied in the Export-Package property is intended to prevent such conicts
 at runtime by moving the conict forward to the dependency-resolution stage of the bundle
 activation. Eectively this fail-fast approach will cause the OSGi-framework to complain and
 fail to start a bundle, for which such a conict could occur.


Creating a program based on bundles is similar to creating a program based on regular
 jar-les. Using jar-les, the JVM will have a class-path and the program will be able to access
 all classes on the class-path. Using OSGi, the OSGi-framework will start all bundles, making
 their exported classes available to other bundles importing those classes. The dierence is that
 when using OSGi, bundles can be added, removed and replaced at runtime, which will aect
 the functionality available to the running program. This allows a bundle to be updated if the
 bundle is found to contain a bug without restarting the program.


2.6.3 Services


A feature of OSGi that this project will make use of is the concept of services. Using OSGi, a
 bundle can dene a service, that can then be retrieved by other parts of the system. Services
 are registered as an implementation of a class or an interface, allowing one bundle to dene a
 service-interface, a second bundle to retrieve and use that service to have an action performed,
 while a third bundle provides the implementation of the service.


2.6.4 Application Servers


Normally, a java based application server, such as the Apache Tomcat, has a xed class-path
 set at startup. Integrating OSGi and application servers can be done using dierent methods.


Figure 1 illustrates two methods to do this. Embedding an application server in an OSGi-
 environment, as shown in Figure 1(a), requires the application server to be contained in one or
 more bundles, which could allow the modication of the application server's class-path. This
 application server would then contain a minimalistic web-application that could be as simple as
 calling modules dened in bundles added to the OSGi-environment outside of the application
 server. Since both application server and the OSGi-framework is pure java, OSGi can also


JVM
 OSGi


Application Server bundle
 Web Application
 Other bundles


(a) Application Server in OSGi


JVM


Application Server
 Web Application


OSGi


Bundles


(b) OSGi in application server


Figure 1: Two ways to combine an OSGi-environment and an application server


be embedded into the web application container, as illustrated in Figure 1(b). This works by



(24)creating a bridging application that bridges the gap between the web-application container and
 the OSGi-environment and manages the activation of bundles in the same manner as non-web-
 based applications.



3 Analysis


A wiki is a knowledge sharing system managed by a user-community. The best known example
 of a wiki is Wikipedia, which contains more than 3.5 million articles in the English edition
 alone [20]. The ease at which users can add content to a wiki means that it has become a
 popular tool for communities to collect information. At sites such as wikia.com, anyone can
 create a new wiki, on a subject of their own choosing, from television shows6 to bacon7. In
 addition, a number of implementations of the wiki-software exists, e.g. doku-wiki, media-wiki,
 jam-wiki and more, allowing anyone to set up their own wiki when needed. Having the ability
 to set up a private wiki is useful for organizations and companies that may prefer to have the
 system running behind a rewall and limit the access to the wiki to the members/employees
 through logins, perhaps using their own authentication-infrastructure.


Users can be divided into to distinct categories. Users that limit their actions to searching,
 reading and following links will be referred to as readers. Readers do not contribute to the
 expansion and maintenance of the wiki. In contrast, users that actively participate in the wiki-
 community by creating and editing articles and/or maintain the wiki by deleting bad content
 are referred to as contributors.


The reasons for contributing may vary from individual to individual. Some may be readers
 who upon having read an article, decides to contribute to the article by xing errors or adding
 content that they believe is missing from the article. Having contributed, they revert back to
 readers. Others are regular contributors that regularly contributes by actively looking for and
 xing errors, creating new articles, expanding existing articles and/or checking contributions
 for vandalism.


Most wikis allow users to create user-accounts in order for the users to be identied regardless
 of which IP the user connects to the wiki from but does not prevent anonymous contributors
 from contributing. this means that contributors can be anonymous contributors or they can
 register an account for the wiki system such that their edits can be traced back to them.


By registering an account, the contributor gets a pseudo-identity that becomes his identity
 in relation to other users on the wiki. Unless the user directly reveals his true real-world identity,
 the user is eectively anonymous to other users but still accountable for his actions, since those
 actions will reect on the pseudo-identity used. As is the case in the real world, gaining a good
 reputation for a pseudo-identity requires an eort and this reputation can be damaged if the
 user vandalizes the wiki. To avoid the consequences of bad reputation, a user can abandon
 the account and create a new account with no bad reputation. Changing accounts to get rid
 of bad reputation is known as a whitewashing attack [8]. Doing so can be signicantly easier
 than trying to restore the reputation by doing good. For contributors with an account with a
 good reputation, changing the account and thereby pseudo-identity will be costly. To restore
 the new account to the same level of reputation as the last account, the eort required would
 be equal to the eort put into the previous account.


6http://stargate.wikia.com


7http://bacon.wikia.com



(25)Usually, anonymous users will be identied by their IP address. For anonymous contributors,
 gaining good reputation is dicult since contributions are linked to the IP from where the
 contribution was made. IP-addresses may be shared when contributors are behind a NAT-
 router and a given contributor may contribute from dierent IPs for various reasons. The same
 argument can be made for gaining bad reputation, but when an IP-address repeatedly vandalizes
 a wiki, administrators can hold the IP-address accountable and block it from making further
 changes to articles. Given the structure of IP-address allocations to various ISPs, a contributor
 will often be assigned IP-addresses belonging to a narrow range of addresses. Changing IP-
 address (if possible) will therefore only be a temporary solution for the contributor as wikis
 often have the ability to block entire IP-ranges. Should any legitimate contributor be aected
 by such a range-ban, the contributor can register an account and have the account exempted
 from the IP-ban.



3.1 Functional Analysis


The following will describe a functional analysis of a generic wiki system. This analysis identies
 the components of the generic wiki and enables the breakdown the system in later stages of the
 project.


3.1.1 Articles


Wiki systems consists of a set of articles, on which a number of operations can be made. Figure
 2 shows the structure of an article in a generic wiki. The primary function of an article is
 to display the current text to the reader. Displaying an article requires the wiki to render
 the article-markup used to format an article into html used by web-browsers to produce the
 intended formating of the content. In addition to rendering the article for reading, a number
 of additional functions are available to contributors.


Wiki Article


History
 Edit


Reverting


Discussion
 Rendering


ChangeTracking


PreviousVersions


WikiMarkup Preview Save


Figure 2: Structure of a generic wiki article. Discussion is not present in all implementations,
hence the dashed line.
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 tors to dene section-headlines, bold text, italic text and other formating. The Edit-function
 available from the page of the rendered articles allows a contributor to edit the markup of
 the article. Using the edit-function, a contributor can do anything from xing minor errors
 to adding entire new sections to an article. A few wikis have a WYSIWYG8-style editor that
 functions as modern text-processing programs. The WYSIWYG editor allows the contributor
 to see the result of the changes while editing. The rest of the wikis uses a preview function
 that renders the modied markup and displays the result to the contributor. The contributor
 can then continue editing the markup until the result is satisfactory and eventually save the
 result and thereby creating a new revision of the article. The preview function is particularly
 useful if the contributor is experimenting with formating and layout since it removes the need
 for creating new revisions for each experiment.


Article pages also provide access to the history of the article. The history is a list of previous
 revisions of the article plus information about the edit itself. This information includes the user
 who made the edit, the time and date the edit were made and the edit-summaries written by
 the user who made the revision. From the content of revisions, the changes made between
 any two revisions can be calculated and displayed, allowing anyone to determine if the changes
 introduced between the two revisions were good or bad. The nal part of the article history is
 the ability to revert changes introduced by any revision.


Although not all wiki-implementations have them, discussion pages allows contributors to
 discuss changes before adding them to the main article. Discussion-pages can therefore be an
 important part of the community-based writing process. As an example of their use, consider an
 article that describes an actor and the article regularly changes the actors nationality between
 two (or more) nationalities, a discussion between contributors can be made on the discussion
 page and the result (consensus) of the discussion used in the main article. After the discussion,
 an administrator can enforce the consensus and punish contributors that insists on changing
 the text against the consensus as that can be considered vandalism.


3.1.2 Generic Wiki


The typical user can enter a wiki through links from other pages or through bookmarks in the
 user's browser. In public wikis, the user is most likely to enter the wiki as a side-eect to doing
 a search in an external search engine. In a private wiki, the entrypoint is usually the main
 page, from where the user will use the wikis own search function. Figure 3 shows the functional
 model of a generic wiki.


Users that enters through the main page will usually start a search to nd articles that
 describe the subject of which the user needs information. When a user has navigated to an
 article, using internal or external search engines, the user can perform a new search or follow
 internal links on the wiki, that will lead the user to other articles describing a dierent subject.


As described previously, contributors have the ability to edit articles and revert revisions
 if and when they feel that it is necessary. unrelated to specic articles, wikis can use the
 revision history of all articles to generate a list of recent edits, and most do so. The list of
 recent edits, provides contributors with a simple method of monitoring changes to the wiki.


Some contributors contribute to the wiki by inspecting these changes and checking them for
 vandalism and other types of bad edits, e.g. addition of unsourced content. Using the article


8What You See Is What You Get
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Figure 3: Functional model of a generic wiki


history and revison-di function, these contributors can easily identify the change that were
 made and decide if the edit were a good or bad edit. In case of a bad edit, the contributor have
 the option of using the edit-function to x the problem or use the revert function to restore the
 article to the state of a previous, good, revision.



3.2 Generic Wiki Architecture


Using a web-browser, a user can interact with a wiki. The wiki front-end that is sent to the
 browser as html and displayed to the user provides the means for navigating the wiki.


After navigating to a wiki, a user may authenticate to log in as a previously created user,
 giving the user a pseudo-identity that will identify the user's actions on the wiki. If the user
 does not authenticate, his identity will be dependent on information that can be extracted from
 the connection and will be subject to change if the user changes location and can be shared by
 others if their connection-information equals the users connection-information9.


Most wikis do not directly provide a table of contents, with which user can locate specic
 articles. For small wikis, a table of content can be created manually or automatically (assuming
 a method of grouping/ordering exists), but for large wikis, such as Wikipedia, with a huge
 number of pages and a large number of categories, which provides little to no real grouping,
 a table of content would be extremely large and probably somewhat incomprehensible and
 therefore unusable. The main method of nding information in wikis is therefore the search
 function, usually available from any page in the wiki. The ease at which information can be
 found is then directly tied to the quality of the search tool. For publicly available wikis, external
 search engines can be used, but for private wikis in organizations the wiki's users only have the
 wiki's own search tool.


Figure 4 shows the architectural model of a generic wiki. The backend web server, which
 provides the content to the client web browser, is one of the major components of a wiki. An-
 other is the data storage from where the backend server retrieves the content to display. Around
 this, is components that handles the articles, the edit-functionality, the revert functionality, the
 search functionality and the authentication functionality. When working together, these com-
 ponents enable users to nd and view articles as well as create and edit articles. The following
 describes these components in more detail.


9This can happen when multiple users on a NAT-network share the same external IP
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